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Abstract—The integration of artificial intelligence (AI) with
the Internet of Things (IoT) marks a significant advancement in
sixth-generation (6G) networks. The complexity of these AIoT
services has promoted an as-a-service model, where service
providers offer tailored architectures to meet varied application
needs. Despite the critical importance of optimizing both training
and inference in service architectures, this aspect remains under-
explored. Our study introduces service scenarios such as ‘no
shared (NS)’, where tenants manage their data and models
independently, ‘data shared (DS)’, where tenants provide data
for collective training, and ‘parameter sharing (PS)’, where
only model parameters are shared. We utilize a tandem queue
model to simulate the communication and computing demands
across cloud-edge-fog architectures. Our proposed Cost and
Delay Resource Allocation (CDRA) method significantly reduces
costs, with edge and fog-based training and inference lowering
costs by up to 44% compared to cloud setups. The evaluation
shows that the NS scenario is resource-intensive but offers high
privacy, DS is cost-effective and improves model accuracy, and PS
balances privacy with longer wait times. These findings provide
service providers with a comprehensive comparison of service
scenarios and architectures, offering guidance for strategic and
economically sound decisions in the ever-evolving landscape of
AIoT.

Index Terms—AIoT as a service, resource optimization, dis-
tributed learning, service scenario, service architecture.

I. INTRODUCTION

THE ARTIFICIAL Intelligence of Things (AIoT) is set to
be a cornerstone of the upcoming sixth-generation (6G)

network [1], [2]. Integrating AI with IoT offers advantages
such as improved efficiency and smarter data interpretation.
However, the complexities of developing and managing these
systems present challenges, necessitating specialized knowl-
edge. Many enterprises find it costly and time-intensive to
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Fig. 1. Multi-tier architecture for AIoT system.

onboard such expertise, leading them to outsource their AIoT
management to service providers. This outsourcing trend
marks a shift towards AIoT being offered as a service, which
allows the enterprises, acting as tenants, to benefit from
specialized knowledge and resources without the burdens of
in-house management.

Service providers must carefully choose the service archi-
tecture for offering AIoT as a Service (AIoTaS) platforms [3].
Several computing paradigms, including cloud, edge, and
fog computing, support AIoT services through a multi-tier
architecture. Figure 1 shows this architecture, based on frame-
works by the European Telecommunication Standards Institute
(ETSI) [4] and the 5G-CORAL architecture [5]. The cloud tier
provides scalability, resource pooling, cost efficiency, and ease
of maintenance, managed by providers such as Google and
Amazon. The edge tier, initiated by ETSI, virtualizes cloud
capabilities within mobile networks and includes operators
such as T-Mobile and Verizon. The fog tier extends cloud and
edge capabilities closer to data sources, supporting real-time
data processing on local devices [6]. This hierarchical structure
allows service providers to manage data for various AI training
modes, resulting in diverse service architectures and improving
model comprehensibility in real-world scenarios.

Regarding tenant data management, service providers have
several options of service scenarios. Tenants can independently
manage their data and models without sharing information
with other tenants, known as ‘no shared (NS).’ Alternatively,
tenants may provide their data to service providers, who
aggregate it as the training data through distributed learning,
termed ‘data shared (DS).’ Lastly, tenants can share only
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model parameters, enabling service providers to aggregate
them through distributed learning, called ‘parameter shared’
(PS), which includes federated learning (FL) and decentralized
learning (DL). These distributed methods facilitate parameter
exchange without exposing raw data, thus maintaining privacy.

Service providers must understand which AIoT service
configurations can meet tenant demands while minimizing
operational costs. Cost management is crucial for maximizing
revenue. By analyzing service architectures, providers can
determine optimal configurations for tenants.

Previous research highlights the benefits of edge computing
for AI services, offering faster and more reliable data pro-
cessing by utilizing physical edge nodes [7], [8], [9], [10],
[11], [12], [13], [14], [15], [16]. However, these studies mainly
focus on resource optimization within single service scenarios,
overlooking the analysis of service and network architectures
from a service provider’s perspective. Our research aims to
analyze trade-offs between cost, data privacy, delay, accuracy,
and collaboration within AIoTaS, providing recommendations
that address service trade-offs not extensively covered in
previous studies.

In this study, we model the service architectures within three
different service scenarios, i.e., NS, DS, and PS, and develop
a delay evaluation model for both the training and infer-
ence processes. Subsequently, we introduce Cost and Delay
Resource Allocation (CDRA) optimization algorithm with the
goal to minimize the cost. For each service architecture, we
set the arrival rate and service demand parameters of all
communication and computation queues to derive the average
training delay and average inference delay of an arrival task
through queueing theory. We also set the delay constraint of
training and inference individually according to the application
scenario. Under such constraint, resources must be allocated
to each queue in order to get the minimum total resource cost.

Furthermore, to deepen our understanding, we examine
different service architectures and scenarios, focusing on three
key areas: (1) evaluating resource allocation algorithms by
comparing our Cost and Delay Resource Allocation (CDRA)
method with simulated annealing; (2) analyzing the NS sce-
nario to understand how various training modes and inference
positions affect resource costs, server costs, and waiting times,
including the impact of raw data sizes and batch sizes; and
(3) assessing the performance across all service scenarios.

Our work’s contributions to the field are threefold:
• Comprehensive Analysis: We provide a detailed examina-

tion of service scenarios and architectures, highlighting
critical trade-offs between cost, data privacy, delay, accu-
racy, and collaboration. This enables service providers
to make informed decisions about their AIoTaS deploy-
ments, addressing the literature gap regarding the
integration of multiple service perspectives and network
architectures.

• Optimization Model: We introduce a new optimization
model to minimize resource costs while meeting delay
constraints in training and inference. The model uti-
lizes CDRA algorithm for efficiency, complemented by
Simulated Annealing for achieving near-optimal solutions
quickly and effectively.

• Holistic Insights: Our study explores the intricate
dynamics of various service architectures and scenarios,
providing a broad view that aids service providers in
understanding and managing the complexities associated
with AIoTaS configurations.

The rest of this paper is structured as follows: Section II
reviews relevant literature. Section III introduces our
queueing model for service architectures and formulates
the optimization problem to minimize resource costs. In
Section IV, we describe our CDRA algorithm designed to
solve this problem. Section V discusses simulation results and
their analysis. The paper concludes with Section VI.

II. RELATED WORK

AIoT architecture research has been thoroughly explored
with diverse optimization objectives, including delay reduc-
tion and cost efficiency. Table I provides a summary of
related research, detailing the optimization goals, utilized
architectures, number of services addressed, focused tasks, and
optimization algorithms employed by various researchers.

Starting from the group of minimizing delay in the edge
architecture, the work of [7] employed swarm intelligence to
optimize resource allocation with the intent of minimizing both
delay and cost. Similarly, [8] optimized task scheduling for
the AIoT system. Going further in this category, [9] proposed
the IoT-SCOM algorithm to optimize data transfer latency to
derive an ideal transfer deployment strategy. Reference [10]
explored the potential of the BTO algorithm to optimize
offloading in AIoT-enabled MEC networks.

In the realm of cost optimization, several works have
been presented. For instance, [11] utilized DQN (Deep Q-
Network) for the optimization of resource allocation aiming to
maximize system revenue. Reference [12] emphasized a joint
optimization strategy for computation, caching, and commu-
nication in the AIoT system. Reference [13] investigated the
trade-offs between inference accuracy, latency, and resource
cost. Furthermore, using convex optimization solvers, [14]
pursued minimizing time-averaged cost within set energy
budget and delay constraints. The works from [15] and [16]
also contributed to this category, probing the relationship
between AIoT application performance and energy cost, and
striving to minimize the composite of system cost and learning
cost, respectively.

Our research significantly advances beyond the typical focus
of previous studies on resource optimization within isolated
service scenarios, which often overlook broader analyses
crucial for AIoT as a Service (AIoTaS) implementations. Key
advancements of our work include:

• Holistic Service Architecture Analysis: We explore a
range of service architectures, from simple single-tier
systems to complex multi-tier configurations, extending
beyond the common cloud-edge setups.

• Balanced Optimization Focus: Our methodology inte-
grates multiple factors—cost, data privacy, accuracy,
and collaboration—into a unified analytical framework,
providing a deeper understanding of their interplay and
impact.
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TABLE I
A COMPARISON OF RELATED WORKS ON RESOURCE ALLOCATION OPTIMIZATION FOR AIOT

• Comprehensive Recommendations: We provide action-
able recommendations for service providers, optimizing
AIoTaS configurations considering technical, operational,
and strategic factors.

• In-depth Examination of Service Scenarios: Our detailed
exploration of various service scenarios equips providers
with a thorough understanding of the complexities and
strategic implications of different AIoTaS configurations.

By covering these areas comprehensively, our study offers
a holistic perspective that aids service providers in effectively
deploying and managing AIoTaS, bridging a significant gap
in the existing literature and enhancing the practical relevance
of our findings.

III. SYSTEM MODEL AND PROBLEM STATEMENT

This section describes the three-tier network architecture,
the service architectures in three service scenarios, their
queueing models (i.e., the delay analysis models), and problem
definition. The key notations used in this paper are summarized
in Table II.

A. System Architecture and Service Scenarios

In the AIoTaS system, there are K tenants and a three-tier
network system architecture, as shown in Fig. 1. K tenants
jointly use a cloud server associated with M edge servers
and N fog servers which the edge responsible for receiving
messages from IoT devices. Additionally, network slicing is
used to provide each tenant with their own communication and
computing resources. We then defined these resources as W x

for x ∈ I, where I represents the set of computation nodes
and communication links, defined as I = IN ∪IS . Here, IN
and IS are the sets of communication links and computation
nodes, respectively, with IN ∈ {FE,EC,CE,EF,FF,EE}
and IS ∈ {F, E, C}. The symbols F, E, and C denote fog,
edge, and cloud nodes, respectively.

As for model training in AIoTaS, it is essential to consider
whether the data collected by each tenant should be shared
or not. Based on the sharing mode, tenants can adopt three
service scenarios for different applications. Below is a detailed
description of the service scenarios and their features.

1) No Shared (NS): In this service scenario, each tenant
trains their own model using their local data to protect data
privacy. The data is completely independent and not shared
with other tenants. For example, a hospital that sources its
training dataset from its medical records can implement smart
healthcare services while keeping patient data secure.

2) Data Shared (DS): “Data shared” refers to a scenario
where all tenants’ data is aggregated to train a global model.
This approach grants tenants access to a more knowledgeable
and accurate model. However, it comes with the trade-off of
exposing their data to the public. The motivation behind this
service is to harness the collective intelligence of a tenant
community, offering access to a high-quality model capable
of superior performance and generalization.

3) Parameter Shared (PS): To maintain privacy and facil-
itate collaborative model training, sharing only the final
ML model parameters instead of the original data may be
preferred. In this scenario, each tenant independently trains
its ML model, and the central server aggregates all model
parameters through FL or DL to derive a global model. This
approach enables private data to be kept confidential while
allowing for collaboration and developing a more accurate
model.

B. Various Hierarchical Service Architectures

When considering service architectures, it is essential to
account for model training and the location of model inference.
This paper examines two model training mechanisms: CL and
multi-tier FL or DL [17]. In CL, data is centrally trained in the
cloud, while in multi-tier learning, lower-level servers handle
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TABLE II
SUMMARY OF KEY NOTATIONS

training, and upper-level servers use FL or DL to aggregate
model parameters.

FL and DL differ based on parameter aggregation layers,
influenced by the presence or absence of a parameter server.
We categorize layers as fog (Layer 3), edge (Layer 2), and
Cloud (Layer 1). FL requires aggregation at a higher layer
(y < x ) than the training layer (x), while DL aggregates
parameters at the same layer (x). If FL follows DL at the same
layer, then the model aggregation is performed twice, and the
FL server should be at layer x − 2. For instance, if the model

trains at the fog layer first, and aggregates models using DL,
then FL cannot occur at the edge; it needs the cloud level to
reaggregate model parameters.

In the fog-edge-cloud network architecture, combining FL
and DL enables hierarchical learning during model training.
There are several hierarchical learning architectures based on
where FL or DL occurs—fog, edge, or cloud levels.

Parameter aggregation in AIoTaS architecture varies by sce-
nario. Typically, one-tier aggregation occurs at the cloud level
post-training at edge or fog. Two-tier aggregation involves:
FL at the edge then at the cloud, a mix of FL and DL at
the edge, and DL at fog nodes followed by FL at the cloud.
In K-tenant aggregation, each tenant aggregates models using
FL, requiring an extra step for global model synthesis. In all
cases, the original training host must receive the final results
to update parameters for subsequent training rounds.

Table III provides an overview of training modules for NS,
DS, and PS service scenarios, analyzing server-level model
training, aggregation locations, and the number of models
generated. Notations follow the format of ST-A1-A2+A3,
where S represents the service scenario (NS: N, DS: D, PS:
P), T represents the training location, A1 and A2 denote the
first and second parameter aggregation locations (FL or DL),
and A3 represents K-tenants aggregation. In terms of model
numbers, higher-level hosts aggregate lower-level host models
to obtain a shared model. For example, in NF-E-C training
mode, each tenant trains their model in the fog, resulting in M
× N × K models. The edge then performs the first parameter
aggregation from the N bottom fogs, resulting in M × K
aggregated models. Finally, the cloud aggregates parameters
from Edge to obtain K public models for K tenants. In the DS
scenario, K tenants combine data to train one global model,
while in the PS scenario, a single global model is achieved
through K-tenant aggregation.

After training, determining the inference location is also
crucial in the AIoTaS system. Each service architecture is
represented as ST-A1-A2+A3/I, with I indicating the server
for model inference.

C. Queueing Model of Various Hierarchical Training
Architecture in Three Service Scenarios

We define a queuing model for training architectures across
three service scenarios within a homogeneous network. This
model views the Fog-Edge-Cloud sequence as a linear queue
for communication and computation. The NF-E-C/F architec-
ture exemplifies this, with associated diagrams and queuing
models depicted in Figures 2 and 3. These illustrations clarify
the nature of data transfers (whether raw data or model param-
eters) and server tasks such as training, parameter aggregation,
and inference, emphasizing variations in data volumes and
resource demands.

Specifically, we use λ to denote the arrival rate of tenant-
collected raw data. In training, a Fog node possesses an
arrival rate of λ/MN (with MN representing the Fog node
total). Upon data arrival, the model adjusts its parameters,
transmitting model parameters to the connected Edge node
after training B1 raw data sets, where B1 is the expected batch

Authorized licensed use limited to: National Yang Ming Chiao Tung University. Downloaded on April 27,2025 at 10:56:58 UTC from IEEE Xplore.  Restrictions apply. 



1424 IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 22, NO. 2, APRIL 2025

TABLE III
VARIOUS TRAINING ARCHITECTURES IN THREE SERVICE SCENARIOS

Fig. 2. Flow of data and model parameters and model training, model
parameter aggregation, and model inference position in NF-E-C/F.

Fig. 3. The queueing model of NF-E-C/F.

size. The batch size is a random variable with B1 as its mean to
maintain the Poisson arrival property. The FE queue’s arrival
rate is λ/MNB1, while the Edge node, which consolidates
parameters from Fog nodes, has λ/MB1.

The choice to model arrival processes using a Poisson
distribution is based on its widespread application in scenarios
where events occur independently over a period of time,
which is a common characteristic in network traffic and IoT
environments. In the context of our AIoT system, the arrival
of data packets or tasks to different architecture components
(cloud, edge, and fog layers) can be assumed to be random and
independent from one another. This assumption is supported
by the nature of IoT devices and applications, which typically
generate data asynchronously and at varying intervals. For
example, sensors in a smart city environment may send data
based on event triggers (e.g., traffic movement or environmen-
tal changes), which naturally align with the stochastic model
provided by the Poisson distribution.

At the edge, training parameters merge with the edge
model’s existing parameters. After B2 initial federation
rounds, these are sent to the cloud for a second round. This
model aggregation results in the EC queue having λ/MB1B2

and the cloud node accumulating at λ/B1B2. After B3

secondary aggregation rounds, the final cloud model returns
to the training server, giving the CE and EF queues an arrival
rate of λ/B1B2B3. For inference, the fog receives raw data at
a rate of λ/MN .

From Fig. 3, it is evident that communication demand
and computational overhead influence each queue’s resource
needs. Specifically, communication demand refers to data
transmission size, with μL1 and μL2 indicating the average
size of raw data and ML model parameters. Computational
overhead includes average workloads for ML model train-
ing, inference, DL, and FL, symbolized by μT1 , μP1 , μF1 ,
and μF2 .

Using the NF-E-C/F model, we determine service demand
and arrival rate parameters across all architectures, as detailed
in Tables IV and V for NS scenarios in inference and training.
Inference can occur at Cloud, Edge, or Fog levels. For Cloud-
based inference, raw data flows through FE and EC queues
at an arrival rate of λ. For Edge or Fog-based inference, the
arrival rate is reduced to λ/M and λ/MN , respectively, due
to distributed data collection. The communication overhead
remains constant at μL1 , and computation demand at μP1 .

The training process is influenced by the location of infer-
ence servers, especially in terms of communication delays
for transmitting model parameters. For instance, in the NC
scenario, after B1 training rounds, parameter data is transmit-
ted to Edge or Fog servers at a rate of λ/B1. Cloud-based
inference avoids this delay as parameters are already located
in the Cloud. Table V focuses on cloud-based inference train-
ing, with alternative configurations for Edge and Fog-based
inference detailed similarly and included in the Appendix.

D. Delay Model

In this subsection, we determine average computation
node and communication link delays with maximum slicing
resources for inference and training processes, based on
Tables IV and V. The following provides a detailed description
of the average inference delay, average training delay, and
waiting time.
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TABLE IV
THE ARRIVAL RATE AND SERVICE DEMAND PARAMETERS WITH DIFFERENT INFERENCE SERVER

TABLE V
THE ARRIVAL RATE AND SERVICE DEMAND PARAMETERS IN NS DURING TRAINING PROCESS

1) Average Inference Delay: The arrival process of each
queue follows Poisson distribution, and the service time
follows an exponential distribution. Therefore, we can utilize
the M/M/1 queuing model to obtain the delay. According to
Little’s law in queuing theory, the average delay for each queue
under i-th service architecture can be calculated as

D
P ,m
i ,x =

⎧
⎪⎨

⎪⎩

1
R
P,m
i,x

AP,m
k,x

−SP,m
k,x

, if AP ,m
k ,x > 0

0, otherwise.

, (1)

where m ∈ {NS, DS, PS} and R
P ,m
i ,x represents the resources

allocated to the x queue through network slicing. In Table IV,
k = 1, 2, 3. AP ,m

k ,x and SP ,m
k ,x represent the arrival rate and

service demand of x queue individually. Due to queue delay
DP ,m
i ,x > 0, we can set the lower bound RP ,m

i ,x as

LB−RP ,m
i ,x =

{
AP ,m
k ,x SP ,m

k ,x , if AP ,m
k ,x > 0

0, otherwise.
. (2)

Therefore, we can derive the average delay required for one
data point in the inference process as

DP ,m
i =

∑

x∈I
DP ,m
i ,x +

∑

n∈IN
Z n , (3)

Z n =
Dn

1
RI × LS

, (4)

where Z n is the propagation delay of a network link n between
two servers; and where Dn is the distance of a network link
n, RI represents the refractive index of fiber optic, and LS is
the speed of light, approximately 3× 108m/s

2) Average Training Delay: For the training process, model
training and parameter aggregation may be performed on
the same server. Therefore, when calculating the average
queue delay, we utilize both the M/M/1 and M/H2/1 queueing
models. Specifically, the M/M/1 model is used when there
is only one type of arrival tasks in the queue, while the
M/H2/1 model is adopted when there are two types of arrival
tasks. Consequently, the delay of each queue in service
architecture i during the training process can be calculated as

DT ,m
i ,x =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

1
R
T ,m
i,x

AT ,m
i,x ,1

−ST ,m
i,x ,1

, if AT ,m
i ,x ,1 > 0,AT ,m

i ,x ,2 ≤ 0

E[S ] +
ρE[S2]

2(1−ρ)E[S ]
, if AT ,m

i ,x ,1 > 0,AT ,m
i ,x ,2 > 0

0, otherwise.

,

(5)

where in the second case, E[S ] represents the mean service
time, and ρ = E[S ]×(AT ,m

i ,x ,1+AT ,m
i ,x ,2) represents the utilization

of the queue. The delay can be calculated by plugging in the
following Eq. (6a)-(6c):

E[S ] =
α1

μ1
+

α2

μ2
; E

[
S2

]
= 2

(
α1

(μ1)2
+

α2

(μ2)2

)

, (6a)

μ1 =
R
T ,m
i ,x

ST ,m
i ,x ,1

; α1 =
AT ,m
i ,x ,1

AT ,m
i ,x ,1 +AT ,m

i ,x ,2

, (6b)

μ2 =
RT ,m
i ,x

ST ,m
i ,x ,2

; α2 =
AT ,m
i ,x ,2

AT ,m
i ,x ,1 +AT ,m

i ,x ,2

. (6c)

Eq. (5) must satisfy DT ,m
i ,x > 0, so the lower bound RT ,m

i ,x
can be derived as
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LB−RT ,m
i ,x =

⎧
⎪⎨

⎪⎩

AT ,m
i ,x ,1ST ,m

i ,x ,1 , if AT ,m
i ,x ,1 > 0,AT ,m

i ,x ,2 ≤ 0

AT ,m
i ,x ,1ST ,m

i ,x ,1 +AT ,m
i ,x ,2ST ,m

i ,x ,2 , if AT ,m
i ,x ,1 > 0,AT ,m

i ,x ,2 > 0

0, otherwise.

(7)

Hence, the average delay of one data point in training process
can be calculated as

D
T ,m
i =

∑

x∈I
D

T ,m
i ,x +

∑

n∈IN
Z n . (8)

3) Waiting Time in Training Process: We have defined the
parameters B1, B2, B3, and B4 to compute the waiting time
for one data point on the training server, first aggregation
server, second aggregation server, and K-tenant aggregation
server, respectively. We denote the waiting times as D

W ,m
i ,t ,

D
W ,m
i ,f 1 , DW ,m

i ,f 2 , and D
W ,m
i ,f 3 , respectively.

To illustrate the calculation of D
W ,m
i ,t , which represents

the average waiting time for one data point at the training
server, we note that after training B1 data points, we perform
parameter aggregation. Therefore, the first data point needs
to wait for B1 − 1 data points to complete training, and the
second data point needs to wait for B1−2 data points, and so
on. Thus, we can use B1−1

2 to represent the average number
to wait for one data point, then divide by the arrival rate to
obtain the waiting time. Using this method, we can calculate
D

W ,m
i ,t , DW ,m

i ,f 1 , DW ,m
i ,f 2 , and D

W ,m
i ,f 3 as

DW ,m
i ,t =

B1 − 1

2
× 1

AT ,m
i ,t ,2

, (9a)

DW ,m
i ,f 1 =

B2 − 1

2
× 1

AT ,m
i ,f 1,2

, (9b)

DW ,m
i ,f 2 =

B3 − 1

2
× 1

AT ,m
i ,f 2,2

, (9c)

DW ,m
i ,f 3 =

B4 − 1

2
× 1

AT ,m
i ,f 3,2

, (9d)

where t, f 1, f 2, and f 3 represent the training, first aggregation,
second aggregation, and K-tenant aggregation servers, respec-
tively.

E. Total Resource Cost Minimization Problem

We focus on minimizing the total resource cost of the
Cloud-Edge-Fog service architecture in service scenario m,
including the computation and communication resource costs
during both inference and training processes.

1) Inference and Training Resource cost: Both inference
and training processes involve communication and compu-
tation resource costs. To calculate the inference resource
cost, we define W FE , W EF , W EC , W CE , W FF , and
W EE as the communication costs (in money unit/Mbps) of
network links. Thus, the communication cost of the i-th service
architecture in the m service scenario during the inference
process can be determined as

N−CP ,m
i = MN ×

(
W FE × R

P ,m
i ,FE +W EF × R

P ,m
i ,EF

)

+M ×
(
W EC × RP ,m +W CE × RP ,m

i ,CE

)

+
M (M − 1)

2
×W FF × R

P ,m
i ,FF

+
N (N − 1)

2
×W EE × RP ,m

i ,EE . (10)

Let W F , W E , and W C be the computation cost (in money
unit/MBps) of servers. Thus, the communication cost of i-th
service architectures in m service scenario during inference
process is

S−CP ,m
i = MN ×W F × R

P ,m
i ,F +M ×W E × R

P ,m
i ,E

+W C × R
P ,m
i ,C . (11)

Thus, inference resource cost of i-th service architectures in
m service scenario is defined as

C
P ,m
i = N−CP ,m

i + S−CP ,m
i . (12)

In addition, N−CT ,m
i and S−CT ,m

i can also be calculated by
plugging in RT ,m

i ,x , x ∈ IN and RT ,m
i ,x , x ∈ IS into Eq. (10)

and Eq. (11), respectively. Hence, the training resource cost
of the i-th service architecture in the m service scenario can
be derived as

CT ,m
i = N−CT ,m

i + S−CT ,m
i . (13)

2) Total Resource Cost: The total resource cost of i-th
service architecture in m service scenario is defined as

Cm
i = CP ,m

i + CT ,m
i . (14)

Since we aim to minimize the total resource cost of i-th
service architecture in m service scenario while guaranteeing
the delay constraints. Therefore, the optimization problem can
be mathematically formulated as

(P) min
RP,m

i,x ,RT ,m
i,x

Cm
i

C1:D
P ,m
i ,x < δP

C2:D
T ,m
i ,x < δT

C3:R
P ,m
i ,x > LB−RP ,m

i ,x

C4:R
T ,m
i ,x > LB−RT ,m

i ,x . (15)

In Eq. (15), constraint C1 and C2 guarantee that DP ,m
i ,x and

D
T ,m
i ,x respectively satisfy the delay constraints δP and δT .

Constraints C3 and C4 are resource constraints which ensure
that the resources allocated to each queue must be greater than
the lower bound to make D

P ,m
i ,x > 0 and D

T ,m
i ,x > 0.

IV. ALGORITHM SOLUTIONS

To address the problems above, we propose the CDRA
algorithm to approximate an optimal solution. Additionally,
we utilize the Simulated Annealing algorithm for iterative
search, as the training and inference processes have unique
characteristics, necessitating separate determination of CT ,m

i

and C
P ,m
i values.
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Algorithm 1: Cost and Delay Resource Allocation
(CDRA) Algorithm

Require: ST ,m
i ,x ,l , AT ,m

i ,x ,l , LB−R
T ,m
i ,x , δT , W x , R−unit

Ensure: C
T ,m
i

1: Initialization
2: R

T ,m
i ,x ← R−LB

T ,m
i ,x + Runit for all x ∈ I;

3: D
T ,m
i ← Substituting R

T ,m
i ,x for all x ∈ I into (8);

4: Find optimal allocated resources by cost value
5: while D

T ,m
i > δT do

6: for each queue x ∈ I do
7: QDbefore ← Substituting R

T ,m
i ,x into (5);

8: QDafter ← Substituting R
T ,m
i ,x + Runit into (5);

9: CV x ← QDbefore−QDafter

W x×Numx×Runit
;

10: end for
11: choice ← argmaxx CV x ;
12: R

T ,m
i ,choice ← R

T ,m
i ,choice + Runit ;

13: Update D
T ,m
i with R

T ,m
i ,x for all x ∈ I;

14: end while
15: C

T ,m
i ← Substituting R

T ,m
i ,x for all x ∈ I into (13);

A. Cost and Delay Resource Allocation (CDRA) Algorithm

The CDRA algorithm’s core idea is to keep allocating a unit
of resource to one of the communication links or computation
nodes that can reduce the delay most and cost less until the
delay constraint is satisfied.

Algorithm 1 presents the pseudocode of the CDRA algo-
rithm, which we illustrate by deriving CT ,m

i as an example.
First, we allocate the initial resources to RT ,m

i ,x and calculate
the delay (lines 1-2). Then, for each round of resource
allocation, we compute the Cost Value CV x for each queue
x (lines 4-8). The queue with the highest CV x is selected
to receive Runit , and we update the delay (lines 9-11). This
process continues until D

T ,m
i ,x satisfies the delay constraint

δT . Finally, we compute CT ,m
i using Eq. (13).

As to get the value of CP ,m i , we replace the input
parameters of Algorithm 1 (ST ,m

i ,x ,l , AT ,m
i ,x ,l , LB−RT ,m

i ,x , and

δT ) with (SP ,m
i ,x ,l , AP ,m

i ,x ,l , LB−RP ,m
i ,x , and δP ), and replace

Eq. (5), Eq. (8), and Eq. (13) with Eq. (1), Eq. (4), and
Eq. (12).

B. Simulated Annealing Algorithm

Simulated Annealing (SA) [18] is a global search
optimization technique which uses a temperature parameter to
manage the randomness of its search, with the search radius
converging towards the global optimum as the temperature
drops. The algorithm’s pseudocode is shown in Algorithm 2.
Notably, UB−Rx is the upper bound resource for the x queue
(x ∈ I), while Ti and Tf are the initial and final temperatures,
respectively. MaxIteration specifies iteration count at each
temperature, and γ is the cooling coefficient.

In Algorithm 2, we begin by initializing RT ,m i , x with
random values between LB−RT ,m i , x and UB−Rx , and
setting the initial temperature Ti (lines 1–2). During each

Algorithm 2: Simulated Annealing for Resource
Allocation

Require: ST ,m
i ,x ,l , AT ,m

i ,x ,l , LB−R
T ,m
i ,x , UB−Rx , δT , W x ,

R−unit , Ti , Tf , MaxIteration, γ

Ensure: C
T ,m
i

1: Initialization
2: R

T ,m
i ,x ← random(LB−R

T ,m
i ,x ,UB−Rx ) for all x ∈ I;

3: T ← Ti ;
4: Iterative searching optimal allocated resources
5: while T > Tf do
6: for i to MaxIteration do
7: AR

T ,m
i ,x ← R

T ,m
i ,x for all x ∈ I;

8: choice ← chooseoneofqueuesinrandom;
9: AR

T ,m
i ,choice ← max(min(R

T ,m
i ,choice +

random(−T ,T ),UB−Rchoice ),LB−R
T ,m
i ,choice );

10: D
T ,m
i ← substituting AR

T ,m
i ,x for all x ∈ I into (8);

11: if DT ,m
i < δT then

12: AC
T ,m
i ← Substituting AR

T ,m
i ,x for all x ∈ I

into (12);
13: C

T ,m
i ← Substituting R

T ,m
i ,x for all x ∈ I into (12);

14: �← AC
T ,m
i ,x − C

T ,m
i ,x ;

15: if � < 0 or exp(−� /T ) > random(0, 1) then
16: Update R

T ,m
i ,choice with AR

T ,m
i ,choice ;

17: end if
18: end if
19: end for
20: T ← T × γ;
21: end while
22: C

T ,m
i ← Substituting R

T ,m
i ,x for all x ∈ I into (12);

temperature iteration (lines 3–6), we iterate MaxIteration
times, randomly selecting a queue to explore. The resource
search space for the queue is determined by the range of
RT ,m i , x ± T , ensuring values stay within LB−RT ,m i , x
and UB−Rx bounds (line 7). After computing the delay (line
8), if it meets the delay constraint, we compare its cost to the
current optimum. The allocation is updated based on cost or
a probabilistic criterion exp(−� /T ) > random(0, 1) (lines
9–14). The temperature is reduced using a cooling efficiency
γ (line 18) and the process ends when T ≤ Tf . We then

compute CT ,m
i using Eq. (13) (line 20), with CP ,m

i derived
similarly as in Algorithm 1.

V. PERFORMANCE EVALUATION

In this chapter, we analyze resource allocation performance
using the CDRA and SA methods. We also explore the
characteristics of different service architectures and scenarios.
Our discussion is organized into three main topics: comparing
resource allocation algorithms, examining service architectures
in NS scenarios, and evaluating the performance across NS,
DS, and PS scenarios.

A. Simulation Parameter Setting

In our simulation experiments, we served 10 tenants with
a three-tier network architecture comprising one Cloud and
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TABLE VI
NETWORK TOPOLOGY IN EXPERIMENTS

6 Edges (M = 6). Each Edge covered 3 Fogs (N = 3).
The distance between the network topology and servers is
presented in Table VI.

Table VII outlines our experimental setup. We simulated
training and inference processes with a data arrival rate of
150 raw data/s from IoT devices. The training dataset and
model used were CIFAR-10 [19] and MobilenetV2 [20],
respectively. A single task’s average input size was 15 Kbit,
with the model parameter size at 10 Kbit. The computational
demands for training and inference were 30 cycles/bit [21]
and 3/bit, respectively. Aggregation in FL and DL required
0.5 cycles/bit. Batch sizes B1, B2, B3, and B4 were 60, 10,
1, and 10 respectively. The distances between nodes were
referenced from the settings in [22]. Delay constraints were 5
and 0.5 seconds for training and inference, respectively.

The following section outlines resource costs and settings
for network links and servers. We used the ratio between com-
munication and computational resource costs from [23]. The
communication cost per bit rises with increased transmission
distance, as per Azure’s pricing [24]. Computation costs were
drawn from [25], indicating lower costs for higher-tier servers.
Hence, the cloud has the lowest computational price, while
the Fog’s is the highest. Maximum slice resources for fog,
edge, and cloud are 1500 MHz, 3000 MHz, and 5000 MHz
respectively. EF, FE, and FF have a limit of 100 Mbps, while
EC, CE, and EE are set to 100 × N Mbps.

The simulations were conducted using a proprietary sim-
ulator developed specifically for this research. The simulator
is written in C, tailored to accurately model the complex
interactions within AIoT service architectures under various
computational and communication constraints.

B. Analyzing Different Resource Allocation Algorithms

We compared the performance of our proposed CDRA algo-
rithm for allocating the resources with SA in the NS scenario
as the example. Fig. 4 presents the resource cost allocation
and algorithm running time obtained by CDRA and SA. Our
findings reveal that the resource cost obtained by CDRA
closely approximated the optimal solution achieved by SA’s
global search. CDRA also demonstrates faster computational
performance, requiring less than 1 second compared to SA’s
average computation time of 270 seconds. This efficiency can
be attributed to CDRA’s utilization of cost value computation
for effective resource allocation, whereas SA requires multiple
iterations to find the optimal solution. These findings clearly
prove that CDRA is highly effective at optimizing resource
allocation in AIoTaS architectures.

However, one notable limitation of the CDRA algorithm
arises as the number of nodes within the network architecture

Fig. 4. Compare the training resource cost and execution time calculated by
CDRA and Simulated Annealing.

increases. This scalability issue enhances the complexity
of the CDRA algorithm, potentially affecting the speed
and efficiency of converging to an optimal solution. The
increase in complexity stems from the need to manage more
resource allocation decision points, as each additional node
requires a tailored resource configuration to ensure optimal
performance.

Despite this limitation, the iterative nature of the CDRA
algorithm provides a notable advantage in highly dynamic
environments where system parameters and network condi-
tions may change frequently. This adaptability allows CDRA
to adjust resource allocations in real time, effectively respond-
ing to network load and configuration variations. Such
flexibility is particularly beneficial in variable application
scenarios, enhancing the algorithm’s utility by addressing
potential performance fluctuations and maintaining service
quality across different operational conditions.

In summary, while the CDRA algorithm may face chal-
lenges in highly complex or rapidly expanding network
architectures, its iterative and adaptive capabilities make it
well-suited for dynamic environments where flexibility and
responsiveness are critical.

C. Studying Various Service Architectures in NS Scenarios

This section explores the advantages and disadvantages
of different service architectures. Since the three service
scenarios share similar differences in service architecture, we
focus on the NS scenario and divide the analysis into five main
themes for discussion.

1) Comparing Resource Costs of Different Training Modes
and Inference Positions: Figures 5(a) and 5(b) show the
communication and computation resource costs for various
training modes and inference locations. Figure 5(a) reveals
that centralized training incurs communication costs four
times higher than other modes due to the need to upload
raw data to the cloud. The NE-C architecture, which sends
raw data to the edge for training, has slightly lower costs
than centralized training. In Figure 5(b), the main difference
in inference cost among Cloud, Edge, and Fog is due to
communication costs, with the cloud being the most expensive.
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TABLE VII
EXPERIMENT PARAMETERS

Fig. 5. Compare resource cost among service architectures in the NS service scenario.

Fig. 6. The effect of different raw data size on service architectures.

Additionally, Figure 5(c) indicates that although NC/C has
lower training costs, the high communication cost of cloud-
based inference negates its benefits. Thus, fog-based inference
is more advantageous, potentially saving up to 44% in resource
costs.

2) Comparison of Raw Data Sizes: This subsection exam-
ines how varying raw data sizes impact service architectures.
Figures 6(a), 6(b), and 6(c) display the training communi-
cation, computation, and total resource costs as data sizes
increase from one to three times the original size. The
results show a significant increase in communication costs

for centralized training (NS) compared to distributed learning
(NE-C), with costs for NS scenarios rising up to five times.
This suggests that transmitting larger raw data to remote
servers becomes increasingly inefficient. Figures 6(d) and 6(e)
demonstrate the inference communication and computation
costs across cloud, edge, and fog, indicating rising commu-
nication costs with larger data sizes. Figure 6(f) presents
total resource costs for each architecture, highlighting that fog
scenarios, especially NF-E-E/F, maintain relative cost stability
despite increasing data sizes, making them the most resource-
efficient options.
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Fig. 7. The effect of different server cost on service architectures.

Fig. 8. Waiting time of different training hierarchical architecture.

3) Exploring the Impact of Server Cost on Service
Architectures: We analyze training resource costs among var-
ious service architectures with different server cost settings.
Figure 7(a) shows that architectures like NC/C and NC/E,
which perform inference in the cloud, incur higher total
resource costs. Conversely, architectures like NE-C/F, which
involve training in the fog and inference in the edge and
fog, exhibit lower costs. Adjusting the server cost ratio of
Fog:Edge:Cloud to 15:3:1, as shown in Figure 7(b), highlights
even greater cost disparities. Under these settings, training
in the fog may not be cost-effective, making the NE-C/F
architecture the most economical option with the lowest total
resource costs.

4) Comparing the Waiting Time of Different Service
Architectures: In this subsection, we analyze the waiting time
of various service architectures. We assess the waiting time
for different training modes, encompassing Centralized, One-
tier (Training at Fog or Training at Edge), and Two-tier, while
considering different values of λ.

Figure 8 shows that higher λ values lead to reduced waiting
times, indicating that data points spend less time waiting as
the data collection rate increases. The waiting times rank from
longest to shortest as follows: two-tier, one-tier, and central-
ized. Training modes involving more aggregation iterations
incur longer waiting times. Notably, one-tier training at the fog

Fig. 9. The effect of setting different B1 on training resource cost and
waiting time.

experiences an 83% longer waiting time compared to training
at the edge, attributed to the higher data collection rate at the
edge.

5) Impact of B1 on Waiting Time in Different Service
Architectures: This subsection examines how different batch
sizes (B1) affect service architectures. Fig. 9 shows the
training resource cost and waiting time for B1 values of 15,
30, and 60. As illustrated in Fig. 9(a), larger B1 reduces
training resource costs. This is because bigger batches lead
to fewer parameter updates, decreasing resource needs at the
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Fig. 10. Compare training resource cost and waiting time of three service
scenarios.

aggregation server. However, Fig. 9(b) indicates that a larger
B1 increases waiting times during training. Thus, choosing B1

requires balancing resource costs and waiting times based on
the application’s priority.

D. Comparing the Performance of NS, DS, and PS Service
Scenarios

In this subsection, we evaluate the training resource costs
and waiting times for NS, DS, and PS modes involving K
tenants. For NS, we multiply the cost for one tenant by K to
facilitate an accurate comparison. In PS, the training costs for
individual tenants are similarly scaled by K. For DS, where
tenants jointly train their models, the aggregated cost for K
tenants is considered.

Setting K and B3 both to 10, Figure 10(a) shows that
NS typically incurs the highest training resource costs, more
than triple those of other scenarios. In contrast, DS is the
most resource-efficient scenario. NC/E and NC/F scenarios,
which involve transmitting trained parameters to the inference
server, have training resource costs that are about 5.8%
and 9.25% higher, respectively, compared to PC+C/E and
PC+C/F scenarios. This cost difference is due to PC+C/E and
PC+C/F scenarios benefiting from parameter aggregation from
K tenants, which reduces the volume of data transmitted.

Figure 10(b) shows waiting times for three service sce-
narios: Centralized, One-tier (training at Fog or Edge), and
Two-tier. The PS scenario shows significantly longer waiting
times, often two to six times that of other scenarios, due to
the need for aggregating data from an additional K tenants. In
contrast, the DS scenario records the shortest waiting times,

TABLE VIII
COMPARISON OF MODEL ACCURACY ACROSS THREE SERVICE

SCENARIOS

as collaborative training among K tenants speeds up data
aggregation.

Furthermore, we compared model accuracy across three
service scenarios using the MobileNet V2 model on the cifar-
10 dataset. The dataset was splitting into 50,000 training and
10,000 testing images. Each tenant received a random 5,000-
image allocation. Table VIII displays the test accuracy results.

The DS scenario had the highest accuracy due to collab-
orative training across all tenants. In the PS scenario, local
models from all tenants were merged into a global model
using the FedAvg method, yielding slightly reduced accuracy.
The NS scenario’s accuracy was 77.04% because of limited
training data from each tenant’s 5,000 images. However,
doubling the images per tenant raised accuracy to 85.32%.
This demonstrates that more tenant data can lead to increased
accuracy.

As mentioned above, the advantages and disadvantages of
the three service scenarios are summarized. Although NS
provides the best privacy protection, most service architectures
require the highest training resource cost. In contrast, DS
ignores privacy, requires the least resource cost, and has
the shortest average waiting time during training. It also
can achieve the highest accuracy. PS provides both privacy
protection and collaborative training of K-tenant data through
K-tenant aggregation but has the longest average waiting time.

E. Lessons Learned for Service Providers

For service providers, our research findings provide the
following valuable insights.

• Fog or Edge for Training and Inference. It is recom-
mended to conduct training and inference at the Fog
or Edge levels. Service providers should evaluate the
volume of raw data and the cost discrepancies across
cloud, edge, and fog computing to select the most suitable
service architecture. If significant cost differences exist,
an architecture that integrates edge training with fog
inference may offer a more cost-effective solution.

• Parameter Aggregation Can Be Time-consuming. Service
providers should note that while fog computing often
reduces resource costs, it increases communication over-
head due to frequent data collection and transmission. It
is essential to balance service delivery to ensure efficient
execution times and optimal resource utilization.

• Trade-off Between Privacy and Training Cost. Service
providers should evaluate the differing data privacy
requirements and operational costs across service sce-
narios. Most AIoTaS applications are likely to be
implemented as large-scale public services, except for
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TABLE IX
THE ARRIVAL RATE AND SERVICE DEMAND PARAMETERS WITH DIFFERENT SERVICE ARCHITECTURES IN NS DURING TRAINING PROCESS

data-sensitive, small-scale services using the NS scenario,
which may restrict learning capabilities and increase
training costs. Operationally, the DS scenario is more
cost-effective but offers limited data privacy. Conversely,
the PS scenario enhances privacy protection but may
result in longer waiting times.

VI. CONCLUSION

This paper categorizes AIoTaS into three service scenarios:
NS, DS, and PS, and explores multiple service architectures.
Our analysis focuses on the trade-offs between these services
regarding cost, data privacy, and accuracy. The objective is
to provide actionable recommendations for service providers
on optimal AIoTaS configurations. We have formulated a
resource optimization problem to minimize resource costs by
determining optimal allocations. Leveraging the convexity of
this problem, we developed the CDRA method to achieve near-
optimal solutions.

A series of experiments were conducted to guide ser-
vice providers on deploying service architectures effectively.
Results indicate that training and inference in fog or edge
environments can substantially reduce costs compared to the
cloud, with inference in the fog potentially cutting resource
costs by up to 44%. Our evaluations revealed that the NS
scenario is the most resource-demanding, with training costs
more than three times higher than other models, yet it provides
robust privacy. Conversely, the DS scenario is the most
resource-efficient, significantly lowering costs and achieving
a high model accuracy of 93.88%, but at the cost of privacy.
The PS scenario offers a balance, providing better privacy but
with longer waiting times than the DS scenario.

Several issues need further study. In this paper, we only
consider a homogeneous architecture. In the real world,
a heterogeneous architecture is expected and needs further
investigation. Furthermore, the effective operation of different
service scenarios under different network architectures also
deserves further study.
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TABLE X
THE ARRIVAL RATE AND SERVICE DEMAND PARAMETERS WITH DIFFERENT SERVICE ARCHITECTURES IN DS DURING TRAINING PROCESS

APPENDIX

This section provides a detailed description of the service
demand and arrival rate parameters for all NS, DS, and PS
service scenarios architectures during the training and infer-
ence processes. These parameters are presented in Table IX, X,
and XI, respectively, and the differences between the DS and
PS scenarios and the NS scenario are explained.

We first derive the parameters for the DS service scenario.
The main difference between the DS and NS scenarios is that

in the DS scenario, a wholly shared mode is adopted during
training, where all tenants’ collected data is trained together.
Taking the DF-E-C/F and NF-E-C/F architectures as examples,
the difference in the arrival rate parameter between them is
multiplied by a factor of K. This is because in the DS scenario,
there is no need to separate the resources used by each tenant
through slicing. Therefore, the total resource cost calculated
for the DS scenario is the resource cost required by K tenants,
while in the NS scenario, it is the resource cost needed for a

Authorized licensed use limited to: National Yang Ming Chiao Tung University. Downloaded on April 27,2025 at 10:56:58 UTC from IEEE Xplore.  Restrictions apply. 



1434 IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 22, NO. 2, APRIL 2025

TABLE XI
THE ARRIVAL RATE AND SERVICE DEMAND PARAMETERS WITH DIFFERENT SERVICE ARCHITECTURES IN PS DURING TRAINING PROCESS

single tenant. As mentioned above, the arrival rate parameters
for all service architectures in the DS scenario can be derived
in this manner, while the service demand parameters are the
same as those in the NS scenario.

Next, we derive the parameters for the PS scenario. The
main difference between the PS and NS scenarios is that in the
PS scenario, an additional FL is performed in the Cloud during

training, where K tenant model parameters are shared. Taking
the PF-E-C+C/F and NF-E-C/F architectures as examples,
the difference is that PF-E-C+C/F performs B3 rounds of
aggregation in the Cloud and aggregates the parameters of K
tenants into a global model. Therefore, the arrival rate for the
K-tenant aggregation task is λK/B1B2B3. After B4 rounds
of K-tenant aggregation, the model parameters are updated
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in the Fog, so the arrival rate for the CE and EF queues is
λK/B1B2B3B4. An additional K-tenant aggregation service
demand parameter,μF3 , is also required in the Cloud. As stated
above, the arrival rate and service demand parameters for all
service architectures in the PS scenario can be derived in this
manner.
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