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Abstract—Cyber Threat Intelligence (CTI) plays a crucial role
in understanding and preemptively defending against emerging
threats. Typically disseminated through unstructured reports,
CTI encompasses detailed insights into threat actors, their
actions, and attack patterns. The MITRE ATT&CK framework
offers a comprehensive catalog of adversary tactics, techniques,
and procedures (TTPs), serving as a valuable resource for
deciphering attacker behavior and enhancing defensive measures.
Addressing the challenge of time-consuming manual analysis of
MITRE TTPs in unstructured CTI reports, this paper presents
MITREtrieval, a novel system that leverages deep learning and
ontology to efficiently extract MITRE techniques. This approach
mitigates issues related to the implicit nature of TTPs, textual
semantic dependencies, and the scarcity of adequately labeled
datasets, enabling more effective analysis even with limited
sample sizes. Our approach combines a sophisticated sentence-
level BERT deep learning model with ontology knowledge to
address sparse data challenges, using a voting algorithm to
merge outcomes. This results in a more accurate classification of
MITRE techniques, capturing contextual nuances effectively. Our
evaluation confirms MITREtrieval’s effectiveness in identifying
techniques, regardless of their representation in training samples.
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MITREtrieval has surpassed benchmarks, achieving F2 scores of
58%, 62%, and 69 % in multi-label technique identification across
113, 46, and 23 CTI reports, respectively, thereby streamlining
CTI analysis and improving threat intelligence.

Index  Terms—Cybersecurity, deep learning, MITRE
ATT&CK, natural language processing, ontology, threat
intelligence.

I. INTRODUCTION

HE RISING number of cyber-attack events has amplified
Tthe significance of sharing Cyber Threat Intelligence
(CTI) as a strategic countermeasure against prevalent cyber
threats, especially formidable adversaries like Advanced
Persistent Threats (APT) [1]. CTI is a large-scale data-driven
process that systematically analyzes observations, including
malware, suspicious events, and other rapidly evolving cyber-
security data. To facilitate CTI usage, many studies [2], [3],
[4], [5], [6] focused on collecting, analyzing, and extracting
evidence, such as indicators of compromise (IoC) in CTI
reports. CTI about emerging threats and threat actors enables
the effective development of cybersecurity solutions [7].

CTIs have been divided into two primary -categories:
structured and unstructured. Both forms of cybersecurity
information have played crucial roles in enabling proactive
defense mechanisms within CTI capabilities. Structured CTIs,
such as STIX [8], TAXII [9], or YARA [10], were the focus
of numerous studies [11], [12] that concentrated on sharing
structured threat intelligence. Concurrently, another line of
research has delved into the mechanisms for extracting threat
intelligence from unstructured threat reports [2], [3], [5], [6].
Prominent security organizations and companies, including
Microsoft, FireEye, and Symantec, consistently publish CTI
reports to share their discoveries and insights on various threat
actors and malware.

The primary objective of analyzing CTI reports is to
extract threat intelligence about adversaries. This intelli-
gence encompasses information detailing threat actor motives,
targets, and attack behaviors, which typically include
specifics like IP addresses, domains, and hashes. However,
adversaries often modify their IPs or domains to evade detec-
tion [13]. Consequently, the focus has increasingly shifted
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TABLE I
TTP OF SAMPLE EVENT
Event In 2019, the USA launched cyber-attacks on Iran
Tactic To bring down Iran’s missile and rocket launch systems
Technique Phishing
Procedure Identify Iran’s weapon launch systegls, dejve.lop the
malware, and infect computers via phishing
accomplishes prevents
uses implements
Adyersar,\' uses @
Group
Fig. 1. Object model relationships of MITRE [16].

towards understanding the tactics, techniques, and proce-
dures (TTP) [14], which are essential components of threat
intelligence.

These TTPs, although crucial, are often not explicitly stated
but rather are implicitly embedded within the CTI reports.
‘Tactics’ refer to the high-level descriptions of objectives
that threat actors aim to accomplish. ‘Techniques’ provide
more detailed insights into the specific behaviors that facilitate
the achievement of these tactics. ‘Procedures’ delve deeper,
outlining how threat actors employ various techniques to fulfill
their objectives. An illustrative example of TTP related to a
specific cybersecurity event can be found in Table I.

Thus, TTPs can fully represent an attack event or threat
actor in a clear, readable manner which helps security analysts
characterize incoming threats quickly. MITRE ATT&CK, a
knowledge base born from real-world observations, has stan-
dardized these TTPs and gained significant traction in the
security sector [17]. The object model relationship of MITRE
ATT&CK is shown in Fig. 1. While several cybersecurity
firms now tag their CTI reports based on MITRE ATT&CK
to summarize the primary threat actions of adversaries, a
substantial number of these reports remain untagged.

However, the manual annotation of CTI reports with MITRE
techniques by cybersecurity experts is a daunting task due
to the sheer volume and length of these documents. Recent
works have put forth great effort into analyzing TTPs in
CTI reports [2], [19], [20], [21], [22], [23], [24], [25], [26].
Although pioneering works like TTPDrill [2] and rcATT [19]
have employed term frequency to identify techniques within
CTI reports, these methods are plagued with shortcomings.

First, a high number of false negatives implies that many
techniques in CTI reports are missed because term frequency
cannot distinguish synonyms and locate correct information
within a lengthy report. For example, synonyms such as
“phishing” and ‘“email” represent the same techniques of
T1566 and will not be recognized as semantically similar by
the term-frequency method. And if the word “email” is only
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mentioned once in a report with thousands of words, it would
be ignored.

Within the cybersecurity industry, minimizing false neg-
atives is often prioritized over reducing false positives
[27], [28]. In practical terms, this means that for cybersecurity
companies, the risk of missing crucial threat intelligence is
considered more detrimental than the challenge of handling
an excess of information. Therefore, it becomes critical to
focus on semantic dependency to accurately discern the most
relevant information for classifying techniques.

In studies addressing TTPs on a smaller scale, many
researchers have limited their focus to only 5 or 10 types of
techniques [22], [23], [24], [25], [26], predominantly due to
the scarcity of adequately labeled data. Such a narrow scope
inevitably leads to a restricted range of technique classifica-
tions provided by tools or systems, constraining the breadth
of intelligence available to security firms. This limitation
hampers their ability to gain a comprehensive understanding
of adversary strategies and behaviors. Consequently, it is
vital to integrate external knowledge sources, particularly for
techniques that are underrepresented or have limited sample
data, to ensure a more thorough and effective classification
process.

In response to the complex challenges prevalent in cyber-
security intelligence, we have developed ‘MITREtrieval’ -
a system specifically designed to extract MITRE ATT&CK
techniques from CTI reports. At the core of MITREtrieval is a
topic classifier, a tool we introduced to effectively sift through
and eliminate irrelevant content from CTI reports, thereby
isolating sentences that are explicitly technique-centric. This
ensures that our model’s focus is directed solely towards
pertinent and actionable data.

To capture the intricate semantic relationships within these
texts, we implemented the ‘Sentence BERT with MITRE
Description Embedding” (SBMDE) model. This advanced
sentence-level BERT model is adept at bridging semantically
related words and sentences, thus enabling a deeper under-
standing of contextual nuances.

Further enhancing MITREtrieval’s capabilities is the inte-
gration of COMAT (Cybersecurity Ontology based on MITRE
ATT&CK) [29]. The insights derived from COMAT are
utilized within a deep neural network framework, combined
with a sophisticated level-voting algorithm. This amalgamation
is particularly effective in classifying techniques, even in
scenarios characterized by limited sample data. The interaction
of these components positions MITREtrieval as a standout
system in the realm of large-scale technique classification,
effectively addressing the nuanced demands of cybersecurity
intelligence extraction.

We have gathered 724 CTI reports from the security
community, spanning from 2018 to 2022, and labeled with
MITRE ATT&CK techniques, to showcase the effectiveness of
MITREtrieval on contemporary CTI reports and its superiority
over current state-of-the-art methods. This carefully curated
dataset, which we plan to make publicly available, will
serve as a valuable resource for future security research.
MITREtrieval is designed to identify relevant attack techniques
from CTI reports, thus minimizing the reliance on manual
analysis. However, it is worth noting that certain preliminary
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or subsequent stages of the process might involve manual
intervention or review. The main contributions are as follows:

e We have successfully merged the detailed, struc-
tured information from ontology (COMAT) with the
advanced analytical capabilities of a deep neural network
(SBMDE). This integration tackles the challenge of
multi-label document classification in cybersecurity,
where the depth of ontology knowledge enhances the
contextual understanding of the deep learning model. A
key challenge was ensuring that the ontology’s structured
data seamlessly informs the deep learning process with-
out imposing rigid constraints. Our solution including
a level-voting algorithm that balances the deep learn-
ing predictions with the ontology insights, significantly
improves the performance of Technique classification at
a different range of given sample thresholds compared to
all existing systems, especially at Recall and F2 scores.

o We have released a labeled dataset of 700 CTI reports,
annotated with 14 tactics and 165 techniques. This
dataset significantly enriches the resources available to
the security community and supports further cybersecu-
rity research.

o We have developed a system that autonomously detects
MITRE ATT&CK techniques in CTI reports, significantly
streamlining cybersecurity analysis. It accurately identi-
fies techniques across three thresholds (6, 40, and 80),
corresponding to 113, 46, and 23 TTPs respectively. This
method reduces the manual effort required to analyze CTI
reports, with our fastest predictions taking less than a
minute for shorter reports and between 3-10 minutes for
longer ones.

The paper is organized as follows: Section II offers back-
ground on CTI reports, MITRE ATT&CK, ontology, and
related works. Section III details the inputs, outputs, and
objectives of our study. Section IV explores our system archi-
tecture and its components. Section V assesses MITREtrieval’s
performance, and Section VI concludes with a summary and
future research directions. For the convenience of the reader,
an Index of Abbreviations is included in the Appendix.

II. BACKGROUND
A. CTI Reports

CTI reports share knowledge about threat actors, especially
APT, describing their motives, targets, and attack behaviors.
A CTI report provides a variable source for understanding
attacks [30]. As a result, many enterprises or cybersecu-
rity organizations publish their own CTI reports to share
information about threat actors with the community. For
example, companies such as Microsoft and Google and cyber-
security companies like FireEye and Trend Micro will release
CTI reports based on their findings about specific threat actors.

CTI strives to reduce asymmetrical knowledge between
attackers and defenders through the gathering and analysis
of defensive counterintelligence on cyber threats [31]. The
content of CTI reports can be roughly divided into four
parts: (1) Overview, (2) Attack description, (3) Conclusion,
and (4) IoC. Background knowledge such as target, industry,
name of a threat actor, and history are discussed in the
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overview. The attack description describes the threat action
that the threat actor takes. The conclusion gives a threat actor
summary by the author of the CTI report. The IoC is always
listed at the bottom of the report.

B. MITRE ATT&CK

MITRE has developed various ATT&CK matrices tailored
for specific threat scenarios, outlining threat actor objectives
and their methods. These matrices are categorized into three
distinct scenarios: enterprise, mobile, and industrial control
systems (ICS). This paper concentrates on the enterprise
matrix, as enterprise-targeted attacks are the most prevalent
and the insights gained are particularly beneficial to cyberse-
curity firms. The enterprise matrix by MITRE ATT&CK is
structured with tactics and techniques: tactics form the rows,
while the corresponding techniques for each tactic are listed
in the columns. In its 10th version, the enterprise matrix
encompasses 14 tactics and 188 techniques.

C. Related Work

Recently, the extraction of TTPs from unstructured doc-
uments like blogs and CTI reports has garnered increasing
attention in the research community. Three primary approaches
have been adopted for this task: (1) utilizing Natural Language
Processing (NLP) techniques, (2) applying Ontology-based
methods, and (3) deploying Machine Learning models. Within
this section, we delve into detailed discussions of works
undertaken in these three categories.

1) Natural Language Processing: The field of NLP
has been instrumental in enhancing the analysis of CTI
reports, with notable methodologies developed to extract key
information. Niakanlahiji et al. [24] introduced SECCMiner,
an innovative system that utilizes NLP techniques such as
stemming and parts of speech (POS) tagging. SECCMiner
is adept at identifying noun phrases within CTI reports
and aligning them with pre-established noun phrases that
correspond to APT techniques. For instance, a sentence like
“The malware downloads files from a remote command-
and-control server” might not explicitly reference a specific
technique like T1005 Ingress Tool Transfer, but SECCMiner’s
sophisticated NLP approach, enriched with domain-
specific knowledge, can effectively deduce such implicit
references.

Chen et al. [32] employ a methodology that includes POS
tagging but focuses on isolating verbs as potential indicators
of threat actions. Their process involves filtering out words
unrelated to security by matching them against a curated list
of security-relevant keywords. The core of their technique lies
in aligning these extracted potential threat actions with known
TTP threat actions. While this approach effectively identifies
key actions, it is primarily based on word matching, which
may not fully capture the richer contextual nuances present in
CTI reports.

2) Ontology: Ontology-based approaches in cybersecurity
have been pivotal in sharing knowledge about malware and
threat actors, yet their association with techniques often
remains underexplored. Traditional cybersecurity ontologies,
such as the Unified Cybersecurity Ontology (UCO) [33]
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and Malware Ontology (MALOnt) [34], have primarily
concentrated on amalgamating diverse, unstructured data to
facilitate malware information sharing. While these ontologies
have effectively structured knowledge around malware and
threat actors, they tend to overlook the intricacies of evolv-
ing threat behaviors. To bridge this gap, Husari et al. [2]
introduced TTPDrill, a unique threat-action ontology dedicated
to mapping CTI reports to MITRE ATT&CK techniques.
TTPDrill involves extracting threat actions, using a depen-
dency parser from both the CTI reports and predefined
procedure examples of each technique.

The Best Matching 25 (BM25) function [35], a ranking
function used in information retrieval, is then employed to
calculate the cosine similarity between these verb-object pairs
in reports and techniques. If the similarity exceeds a certain
threshold, the corresponding technique is considered present in
the report. While TTPDrill showcases the potential of leveraging
the rich knowledge within MITRE ATT&CK, its reliance on
term-frequency-based features can lead to ambiguities. For
example, techniques like T1132 (Data Encoding) and T1027
(Obfuscated Files or Information) might share the same verb-
object tuple (verb="“encode”, object="data”) but have distinct
goals, potentially resulting in inaccurate mappings. Additionally,
dependency parsers may extract general terms like “file” or
“use,” which are inadequate for precise technique classification.

Li et al. [36] advanced this field with AttacKG, achieving
an F1-score of 0.789 using graph template matching. AttacKG
constructs entity-dependency graphs for TTPs based on
MITRE descriptions and aligns them with similar graphs from
threat reports using graph alignment algorithms. However,
AttacKG’s focus on verbs (threat actions) over adjectives
(properties of IOCs) limits its capability to fully represent
techniques, especially those characterized by attributes like
‘obfuscated malware’.

3) Machine Learning: In the realm of CTI report analysis,
machine learning models have been predominantly utilized
for technique classification. Notable works include rcATT by
Valentine Legoy et al. [19], which employs TF-IDF for feature
extraction followed by SVM for model training. Similarly,
Ayoade et al. [20] proposed a method akin to rcATT but with
an added focus on classifying reports into tactics before tech-
niques using a confidence propagation strategy. Li et al. [23]
and Peng et al. [22] both introduced approaches centering on
topic extraction from CTI reports, albeit with slight variations
in their methodologies. Ghazi et al. [21] ventured into Named
Entity Recognition (NER) to extract a wide range of entities,
including TTPs, from CTI report sentences, relying on a
manually labeled training dataset.

MITRE’s contribution, TRAM [25], utilizes a similar TF-
IDF technique coupled with a machine-learning model trained
on manually labeled sentences. However, these machine
learning-based methods are not without their limitations,
particularly in processing extensive reports where crucial
but infrequently mentioned words might be overlooked.
Furthermore, the inability of some models to effectively learn
technique-specific features poses another challenge.

CTI reports are often laden with a plethora of words not
directly tied to specific techniques, such as generic terms like
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“use,” “target,” as well as ambiguous words like “file,” “list,”
or “C2” that may imply multiple techniques. This lexical
complexity poses challenges for machine learning models in
accurately identifying techniques. Moreover, the scarcity of
comprehensive open-source labeled datasets further hampers
the efficacy of machine learning models, limiting their scope
to a narrow range of techniques. This limitation is evident
in some existing works [22], [23], [24], [26], which are
constrained to classifying only a small subset of techniques,
thereby reducing their utility for cybersecurity experts.

Similarly, Rani et al. [37] introduced TTPHunter, a model
utilizing BERT-based linear classifiers to align sentence con-
texts with relevant TTPs. While effective in extracting threat
intelligence and profiling threats, TTPHunter’s capabilities are
restricted to 50 TTP classes, primarily due to limited data
samples. This model also encounters difficulties in document-
based analysis, which may not fully capture the complexity of
TTP occurrences within CTI reports.

Our approach stands in contrast to these methods in
three significant ways. The first one involves the Topic
Classification process, where we employ a binary sentence
classifier. This classifier is specifically designed to discern
sentences in CTI reports that are relevant to MITRE ATT&CK
techniques, ensuring a focused analysis. Secondly, we have
developed COMAT, an inference-based ontology derived from
the MITRE ATT&CK framework. This ontology is strategi-
cally queried using group, software, and threat action data
extracted from CTI reports, allowing for a more detailed tech-
nique inference process. Lastly, we have developed SBMDE,
a sentence-based BERT model enriched with MITRE descrip-
tion embeddings. This model captures the nuanced semantics
and dependencies within CTI reports, addressing the limita-
tions often seen in term-frequency or topic-modeling methods.
The rich, context-aware embeddings generated by SBMDE
form the basis for training our deep neural network, ensuring
a nuanced understanding of the CTI report. Finally, in the
Knowledge Fusion stage, we incorporate insights from the
COMAT ontology into our deep learning model. This critical
integration enhances our model’s ability to accurately identify
and understand TTPs within CTI reports.

Together, these innovations form the backbone of
MITREtrieval, a system that transcends traditional content
classification by combining deep neural network analysis
with the rich ontological insights of COMAT. The important
notations used in the MITREtrieval system are mentioned in
Table II. For instance, C represents a CTI report, the primary
subject of our study, while W; and S; refer to the individual
words and sentences within these reports, crucial for granular
analysis. Whereas, WFE; and SFE; denote the embeddings for
sentences and words, respectively, highlighting our approach
to understanding the deeper semantic and contextual layers of
the CTI reports. Moreover, the table incorporates the MITRE
ATT&CK framework into our analysis through notations like
tech; for individual techniques and Des; for their descriptions.
The table also introduces terms related to our deep learning
approach, such as DL, for predictions and various levels of
technique matches (L1, Lo, L3, must, mustnet) in ontology
queries. Understanding these notations is crucial for following
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Query Node Extraction Knowledge Expansion
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Layers Techniques identified by

Deep Learning Model

the Deep Learning Model

Fig. 2. MITREtreival system architecture.

TABLE II
NOTATIONS AND THEIR DESCRIPTIONS

Notation ~ Description

C A CTI report

w; The i word in CTI report

S; The i" sentence in CTI report

SE; The i sentence embedding in CTI report

WE; The i word embedding in CTI report

Soft All software mentioned in CTI report

Group Threat actor group name mentioned in CTI report
{V;,0;} The i verb in CTI report

tech; The i" MITRE technique in CTI report

Des; The i MITRE technique description

DLgns Prediction of deep learning method

) Infer path set (Ontology)

Ly Techniques of first level matches in ontology query
L, Techniques of second level matches in ontology query
Ly Techniques of third level matches in ontology query
must Techniques of keyword matches in ontology query
Must,or Techniques of keyword mismatches in ontology query
output Final output after knowledge fusion

the methodology and findings as they form the backbone of
our approach to dissecting and interpreting CTI reports.

III. PROBLEM FORMULATION

A CTI report C that contains n number of words and
sentences represents the input of MITREtrieval. The target
output will be output = {techy, techs,.... techy}, where
m is the total number of MITRE techniques. The MITRE
ATT&CK techniques retrieval problem can be modeled as a
function that maps input CTI report C to binary vector output.

The objective of MITREtrieval is maximum F3 to minimize
false negatives.

IV. MITRETREIVAL
A. Overview of Workflow

MITREtrieval is designed to intricately align CTI reports
with the nuanced techniques detailed in the MITRE ATT&CK
framework. The architecture of MITREtrieval, depicted in
Fig. 2, encompasses several integral components.

1) Topic Classification: The initial stage involves training a
topic classifier to sift through sentences in a CTI report,
identifying those that specifically relate to cybersecurity
techniques.

2) Query Node Extraction: After determining the relevance
of a sentence to a particular technique, we extract key
‘query nodes’. These nodes include:

1) Group (denoted as Group)
2) Software (denoted as Soft)
3) Threat actions (represented as { V, O})

3) Knowledge Expansion: The identified query nodes are
crucial for correlating sentences with corresponding
techniques in our COMAT ontology, thus expanding our
knowledge repository. To demonstrate this process, we
present actual CTI report examples in Fig. 3, showcasing
the efficacy of both topic classification and knowledge
expansion.

4) TTP Identification: At this stage, each sentence from
the CTI report is processed through SBMDE model
which transforms them into rich, context-aware embed-
dings. These embeddings serve as the core for training
our deep neural network, aligning closely with the
specific nuances and context of the CTI report. The
SBMDE model is integral to this phase, as it not only
enhances the sentence embeddings with detailed seman-
tic understanding but also integrates MITRE-specific
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Knowledge Expansion

Within this approach, the attacker ensures that there is
no direct execution, there is no download of an
additional payload, and finally, the author uses the fact
that the docx format is an archive to include its
executable (GravityRAT)

Group Extractor
Software Extractor

Group: {}

Software:
{GravityRAT}

L1: {T1053,T1204, T1479}
L2: {T1053,T1497}

Ontology
Inference

The third created a scheduled task, named ‘wordtest®
to execute this malicious file every day.

Threat Action
Extractor

Threat Action: {{be, executed}, {be, no download
of additional payload}, {include executable},
{create, a scheduled task}, {name, ‘wordtest’},

L3: §

{}execute, this malicious file}

Fig. 3.

insights, crucial for precise and comprehensive TTP
identification.

5) Knowledge Fusion: In the final phase, MITREtrieval
integrates COMAT’s ontological insights with the
SBMDE model’s deep learning analysis, utilizing a
level-voting algorithm. This fusion combines structured
ontological knowledge and context-rich deep learning
predictions, enhancing TTP identification accuracy in
CTI reports.

B. Topic Classification

The content of CTI reports often includes many sentences
without attack descriptions which do not help classify TTPs
(e.g., background information about the cybersecurity com-
pany). These non-relevant sentences, if not filtered out, could
be mistakenly treated as features during the TTP classification
process, leading to inaccuracies.

To address this, we developed a binary sentence classifier
by fine-tuning the BERT [38] model to discern relevant from
irrelevant content. The architecture of this topic classifier
is depicted in Fig. 4. The fine-tuned BERT model, as well
as the dataset used for its training, is publicly available on
GitHub [39] to facilitate research reproducibility.

For the topic classifier, we sourced sentences from the
procedure examples listed in the MITRE ATT&CK framework
as pertinent data points. These examples typically describe
the methods employed by threat actors or malicious software
when executing techniques. Conversely, we gathered non-
relevant data samples from mainstream news sources such as
CNN or BBC, which often detail the background narratives of
threat actors without specific attack methodologies. The corpus
for fine-tuning comprised 9305 relevant and 9132 irrelevant
sentences.

Utilizing this data, BERT was fine-tuned to classify sen-
tences based on their relevance to attack behaviors. The
output CLS vector from BERT was then directed through

The workflow of the topic classifier and knowledge expansion. The yellow boxes represent the output of each component.

Class

Linear
Classifier

BERT

(I 1

[cls]

Wl W2 e ¢ e o o e WN

Sentence

Fig. 4. Topic classifier model architecture.

a fully connected layer to finalize the classification. The
implementation of this topic classifier ensures that subse-
quent reports are purged of non-essential content, thereby
focusing solely on sentences that elucidate MITRE ATT&CK
techniques.

C. Query Node Extraction

The process of knowledge expansion in our system begins
with the extraction of query nodes from CTI reports using NLP
techniques. These nodes, which represent key features within
the reports, are subsequently utilized to query our COMAT
ontology. This allows for the identification of corresponding
techniques and enriches the raw data for specific analytical
tasks.

CTI reports provide detailed insights into threat groups,
software, and their attack behaviors, covering key elements
such as group identity, software used, and specific actions.
‘Group’ refers to the name of the threat actor discussed in the
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report, while ‘software’ denotes the specific tools or malware
employed by the actor. Threat actions are articulated through
a combination of verbs and objects, indicating the specific
behaviors exhibited by the threat group or software.

To methodically extract these features, we construct dictio-
naries for both group names and software as defined within
the MITRE ATT&CK framework. These dictionaries play a
pivotal role in identifying and matching the names of groups
and software mentioned in CTI reports.

For the extraction of threat actions, which are characterized
by verb-object pairs, we employ Extractor [40], a Semantic
Role Labeler (SRL)-based tool adept at discerning entity
relationships within sentences. This tool is particularly adept
at identifying the verb-object pairings that signify the threat
actions in the text.

In selecting the Extractor tool for relation extraction in our
study, we carefully considered its advantages over newer tech-
niques, such as those by Hu et al. [41], Bastos et al. [42], and
Zhang et al. [43]. These recent developments in open relation
extraction are known for their adaptability across different
domains and minimal fine-tuning efforts, as highlighted in the
work of Belfadel et al. [44]. However, our selection of the
Extractor was based on its specific capability to accurately
identify verb-object pairs, crucial for defining threat actions
in the cybersecurity context. While the newer techniques
offer broader adaptability, the precision and relevance of
the Extractor in parsing cybersecurity-specific entities and
relationships made it a more suitable choice for our study.

Furthermore, the practicality of implementing the Extractor,
given its lower computational demands and focused function-
ality, solidified its selection for our research objectives. To
summarize, our approach utilizes the group name (Group),
software (Soff) names, and several threat actions ({V;, O;})
as the query nodes in the given report.

D. Knowledge Expansion - Ontology Inference

COMAT is an inferable ontology we developed for query-
ing information from the MITRE ATT&CK framework. It
advances cybersecurity ontology by prioritizing the dynamic
aspects of threat behaviors over traditional focuses on malware
and threat actors. Unlike [33] and [34], which are instrumental
in organizing malware information, COMAT enriches this
knowledge base by delving into adversarial actions with an
SRL approach for threat action extraction. Moreover, our
design of six types of meaningful inference paths, considering
the types of CTI topics, sets COMAT apart in its ability to
infer technical actions efficiently and accurately.

This methodological advancement, coupled with the integra-
tion of knowledge graph techniques from [45] and inference
capabilities noted in [2], positions COMAT as a significant
enhancement in the realm of cybersecurity knowledge mining
and technique identification.

COMAT’s ontology structure comprises six primary classes:
Tactic, Technique, Group, Software, Mitigation, and the newly
introduced Threat Action. These classes are interconnected
through four types of relations, forming a comprehensive
representation of the cybersecurity domain as mentioned in
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Fig. 5. COMAT’s ontology is enriched by extending the
object-model relationships within MITRE ATT&CK to include
the class of Threat Action, thereby offering a novel perspective
in representing such actions within the ontology. This enhance-
ment aligns with prior studies asserting the composition of a
threat action as a verb-object pairing.

To effectively leverage COMAT’s capabilities, we crafted
six inference paths to navigate through the ontology and
deduce the relevant techniques, as illustrated in Fig. 6.

The L1 paths (¢, ¢2, ¢3) provide a general search by
querying direct links to groups, software, and threat actions,
minimizing misprediction risks. In contrast L2 paths (¢4, ¢5)
and L3 path (¢g) align with the more common themes in CTI
reports, focusing on groups and software, respectively.

The ontology inference process begins with leveraging
Roberta [47] to generate embeddings for the inputs (query
nodes) Group, Soft, and {V;, O;} along with existing
COMAT instances. Subsequently, we employ cosine similarity,
a measure of the angular closeness between two vectors, to
assess the degree of similarity between the input embeddings
and the ontology’s instance embeddings. When the similarity
measure for an input surpasses a carefully calibrated threshold
of 0.75, it signifies a strong correspondence, leading to the
input being associated with the most similar instance in the
ontology. The threshold value was determined through iterative
testing, balancing the performance metrics in mapping inputs
to ontology instances.

When inputs surpass the set threshold, they are mapped
to corresponding instances in COMAT, transforming raw
data into structured entities within the ontology. These
‘mapped nodes’ encapsulate the input as part of COMAT’s
interconnected knowledge network. For technique identifica-
tion, we systematically navigate these nodes using predefined
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inference paths, reflecting the ontology’s complex relation-
ships and interactions for accurate technique determination.

To illustrate this process, consider Fig. 7, which demon-
strates the application of inference path ¢5. When presented
with a query like {JSS Loader, contain, malicious file}, ‘JSS
Loader’ is identified as software (Soff) through an exact
match. Concurrently, the phrase ‘contain malicious Microsoft
Office’ undergoes alignment through a fuzzy match function.
This involves embedding comparison and similarity scoring,
leading to the accurate inference of Technique T1566 -
Phishing. The COMAT programs are available on GitHub [39]
for community use and further research.

E. TTP Identification

While the COMAT framework effectively predicts tech-
niques using its various inference paths by primarily
leveraging historical and static relationships within the ontol-
ogy, CTI reports often articulate complex scenarios and
novel tactics that extend beyond the scope of predefined
ontological mappings. To address the evolving complexity
of threat reports, we’ve crafted a deep learning model that
utilizes sentence transformers (such as BERT) to analyze CTI
reports. This model features a fully connected (dense) layer
that classifies nuanced sentence embeddings, linking them to
specific MITRE techniques.

We chose BERT for document representation, given its
renowned prowess in achieving state-of-the-art results across
a multitude of natural language processing tasks and its
adaptability to diverse challenges. For our specific task, we
fine-tuned a BERT model tailored for document classification.
While our approach is rooted in the conventional BERT archi-
tecture, there are some distinctions. Notably, when inputting
a series of words, we appended a fully connected layer
atop the BERT CLS vector. This enhancement serves as our
classifier, optimizing the BERT model for text classification, as
depicted by the topic classifier in Fig. 4. Although fine-tuning
BERT achieved great performance on many text classifica-
tion tasks, such as sentiment analysis [48] and fake news
classification [49], it still has some problems. When text is
very long, BERT cannot achieve proper results because of
a limited sequence length of 512 tokens [50], leading to
further information loss. Thus, Lu et al. proposed a sentence-
level BERT [51]. It first leveraged pre-trained Roberta [47]
to turn each sentence into sentence embedding and regarded
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the sentence as a basic input unit in BERT instead of a
token. We refer to the architecture proposed by the paper [51]
because CTI reports always contain hundreds of words and
techniques are usually described by one or two sentences. As a
result, we applied a sentence-level BERT model as CTI report
representation.

To effectively process the content of CTI reports, we
designed the SBMDE which capitalizes on the sentence-level
structure and integrates MITRE knowledge to enhance the
identification of TTPs. Sentences are first tokenized using the
nltk package [52] and then transformed into embeddings with
pre-trained Roberta, calculating the average word embeddings
for each sentence as shown in Equation (1). These sentence
embeddings are stored as features of the SBMDE model (2).

m .
SEZ _ Z’Lil ROberta(WZ) (1)
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©
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Given that CTI reports often describe multiple techniques,
our task falls into the realm of multi-label classification,
where a single report may be associated with several classes
(techniques). Addressing this complexity requires a model
that not only identifies various techniques but also accurately
classifies each one within the context of the report. To meet
this challenge, we designed the SBMDE model, depicted in
Fig. 8, which is adept at handling multi-label scenarios by
considering the diverse range of techniques a CTI report might
encompass.

In our model, every sentence from a CTI report is trans-
formed into an embedding via Roberta, effectively capturing
the unique contextual nuances of each sentence. These sen-
tence embeddings are then combined with embeddings of
technique descriptions, enabling the model to associate specific
sentences with relevant techniques. This concatenation of
context-aware sentence vectors with technique descriptions is
crucial for accurately classifying each sentence under multiple
potential technique labels.

To discern the intricate relationships between sentences in a
CTI report and their corresponding MITRE techniques, we’ve
integrated a multi-head self-attention layer. This layer analyzes
various sentence positions within the report, synthesizing
them into a coherent representation of the sequence. The
culmination of this deep learning process is manifested in
the fully connected layer, which yields a multi-label output
(DL,,,s)- This output is a comprehensive list representing the
probabilities of various techniques as they are mentioned or
implied in the CTI report.

For instance, consider a hypothetical CTI report detailing
a cyber-attack. The COMAT identifies techniques such as
‘T1059 - Command and Scripting Interpreter’ and “T1204
- User Execution,” on its inference paths that link threat
actions, groups, and software identified in the report. However,
SBMDE, by analyzing the nuances of the report’s content,
identifies these techniques and additionally predicts ‘T1566 -
Phishing,” a technique that COMAT did not capture due to its
reliance on pre-defined ontological relationships that may not
include the latest tactics or emerging threats.
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Fig. 8. Deep learning model architecture with Knowledge Fusion process.

Algorithm 1 Level-Voting Algorithm

Input: DLgns, L1, L2, L3

Output: output

procedure Level-Voting (DLgpns, L1, L2, L3)
1 1

output < DLgps

for i < len (output) do

2 if DLgps [i) =1 and L1[i] = 1 then

A i

output[i] =1
if L2[i] =1 or L3[i] =1 then
output[i] =1

To reconcile these differences and ensure a comprehensive
analysis, we combine the outputs from both models—
COMAT’s L1, L2, and L3 results, and the SBMDE deep
learning model’s DLgns into the level voting algorithm
described in the following section. This process enables us
to finalize the set of techniques present in the CTI report,
ensuring that both historical data and current context are
considered in our analysis.

F. Knowledge Fusion

In our methodology, we enhance the technique prediction
process by integrating knowledge from the MITRE ATT&CK
framework with the content of CTI reports using a level-voting
algorithm as mentioned in Algorithm 1. It consolidates the
findings from both the COMAT ontology and the SBMDE
deep learning model, adjudicating the final output based on
a consensus across multiple levels of inference. The inputs

MITRE ATT&CK technique descriptions

for this level-voting procedure are the technique predictions
from SBMDE deep learning model (DLgys) and the inference
results from COMAT’s first, second, and third levels (L1, L2,
and L3 respectively). The level-voting algorithm functions as
follows: It begins with the initial assumption that the output
is equivalent to the predictions made by the SBMDE model
(DLans)~

It then iteratively checks each technique. If both the
SBMDE model and the L1 inference suggest the presence of a
technique, the algorithm confirms this prediction by assigning
a ‘1’ to the corresponding technique in the output. This is
based on the rationale that L1 captures techniques previously
utilized by the group or software, or those linked to threat
actions mentioned in the CTI report—information which the
SBMDE model corroborates.

Furthermore, if either L2 or L3 infers the technique’s
presence, a ‘1’ is similarly assigned to that technique in the
output. This is because L2 and L3 encompasses techniques
historically associated with the threat actions undertaken by
the group or software documented in the report, thus carrying
a high likelihood of being mentioned again.

V. EVALUATION
A. Data Collection

In our study, we meticulously gathered a dataset from
diverse sources to evaluate the effectiveness of MITREtrieval.
We sourced reports from the rcATT database, which provides
a rich, manually labeled collection, excluding non-English
entries. Additionally, we tapped into a comprehensive GitHub
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TABLE III
DATASET STATISTICS

Mean Technique Mean report per

Sources Number

per report (SD) technique (SD)
rcATT[19] 613 7.98 (6.90) 32.63 (45.51)
APT cyFsegrimi“al 66 14.44 (9.55) 6.86 (6.90)
Self-Collected 45 12.02 (8.03) 4.61 (4.59)
TABLE IV
TRAINING AND TESTING SET NUMBER
Threshold Training Testing
6 (113 ttps) 584 100
40 (46 ttps) 560 74
80 (23 ttps) 550 62

directory that archives APT reports dated from 2006 to 2022.
To further enrich our dataset, we handpicked recent reports
from 2020 to 2022 labeled with MITRE ATT&CK techniques
from various cybersecurity entities such as Cyble and Fortinet.
This dataset amalgamation resulted in a diverse array of
reports, with our dataset statistics revealing an imbalanced
distribution of MITRE techniques, characterized by a high
standard deviation in the number of reports per technique as
shown in Table III. With most techniques represented by less
than 50 samples, the challenge was evident in creating a robust
system for large-scale multi-label classification.

To assess MITREtrieval’s performance across different
scales, we set three technique thresholds—113, 46, and 23
TTPs—and divided our dataset accordingly, allocating 90%
for training and the remaining 10% for testing. This strategic
distribution ensured a balanced representation of techniques in
both the training and testing sets, as summarized in our dataset
statistics table (Table 1V).

B. Evaluation Metric

In our study, we emphasize the importance of recall over
precision due to the critical nature of accurately identifying
TTPs in CTI reports. A high recall rate is vital to minimize
the risk of overlooking potential threats, which is crucial in
cybersecurity contexts. To reflect this priority, we adopt the
F2 score as our primary evaluation metric. The F2 score places
a greater emphasis on recall, weighing it twice as heavily as
precision.

This metric is used for both micro-averaging and macro-
averaging analyses, ensuring our evaluation strategy is aligned
with our primary objective: to capture a comprehensive range
of relevant techniques with minimal omissions. The adoption
of the F2 score underscores our commitment to a thorough
approach in technique identification within CTI reports. The
calculation for micro-average precision, recall, and F2 score
is shown in equation (3), (4) and (5) respectively.

iy TP;
" TP+ I, FP;

3)

Pmicro =
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In addition to micro-averaging, we employ macro-averaging
to calculate precision, recall, and the F2 score as shown in
equations (6), (7) and (8) respectively. The advantage of using
macro-averaging lies in its ability to treat each class (tech-
nique) equally, regardless of the number of instances (support
values) it has in the dataset. This approach is particularly
beneficial when evaluating techniques that are less frequently
represented in the samples. By giving equal weight to all
classes, macro-averaging ensures that the performance of these
fewer common techniques significantly influences the overall
metric, providing a balanced view of the model’s effectiveness
across all techniques, not just the ones that occur frequently.

Zn TP,
i=1 TP, + FP;

Pmacro - - (6)
n
i=1 TP;+ FN;
Rmacm = n : : (7)
Zn ) 5TP;
1=1 4TP,+ FP,+FN,
F2macro = ’;L : . (8)

C. Overall Performance

We compared the performance of MITREtrieval with three
existing state-of-the-art methods: rcATT [19], TTPDrill [2],
and AttacKG [36], along with a related deep neural network
model [54] and TRAM, a system introduced by MITRE that
trains a sentence classifier by manually labeling sentences.
These comparisons were conducted at three different thresh-
olds on the same dataset.

The results, summarized in Table V, demonstrate that
MITREtrieval consistently outperforms other models across
all thresholds in terms of F2 Score. Particularly at the 23
TTP threshold, MITREtrieval achieves an impressive 69% and
71% F2 Score for micro and macro averages, respectively,
showcasing its effectiveness. AttacKG [36], at 113 TTP
threshold, shows a remarkable macro-average recall of 51%,
outstripping its micro-average recall of 24%. This suggests that
AttacKG excels at capturing a wide array of TTPs, particularly
in the macro sense, although it does not consistently do so
across individual classes as reflected by the micro-average.

As the threshold decreases (i.e., moving from 113 TTPs
to 23 TTPs), the performance of most models tends to
improve. This could indicate that as the complexity of the task
decreases, models become better at classification. However,
there is a trade-off between precision and recall in several
models. For instance, while MITREtrieval demonstrates a
balance between these metrics, AttacKG [36] stands out with
its consistently high precision rate in macro average, especially
significant at the 23 TTP threshold. This indicates AttacKG’s
strength in capturing a broad spectrum of true positives. In
contrast, TTPdrill [2] shows a tendency for higher recall at the
cost of precision at the 113 TTP threshold, leading to more
misclassifications.
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TABLE V
PERFORMANCE MEASURE THROUGH DIFFERENT THRESHOLDS

Threshold 6(113 TTPs)
Micro Average Macro Average
Paper
Recall Precision F2 Score Recall Precision F2 Score

HAN [54] 30% 6% 21% 35% 9% 22%
AttacKG [36] 24% 12% 20% 51% 18% 37%
rcATT[19] 25% 42% 34% 19% 28% 20%
TRAM [25] 48% 28% 42% 50% 26% 42%
TTPdrill [2] 64% 14% 37% 65% 13% 36%
MITREtrieval 74% 31% 58% 69% 30% 55%
Threshold 40(46 TTPs)

HAN [54] 38% 18% 31% 24% 13% 21%
AttacKG [36] 31% 24% 29% 50% 49% 50%
rcATT[19] 39% 47% 40% 34% 43% 35%
TRAM [25] 62% 30% 51% 63% 28% 50%
TTPdrill [2] 68% 19% 45% 73% 18% 45%
MITREtrieval 78% 35% 62% 76% 35% 62%
Threshold 80(23 TTPs)

HAN [54] 29% 25% 28% 29% 12% 23%
AttacKG [36] 67% 51% 63% 51% 50% 51%
rcATT[19] 50% 52% 50% 44% 47% 45%
TRAM [25] 73% 31% 57% 73% 29% 56%
TTPdrill [2] 67% 24% 49% 72% 23% 50%
MITREtrieval 85% 39% 69% 84% 43% 1%

fin7 spear phishing campaign targets personnel involved in sec filings | f fin7 spear phishing campaign targets personnel
involved in sec filings march 07, 2017 | by steve miller, jordan nuce, barry vengerik | advanced malware securities and
exchange commission (sec) carbanak advanced malware spear phishing fin7 in late february 2017, fireeye as a service
(faas) identified a spear phishing campaign that appeared to be targeting personnel involved with united states securities
and exchange commission (sec) filings at various organizations. based on multiple identified overlaps in infrastructure and
the use of similar tools, tactics, and procedures (ttps), we have high confidence that this campaign is associated with the
financially motivated threat group tracked by fireeye as fin7.

fin7 is a financially motivated intrusion set that selectively targets victims and uses spear phishing to distribute its malware.
we have observed fin7 attempt to compromise diverse organizations for malicious operations usually involving the
deployment of point-of-sale malware primarily against the retail and hospitality industries.

spear phishing campaign all of the observed intended recipients of the spear phishing campaign appeared to be involved
with sec filings for their respective organizations.{many of the recipients were even listed in their company sec filings.|

| the sender email address was spoofed as edgar <> and the attachment was named important_changes_to_form10 (md5)| an
example email is shown in figure 1. figure 1:

example of a phishing email sent during this campaign we have observed the following ttps with this campaign: the
malicious documents drop a vbs script that installs a powershell backdoor, which uses dns txt records for its command and
control.

Fig. 9. Attention visualization of SBMDE deep learning model.

There’s a noticeable discrepancy between micro and macro To further ilustrate our model’s accuracy in identi-
averages for some models. For instance, rcATT [19] at 113 fying TTPs within CTI reports, we visualize the last
TTPs has a significantly higher precision in the micro average layer’s attention weights in Fig. 9. Darker red bound-
than in the macro average, which might suggest it performs ary boxes in the figure indicate sentences of greater
disproportionately well in some classes while struggling with importance to the neural network. As seen, our model
others. focuses more intensely on technique-related sentences,
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[ fin7 spear|phishing| campaign targets personnel involved | f fin7 spear phishing campaign targets personnel
involved in sec filings march 07, 2017 | by steve miller, jordan nuce, barry vengerik |[advanced malware securities and |

| exchange commission (sec) carbanak advanced|malware spear phishing fin7 in late february 2017, fireeye as a service
(faas) identified a spear phishing campaign that appeared to be targeting personnel involved with united states securities
and exchange commission (sec) filings at various organizations. based on multiple identified overlaps in infrastructure and
the use of similar tools, tactics, and procedures (ttps), we have high confidence that this campaign is associated with the
financially motivated threat group tracked by fireeye as fin7.

fin7 is a financially motivated intrusion set that selectively targets victims and uses spear phishing to distribute its malware.
we have observed fin7 attempt to compromise diverse organizations for |malicious operations | usually involving the
deployment of|point-of-sale malware| primarily against the retail and hospitality industries.

spear phishing campaign all of the observed intended recipients of the spear phishing campaign appeared to be involved
with sec filings for their respective organizations. many of the recipients were even listed in their company sec filings.

the sender email address was spoofed as edgar <> and the attachment was named important changes to form10 (md5). an
example email is shown in figure 1. figure 1:

example of a phishing email sent during this campaign we have observed the following ttps with this campaign: the
malicious documents drop a vbs script that installs ajpowershell backdoor,|which uses records for its command and
control.

Fig. 10. rcATT [19] visualization.

TABLE VI
PERFORMANCE MEASURE BEFORE AND AFTER INTEGRATING TOPIC CLASSIFIER

Micro Average

Macro Average

Threshold Recall Precision

F2 Score

Recall Precision F2 Score

Before After Before After Before

After Before After Before After Before After

6 (113 TTPs) 64% 65% 26% 28% 50%

40 (46 TTPs) 71% 67% 26% 32% 53%

80 (23 TTPs) 71% 78% 35% 35% 61%

51% 56% 59% 25% 28% 45% 48%

55% 60% 62% 22% 31% 45% 52%

63% 64% 74% 36% 36% 51% 61%

highlighting its ability to identify key information in CTI
reports.

In addition, we visualized the weight distribution in a term-
frequency-based model, rcATT [19], as shown in Fig. 10. For
this visualization, boundary boxes with varying shades of red
are employed to denote word significance. Words that the model
deems highly important are highlighted with darker red boundary
boxes, while less significant words are enclosed in lighter shades.

Such a pattern is indicative of the limitations inherent
in TF-IDF methods, particularly in sparse datasets where
key information might be omitted or keywords may not be
accurately prioritized. This often leads to a high false negative
rate, a significant challenge that our MITREtrieval effectively
addresses. In summary, these visualizations and comparative
analyses underscore the advanced capability of MITREtrieval
in accurately classifying TTPs. The consistent outperformance
of MITREtrieval, especially in terms of F2 Score which
emphasizes recall, confirms its suitability for tasks where
minimizing false negatives is critical.

D. The Effect of Topic Classifier

The introduction of a topic classifier within the
MITRETtrieval system marks a critical advancement in our

technique classification process. This classifier plays a vital
role in sifting through the extensive text of CTI reports to
identify sentences likely to contain relevant information about
the techniques.

For the development of this binary sentence classifier, we
compiled a comprehensive dataset of 9305 sentences from
MITRE and 9132 from various news sources. The objective
was to train the classifier to distinguish between sentences
related to MITRE ATT&CK techniques and those that are not.
We used 90% of this dataset for training and 10% for testing.

Upon integrating the topic classifier into our SBMDE
model, we observed a substantial improvement in the model’s
performance. The classifier has demonstrated remarkable
precision and recall, with scores of approximately 99.5% and
99.7%, leading to an F2 Score of 99.6%. This accuracy high-
lights the classifier’s ability to effectively filter out irrelevant
content from the CTI report.

The integration of the topic classifier into the MITREtrieval
system has demonstrably enhanced its performance, as detailed
in Table VI. Key improvements post-classifier implementation
are evident in both micro and macro averaging metrics. For
instance, at the 113 TTP threshold, the micro average F2 Score
improved from 50% to 51%, and the macro average precision
rose from 25% to 28%. Notably, at the more stringent 23 TTP
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TABLE VII
PERFORMANCE MEASURE WITH (W) AND WITHOUT (WO) FUSION THROUGH DIFFERENT THRESHOLDS

Micro Average Macro Average
Threshold Recall Precision F2 Score Recall Precision F2 Score
WO \Y WO N WO w WO W WO w WO \Y
6 (113 TTPs) 65% 74% 28% 31% 51% 58% 62% 69% 31% 30% 48% 55%
40 (46 TTPs) 67% 78% 32% 35% 55% 62% 62% 76% 31% 35% 52% 62%
80 (23 TTPs) 78% 85% 35% 39% 63% 69% 74% 84% 36% 43% 61% 71%

-—After
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Fig. 11. False Negative values before and after fusion.

threshold, there was a significant increase in micro average
recall from 71% to 78%, leading to an F2 Score boost from
61% to 63%. These enhancements across various thresholds
underscore the classifier’s role in elevating the precision and
overall efficacy of the MITREtrieval system.

E. The Effect of Fusion

MITREtrieval, a system that integrates the SBMDE model
with COMAT’s ontology knowledge from MITRE ATT&CK,
aims to enhance the discovery of TTPs in CTI reports. To
quantify the impact of this fusion, we assessed MITREtrieval’s
performance across various thresholds, both with and without
the incorporation of ontology knowledge. Table VII details
these findings, showing a marked improvement in performance
due to the fusion: approximately 7% in F,;c., and 10% in
Fracro-

This enhancement is further illustrated in Figures 11 and 12,
where we plotted the false negatives (FN) and false positives
(FP) for each technique before and after integrating ontology
knowledge. Fig. 11 demonstrates a significant decrease in
FNs, while Fig. 12 indicates a minimal or negligible increase
in FPs. These changes suggest that the fusion effectively
addresses gaps in the deep learning model by leveraging the
rich, structured knowledge from COMAT.

Techniques

The substantial decrease in FNs, along with a controlled
increase in FPs, highlights the synergy between SBMDE’s
deep learning capabilities and COMAT’s ontology knowl-
edge. This fusion not only improves technique classification
accuracy but also ensures a comprehensive understanding of
CTI reports, particularly where standalone training data might
be insufficient. Building upon these insights, the following
section will delve into a detailed comparison of the individual
contributions of SBMDE and COMAT, as well as their
combined strength in the context of MITREtrieval.

F. Comparative Analysis of SBMDE and COMAT

This section presents a comparative analysis of the indi-
vidual and combined performances of the SBMDE (the DNN
model) and COMAT highlighting their fusion.

Our objective is to assess the distinct contributions of
each approach and the enhanced capability achieved through
their integration. In Table VIII, performance at the 113 TTP
threshold is compared for COMAT, SBMDE, and their fusion.
COMAT records micro and macro F2 scores of 43% and
34%, with recall at 54% and 42%, and precision at 24% and
20%, respectively. Conversely, SBMDE exhibits higher micro
and macro F2 scores of 51% and 48%, showcasing superior
contextual analysis in CTI reports.

Authorized licensed use limited to: National Yang Ming Chiao Tung University. Downloaded on September 27,2024 at 03:26:54 UTC from IEEE Xplore. Restrictions apply.



4884 IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 21, NO. 4, AUGUST 2024
40! ~Before _
~After \//
35 v
301 /; o M/
L7
25 '
v
S 20 /T
A J \ 14 Leed
B . G
15 /> rpdoveed
e T
10 BPEES 0 it
e jf
g, ‘,'»'r(
5 y Hasds
—— ,-'_“ .
0 7
Techniques
Fig. 12. False Positive values before and after fusion.
TABLE VIII . C L. .
COMPARATIVE PERFORMANCE METRICS OF COMAT BERT with the MITRE Description Embedding (SBMDE)
AND SBMDE DEEP LEARNING MODEL model and the MITRE ATT&CK COMAT ontology, capital-
izing on their strengths in contextual analysis and knowledge
Model . Micro l:sveraginng i Macro ?Veragiﬂgm representation, respectively.
Our evaluation demonstrates that MITREtrieval surpasses
COMAT 54%  24% 43% 42% 20% 34% existing state-of-the-art methods by 20% in terms of the
SBMDE F2 score across various technique thresholds. This significant
Deep 65%  28% 51% 62% 31% 48% improvement underscores the synergy between deep learning
Learning . . .
and ontology-based approaches, especially in scenarios char-
Fusion acterized by data imbalance and scarcity
(SBMDE+  74%  31% 58% 69% 30% 55% . ; : )
COMAT) MITREtrieval marks a substantial advancement in threat

However, the fusion of SBMDE and COMAT leads to
a noteworthy enhancement in performance, with micro and
macro F2 scores increasing to 58% and 55%, respectively. This
improvement underscores the complementary strengths of the
two models. While COMAT’s ontology-based approach excels
in identifying techniques based on established relationships, it
may not fully capture contextually rich or emerging technique
descriptions.

Conversely, SBMDE’s deep learning methodology, despite
its contextual depth, could miss certain techniques due to
training data imbalances or nuanced representations. The
combined use of SBMDE and COMAT effectively mitigates
these individual limitations. The fusion allows SBMDE’s
contextual accuracy to be augmented by COMAT’s extensive
ontological knowledge, resulting in a significant reduction in
false negatives and a controlled increase in false positives.

VI. CONCLUSION

This paper introduces MITREtrieval, a sophisticated system
designed for the efficient extraction of large-scale MITRE
ATT&CK techniques from unstructured CTI reports. At its
core, MITREtrieval integrates the transformer-based Sentence

intelligence gathering, offering a highly effective tool for
classifying a wide range of MITRE ATT&CK techniques
within CTI reports. This capability is crucial for proactively
defending against evolving cyber threats. However, it is
important to note that the system still requires oversight
from cybersecurity experts to address potential mispredictions,
predominantly due to the system’s inherent tendency towards
a higher false positive rate. Despite this, MITREtrieval signifi-
cantly reduces the time required for TTP retrieval — achieving
up to a fourfold decrease compared to manual processes. This
efficiency, coupled with the ease of correcting mispredictions
relative to missed TTPs, positions MITREtrieval as a valuable
asset in the domain of cybersecurity analysis.

APPENDIX
INDEX OF ABBREVIATIONS

APT Advanced Persistent Threat

BERT Bidirectional Encoder Representations
from Transformers

BM25 Best Matching 25

CLS Classification vector from BERT

COMAT Cybersecurity Ontology based on
MITRE ATT CK

CTI Cyber Threat Intelligence

DNN Deep Neural Network
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FN False Negatives

FP False Positives

ICS Industrial Control Systems
IoC Indicator of Compromise
MALOnt Malware Ontology

MITRE ATT CK

MITRE Adversarial Tactics, Techniques,
and Common Knowledge

NER Named Entity Recognition

NLP Natural Language Processing

POS Parts of Speech

Roberta A robustly optimized BERT approach

SBMDE Sentence BERT with MITRE
Description Embedding

SRL Semantic Role Labeler

STIX Structured Threat Information eXpres-
sion

TAXII Trusted Automated Exchange of
Intelligence Information

TRAM Threat Report ATT CK Mapping

TTP Tactics, Techniques, and Procedures

UucCo Unified Cybersecurity Ontology

YARA Yet Another Recursive Acronym (a mal-
ware identification tool)

rcATT report classifier based on ATT CK tactics
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