Conformance Test Result
1. General Information:

	Tested By
	

	Date
	

	Test Category
	Conformance Testing

	Test Suite
	Spanning Tree Protocol Validation

	DUT Name
	

	DUT Version
	


2. Test Result:

	Number
	Assertion
	Result
	Comment

	Quick/Setup Verification

	1.1
	Reference: 

ANSI/IEEE Std. 802.1d, page 112, section 9.3.1, Configuration BPDUs.
Description:

b) The Protocol Version Identifier is encoded in Octet 3 of the BPDU. It takes the value 0000 0000.
	
	

	1.2
	Reference: 

ANSI/IEEE Std. 802.1d, page 108, section 8.10.2, Parameter values.
Description:
The default value of Hello Time is 2 seconds The default value of Forward Delay is 15 seconds The default value of Max Age is 20 seconds..
	
	

	Forwarding

	2.1
	Reference:
ANSI/IEEE Std. 802.1d, page 36, section 7.5, Frame Reception.
Description:
Frames with a frame_type of user_data_frame and addressed to the Bridge Port as an end station shall be submitted to LLC. Such frames carry either the individual MAC Address of the Port … in the destination address field. Frames submitted to LLC can also be submitted to the Learning and Forwarding Processes, as specified above.
	
	

	2.2
	Reference:
ANSI/IEEE Std. 802.1d, page 38, section 7.7.1, Enforcing topology restriction.

ANSI/IEEE Std. 802.1d, page 39, section 7.7.2, Filtering Frames.

ANSI/IEEE Std. 802.1d, page 48, section 7.9.5, Querying the Filtering Database.
Description:
A data frame is forwarded if the dest. address is not in the filter table for the incoming port and both ports are in Forwarding state.
	
	

	2.3
	Reference:

ANSI/IEEE Std. 802.1d, page 42, section 7.8, The Learning Process.
Description:
If the Filtering Database is already filled up to its capacity, but a new entry would otherwise be made, then an existing entry may be removed to make room for the new entry.
	
	

	2.4
	Reference:

ANSI/IEEE Std. 802.1d, page 45, section 7.9.2, Dynamic Filtering Entries
Description:
The recommended default value for the filter table aging timeout is 300 seconds.
	
	

	2.5
	Reference:

ANSI/IEEE Std. 802.1d, page 54, section 7.12.6, Reserved Addresses.
Description:
Frames containing any of the group MAC Addresses specified in Table 7-9 in their destination address field shall not be relayed by the Bridge.
	
	

	Port States

	3.1
	Reference:
ANSI/IEEE Std. 802.1d, page 65, section 8.4.2, Port States - Listening.
Description:
When a bridge port is in Listening state, the Forwarding

Process shall discard received frames. It shall not submit forwarded frames for transmission. The Learning Process shall not add station location information to the Filtering Database.
	
	

	3.2
	Reference: 

ANSI/IEEE Std. 802.1d, page 66, section 8.4.3, Port States - Learning.
Description:
When a bridge port is in Learning state, the Forwarding Process shall discard received frames. It shall not submit forwarded frames for transmission. The Learning Process shall incorporate station location information into the Filtering Database.
	
	

	3.3
	Reference:
ANSI/IEEE Std. 802.1d, page 66, section 8.4.2, Port States - Listening.

ANSI/IEEE Std. 802.1d, page 66, section 8.4.3, Port States - Learning.
Description:
When a bridge port is in Listening or Learning state, BPDUs received shall be processed as required by the Spanning Tree Algorithm and Protocol. BPDUs can be submitted for transmission.
	
	

	3.4
	Reference:
ANSI/IEEE Std. 802.1d, page 65, section 8.4.1, Port States - Blocking.
Description:
When a bridge port is in Blocking state, the Forwarding Process shall discard received frames. It shall not submit forwarded frames for transmission. The Learning Process shall not add station location information to the Filtering Database.
	
	

	Elements of Procedure

	4.1
	Reference:
ANSI/IEEE Std. 802.1d, page 75, section 8.6.2.2, Record Configuration Information - Use.
Description:
Comparison of Config BPDU to port state is by Root ID, Root Path Cost, Bridge ID, Port ID in that order.
	
	

	4.2
	Reference: 

ANSI/IEEE Std. 802.1d, p76, section 8.6.2.3.1, Record Configuration Information - Procedure.
Description:
On receipt of a Config BPDU superseding current values, port params (designated root, cost, bridge, port) are updated from the BPDU.
	
	

	4.3
	Reference:
NEGATIVE ANSI/IEEE Std. 802.1d, page 76, section 8.6.2.3.2, Record Configuration Information - Procedure.
Description:
On receipt of a Config BPDU which supersedes recorded values, the message age timer for the port is started.
	
	

	4.4
	Reference:
NEGATIVE ANSI/IEEE Std. 802.1d, page 76, section 8.6.2.3.2, Record Configuration Information - Procedure.
Description:
The Max Age, Hello Time, Forward Delay, and Topology Change parameters held by the Bridge are set to the values conveyed in the received Configuration BPDU. (This test checks for Max Age only.)
	
	

	4.5
	Reference:
ANSI/IEEE Std. 802.1d, page 76, section 8.6.2.3.2 Record Configuration Information - Procedure
Description:
The Message Age Timer for the Port is started, to run from the value of the Message Age parameter conveyed in the received Configuration BPDU. (This test checks for the message timer value which is set from the received Config BPDU.)
	
	

	4.6
	Reference:
ANSI/IEEE Std. 802.1d, page 76, section 8.6.2.3.2 Record Configuration Information - Procedure
Description:
Prospective root ports are compared by: associated root, root cost, associated designated bridge, associated designated port, port ID.
	
	

	4.7
	Reference:

ANSI/IEEE Std. 802.1d, page 79, section 8.6.8.3.3, Root Selection - Procedure.
Description:
If a root port is found, the designated root and root cost parameters are set to the values associated with the new root port.
	
	

	4.9
	Reference:
ANSI/IEEE Std. 802.1d, page 80, section 8.6.11.3, Port State Selection - Procedure.
Description:
a) If the Port is the Root Port for the Bridge, then 1) The Configuration Pending flag parameter and Topology Change Acknowledge flag parameter for the Port are reset. (This test checks for Configuration Pending flag.)
	
	

	4.10
	Reference:
ANSI/IEEE Std. 802.1d, page 80, section 8.6.11.3, Port State Selection - Procedure.
Description:
a) If the Port is the Root Port for the Bridge, then 1) The Configuration Pending flag parameter and Topology Change Acknowledge flag parameter for the Port are reset. (This test checks for Topology Change Acknowledge flag.)
	
	

	4.11
	Reference:
ANSI/IEEE Std. 802.1d, page 80, section 8.6.11.3, Port State Selection - Procedure.
Description:
b) Otherwise, if the Port is the Designated Port for the LAN to which it is attached, i.e., … then …. 2) The Make Forwarding procedure (8.6.12) is used for the Port.
	
	

	4.12
	Reference:
ANSI/IEEE Std. 802.1d, page 80, section 8.6.11.3, Port State Selection - Procedure.
Description:
c) Otherwise, if the Port is to be an alternate Port, i.e., is neither the Root Port nor a Designated Port, then 1) The Configuration Pending flag … for the Port are reset.
	
	

	4.13
	Reference:
ANSI/IEEE Std. 802.1d, page 80, section 8.6.11.3, Port State Selection - Procedure.
Description:
c) Otherwise, if the Port is to be an alternate Port, i.e., is neither the Root Port nor a Designated Port, then 1) The … Topology Change Acknowledge flag parameter for the Port are reset.
	
	

	4.14
	Reference:
ANSI/IEEE Std. 802.1d, page 74, section 8.6.1.3.2, Transmit Configuration BPDU - Procedure.
Description:
When a Config BPDU is received on the root port, a Config BPDU is only sent if the hold timer is not active.
	
	

	4.15
	Reference:
ANSI/IEEE Std. 802.1d, page 75, section 8.6.1.3.2, Transmit Configuration BPDU - Procedure.
Description:
If the Bridge has been selected as the Root, …, the Message Age shall be set to zero.
	
	

	4.16
	Reference:
ANSI/IEEE Std. 802.1d, page 75, section 8.6.1.3.2, Transmit Configuration BPDU - Procedure.
Description:
f) Otherwise, … the value transmitted shall be no less than that recorded by the Message Age Timer for that Port, shall be greater than the value received, ….
	
	

	Protocol Operation

	5.1
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.
Description:
d) Step 4. If the Bridge was selected as the Root prior to Configuration Update, but is no longer, then the Hello Timer (8.5.4.1) is stopped.
	
	

	5.2
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 85, section 8.7.7, Topology change timer.
Description:
When the Topology Change detected flag is set and the bridge stops being root, the Topology Change detected flag is cleared.
	
	

	5.3
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 77, section 8.6.6.3, Transmit Topology Change Notification BPDU.
Description:
When a bridge stops being root and the Topology Change detected flag is set, a Topology Change BPDU is transmitted through the root port.
	
	

	5.5
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 76, section 8.6.3.3, Record Configuration Timeout Values - Procedure.
Description:
f) Step 6. If the Configuration BPDU was received on the Root Port … the Record Configuration Timeout Values (8.6.3) and the Configuration BPDU Generation (8.6.4) procedures are used. (This test is for max age, which is saved from the received BPDU.)
	
	

	5.6
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 76, section 8.6.3.3, Record Configuration Timeout Values - Procedure.
Description:
f) Step 6. If the Configuration BPDU was received on the Root Port … the Record Configuration Timeout Values (8.6.3) and the Configuration BPDU Generation (8.6.4) procedures are used. (This test is for forward delay, which is saved from the received BPDU.)
	
	

	5.7
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 76, section 8.6.3.3, Record Configuration Timeout Values - Procedure.
Description:
f) Step 6. If the Configuration BPDU was received on the Root Port … the Record Configuration Timeout Values (8.6.3) and the Configuration BPDU Generation (8.6.4) procedures are used. (This test is for hello timer value, which is saved from the received BPDU.)
	
	

	5.8
	Reference:

ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 76, section 8.6.3.3, Record Configuration Timeout Values - Procedure.
Description:
f) Step 6. If the Configuration BPDU was received on the Root Port … the Record Configuration Timeout Values (8.6.3) and the Configuration BPDU Generation (8.6.4) procedures are used. (This test is for Topology Change Flag, which is updated from the received BPDU.)
	
	

	5.9
	Reference:
ANSI/IEEE Std. 802.1d, page 83, section 8.7.1.1, Received Configuration BPDU.

ANSI/IEEE Std. 802.1d, page 82, section 8.6.15.3, Topology change acknowledged - Procedure.
Description:
g) Step 7. If the Configuration BPDU was received on the Root Port and the Topology Change Acknowledgment flag parameter was set, the Topology Change Acknowledged procedure (8.6.15) is used. (The Topology Change detected flag is reset.)
	
	

	5.11
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.1.2 Received Configuration BPDU.

Description:
If the Configuration BPDU received does not convey information superseding that already held for the Port and that Port is the Designated Port for the LAN to which it is attached, … then the Reply to Configuration BPDU procedure (8.6.5) is used..
	
	

	Spanning Tree Algorithm

	6.1
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.2, Received Topology Change Notification BPDU.

• ANSI/IEEE Std. 802.1d, page 82, section 8.6.14.3, Topology change detection - Procedure.
Description:
If a Topology Change notification BPDU is received on a designated port, and the bridge is root, the Topology Change flag is set.
	
	

	6.3
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.2, Received Topology Change Notification BPDU.

ANSI/IEEE Std. 802.1d, page 83, section 8.6.16.3, Acknowledge topology change - Procedure.
Description:
If a Topology Change BPDU is received by root on a designated port, a Config BPDU is transmitted with the Topology Change ACK flag set.
	
	

	6.4
	Reference:

ANSI/IEEE Std. 802.1d, page 84, section 8.7.2, Received Topology Change Notification BPDU.

ANSI/IEEE Std. 802.1d, page 82, section 8.6.14.3, Topology change detection- Procedure.
Description:
If a Topology Change BPDU is received on a designated port by a non- root bridge, a Topology Change notification BPDU is sent.
	
	

	6.6
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.2, Received Topology Change Notification BPDU.

ANSI/IEEE Std. 802.1d, page 83, section 8.6.16.3, Acknowledge topology change - Procedure.
Description:
If a Topology Change BPDU is received by a non-root bridge on a designated port, a Config BPDU is sent with the Topology Change ACK flag set.
	
	

	6.7
	Reference:
NEGATIVE ANSI/IEEE Std. 802.1d, page 84, section 8.7.2, Received Topology Change Notification BPDU.

ANSI/IEEE Std. 802.1d, page 83, section 8.6.16.3, Acknowledge topology change - Procedure.
Description:
If a Topology Change BPDU is received by a non-root bridge on a designated port, a Config BPDU is sent with the Topology Change ACK flag set.
	
	

	6.11
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.4, Message Age Timer expiry.
Description:
If a bridge becomes root due to message age timer expiration, bridge and port parameters are updated to local values.
	
	

	6.12
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.4, Message Age Timer expiry.

ANSI/IEEE Std. 802.1d, page 82, section 8.6.14.3, Topology change detection - Procedure.
Description:
If a bridge becomes root due to message age timer expiration, the Topology Change flag is set for the bridge.
	
	

	6.15
	Reference:
ANSI/IEEE Std. 802.1d, page 84, section 8.7.5, Forward Delay Timer expiry.
Description:
If the forward delay timer expires in state Learning, and the bridge is designated bridge for at least one LAN, a Topology Change BPDU is transmitted if not root.
	
	

	6.17
	Reference:
ANSI/IEEE Std. 802.1d, page 85, section 8.7.7, Topology change timer.
Description:
8.7.7 Topology Change timer a) Step 1. The Topology Change Detected flag parameter held by the Bridge is reset. b) Step 2. The Topology Change flag parameter held by the Bridge is reset.
	
	

	6.18
	Reference:
ANSI/IEEE Std. 802.1d, page 85, section 8.7.8, Hold Timer expiry.
Description:
8.7.8 Hold Timer expiry If the Configuration Pending flag parameter for the Port for which the Hold Timer (8.5.6.3) has expired is set, the Transmit Configuration BPDU procedure (8.6.1) is invoked for that Port.
	
	

	Parameter Values

	7.1
	Reference:
ANSI/IEEE Std. 802.1d, page 108, section 8.10.2, Parameter values.
Description:
The default value for the hello timer is 2 seconds.
	
	

	Negative Tests

	8.1
	Reference:
ANSI/IEEE Std. 802.1d, page 112, section 9.3.1, Configuration BPDUs.
Description:
Packet format: dest addr (7.12.3), protocol ID, version, type.
	
	

	8.2
	Reference:
ANSI/IEEE Std. 802.1d, page 112, section 9.3.1, Configuration BPDUs.
Description:
BPDUs with invalid values for protocol ID, version ID, type, and flags are ignored.
	
	

	8.3
	Reference:
ANSI/IEEE Std. 802.1d, page 108-109, section 8.10.2, Parameter values.
Description:
BPDUs are accepted with varying legal values for root priority and root path cost.
	
	

	8.4.
	Reference:

ANSI/IEEE Std. 802.1d, page 111, section 9.2.5, Encoding of Bridge Identifiers.

ANSI/IEEE Std. 802.1d, page 70, section 8.5.3.7, Bridge Identifier.

ANSI/IEEE Std. 802.1d, page 111, section 9.2.7, Encoding of Port Identifiers.

ANSI/IEEE Std. 802.1d, page 68, section 8.5.1.4, Port Identifier.
Description:
BPDUs are accepted with varying legal values for root address, bridge address, and port ID.
	
	

	8.5
	Reference:

ANSI/IEEE Std. 802.1d, page 108, section 8.10.2, Parameter values.

ANSI/IEEE Std. 802.1d, page 68, section 8.5.1.5, Message Age.
Description:
BPDUs are accepted with varying legal values for message age, max age, hello time, and forwarding delay.
	
	

	Stress Tests

	9.1
	Reference:

ANSI/IEEE Std. 802.1d.
Description:
Learning stress test - send ethernet frames from large numbers of source addresses so that DUT is constantly replacing entries in filter table, and verify that frames are still forwarded.
	
	

	9.2
	Reference:

ANSI/IEEE Std. 802.1d.
Description:
Spanning tree stress test - emulate LAN with large number of bridges sending BPDUs. Verify that BPDU processing occurs correctly.
	
	


3. Statistics:
Number of total tests: 53
Number of tests passed: 
Number of tests failed: 
Number of tests unknown: 

Pass ratio:
-9-

