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1. /%)) KGDB - {f: Target B5eH%{% » RILA{E Host i N “interrupt”#5ailis [T - {5l Host
IS ZEHIRE -

2. | “break sys_socketcall” 552K 5% HIETELLE sys_socketcall s {fE= L -

3. N “cont”FEEHIME » HEHEIGHER BT -

4. 1 Target ligtf T Server P2z (2 2L 7T UG BIH4HIRE DI 21 Host Ui 16 HETAE sys_socketcall
5. BRAEFRAMTAT AR “step” “next” F—L S EMMLL ©

B BB —EETELE Server.c 1Y “socket(AF INET, SOCK_STREAM, 0)” 351
BREEAY BT [REAY o F-AM AT LB 2] sys_socketcall €5 “copy from user” 7% user space
HEEL— LYK > QEHERTR o LRI AT DAE R switch » &R call FUfEZIKIEEE
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BEREAAER 2 > AEEREILY S sys_socket » & B FAMAE—([# socket » FCISEH “step” HUFE
DHREFEILLMAE sys_socket Ul 71185 > wARERATHL AT LILE sys_socket TR > S846EEE

B EHEE -

asmlinkage long sys socketcall(int call, unsigned long *args)

{
/* copy_from_user should be SMP safe. */
if (copy_from user(a, args, nargs[call]))
return -EFAULT;

switch(call)
{
case SYS_SOCKET:
err = sys_socket(a0,al,a[2]);
break;
case SYS BIND:
err = sys_bind(a0,(struct sockaddr *)al, a[2]);
break;
case SYS CONNECT:
err = sys_connect(a0, (struct sockaddr *)al, a[2]);
break;
case SYS LISTEN:
err = sys_listen(a0,al);
break;
case SYS ACCEPT:
err = sys_accept(a0,(struct sockaddr *)al, (int *)a[2]);
break;

[EE : sys_socketcall EF2 A

sys_socket Bl sock_create > 1@ /\FT7~ o AT DL BENEAELIZE family=2 5

HJ+= INET sock  type=1 $5HY2 Stream HigitE TCP i€ °

asmlinkage long sys socket(int family, int type, int protocol)

{
retval = sock_create(family, type, protocol, &sock); /45 family 27 A[E]HY socket FRAL
if (retval < 0) // INET,UNIX:- -5 o
goto out;
retval = sock map_fd(sock);
}

il )\ ¢ sys_socket E{nFE =
sock_create ESLAR A family B AEIEHE > WIEJUATR o ZHEEE — LA M -

SRILEEIL sock _alloc ZKANE socket °
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int sock create(int family, int type, int protocol, struct socket **res)

{

if(family<0 || family>=NPROTO) //fag e e (EHER family
return -EINVAL,;
if (!(sock = sock_alloc())) /15—l socket

{

printk(KERN_ WARNING "socket: no more sockets\n");
if ((i = net_families[family]->create(sock, protocol)) <0)  //4Fig family j& INET firDAREAL
{ // inet_create ZKFEENT sock

sock release(sock);

goto out;

el 1 sock_create H{HFR A
sock_alloc €t —{EZEf¥) inode % socket » AT » SREEFFE socket 38 A —Lk

HIEENHE > SRIEHE socket BYFEAFIEIE » SEEFEARE sock_create Y sock E (B E {2 -

struct socket *sock alloc(void)

{ inode = get_empty_inode(); /1E—HZ= 1 inode 3R7E sock
if (tinode) IR R B 82 s -
return NULL;

sock = socki_lookup(inode);

inode->i_mode =S _IFSOCK|S IRWXUGO;

inode->1_sock = 1;

sock->flags = 0;

sock->ops = NULL;

sockets_in_use++; /AESE(E socket HY{EE FHZN 1
return sock; 3 /ME[EE{E sock FUFEAE

[+ sock_alloc Fi{nHE =5
sock_alloc #ififif% » FEANTHRAZIE] T sock_create » ZE LT © 28 FAK
if (i = net_families[family]->create(sock, protocol)) < 0)&rZIFHl inet create K717 sock »
inet_create AL sk_alloc <[] kernel memory SR EC RS 2S[] » 2AET—Fo~ o PRI =
kmem_cache_alloc 52/ T = 22 f411) switch FPAE socket 1) type (T > FEERINIR
S Stream » AT case SOCK_STREAM « [EfHEMINE L 17  HoldD
&inet_stream_ops i& {[EFEAGE sock_ops » i {EFREHEIARTZARMF inet sock HYRKZ > 401 accept »

listen---25 - 7% inet create &} sock fi— LWL E -
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static int inet _create(struct socket *sock, int protocol)

{

switch (sock->type) {

inet_stream_op

case SOCK_STREAM:
if (protocol && protocol != IPPROTO_TCP)
goto free_and noproto;
protocol = [PPROTO_TCP;
if (ipv4_config.no_pmtu_disc)
sk->protinfo.af inet.pmtudisc = PMTUDISC DON
else
sk->protinfo.af inet.pmt
prot = &tcp prot;
sock->ops = &inet_strea

{sc=IP_PMTUDISC_ WA]

_ODpS,

family=2
release=inet_release
bind=inet bind
connect=inet _stream_connect
socket pair=socket no_pair
accept=inet_accept
getname=inet getname
poll=inet_poll

ioctl=inet ioctl
listen=inet_listen
shutdown=inet_shutdown

setsocketop=inet setsocketop

[Bt— : inet create H{3F2\ME | fentl=sock no_fentl
sendmsg=inet sendmsg
rcvmsg=inet_rcvmsg

mmap=sock no_mmap

oI : Server 3% socket bind

TR 2 RE return > REGFLE AL sys_socketcall SRR - EALERE - A
AN ErHETAE sys_socketcall 352K Server.c FEHL bind ()& K= - 2% @& > sys_socketcall
@I sys_bind » 28 A - sys_bind 415 sockfd lookup » [ file descript $¢£I$5[A] socket
AFEAE » 2R o ZRERIFIY move addr to_kernel » JRf [ Hf) inet address =5 H EF%(, -
HrPIEn B zURS copy_from_user() © BEEHFALE sock->ops->bind() » FHE—155%1 -

sock->ops FYFFISFTHERVAERET - bind FU3E —JEEFEAIEK inet_bind » FTDAME > N —{lE#AT T

MRk =Ak 2 inet_bind -

asmlinkage long sys_bind(int fd, struct sockaddr *umyaddr, int addrlen)

{

if((sock = sockfd lookup(fd,&err))!=NULL)
{
if((err=move_addr to kernel(umyaddr,addrlen,address))>=0)
err = sock->ops->bind(sock, (struct sockaddr *)address, addrlen);
sockfd put(sock);

[ ¢ sys_bind H{{n A

inet_bind € /il FE 2 A2 A FH EL5 bind (RS > 2EHH- =R o A5 IR

Viaw
ey e

FHE A H E55RY bind 254 - AR E (L aE R RS 1EHE - (A inet {izHil-A%

e fE R o G get port B + (CEMFTHEEEEINE top_v4 _get portiE
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&= - BRI TAFIS i port number i HAT sock HEE/E—#L » ATHRIAHEHY port number

& 0 1UES - BB =08 B T8 {# 25/ number 5HEZ -

static int inet_bind(struct socket *sock, struct sockaddr *uaddr, int addr_len)
{
if(sk->prot->bind)
return sk->prot->bind(sk, uaddr, addr_len);
if (addr_len < sizeof{(struct sockaddr_in))
return -EINVAL;

if (sk->prot->get port(sk, snum) !=0) {
sk->saddr = sk->rcv_saddr = 0;

[EF= * inet_bind IS
#oiBA I ¢ Server 3% socket listen
PR e AR T HEAHERR > TG TR > sys_socketcall I sys_listen
Z:F @ o sys_listen fR5 sock->ops->listen > IFEHY inet_listen > H] 225 @+ inet_stream_op e

inet_listen &1 H FijfYY state £2%] TCP_LISTEN &1 state - [E-+PUffT -

int inet_listen(struct socket *sock, int backlog)

{
if (old_state != TCP_LISTEN) {
sk->state = TCP_LISTEN;
sk->ack backlog = 0;

[E-PY : inet_listen D FE A

oIV Server 3% % 45 1% 4 (socket accept)

$2 K bind B HATR T > B Server & ASFABEARAVINGE - RMBHZRAEA T
TG > 38 JCZHT Server.c 11 accept 5 [#EHY > sys_socketcall I sys_accept » & {322
LA - o E AT socket » AR TIFR « ARG AFEILER » —
{HEI T ARt —LL R % iy [ml{E—( file descript > 351 file descript J&F5[FI#T/EHY socket »
R ES#HTE T socket FiTLL Server F HEREENT T listen (Y TAF o FHHE—FAM Ay LA HIRE =i

sock->ops->accept FITFEHUAY S inet_accept ©
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asmlinkage long sys accept(int fd, struct sockaddr *upeer_sockaddr, int *upeer_addrlen)

{

if (!(newsock = sock_alloc())) 11EENT (Y socket
goto out_put;

return err;

[El71 © inet listen EHHFEZHE

inet_accept H1fy) sk1->prot->accept EIFENY tep_accept » FHEZK$ESZ connection °

int inet_accept(struct socket *sock, struct socket *newsock, int flags)

{

struct sock *sk1 = sock->sk;
struct sock *sk2;

if((sk2 = sk1->prot->accept(sk1,flags,&err)) == NULL)

[l -+7S ¢ inet_accept F{FE S
tep_accept &5 LEEAL tep find established 3B B FRAFE T connection HJ L accept

1 AlEEfTR o AISRIRAEIRARYRS - B3R EREAL wait_for_connect K554 connect ©

struct sock *tcp_accept(struct sock *sk, int flags, int *err)

{
req = tcp_find_established(tp, &prev);
if (req) {
error = -EAGAIN;
if (flags & O_ NONBLOCK)
goto out;
error = -ERESTARTSYS;
req = wait_for connect(sk, &prev);

[ © top_accept HIFE
it Server FFRAFEERE - SR —EEFE A1 connect o L /j—74 connect {35 -
AT E Y wake up FEFETNTT wait_for_connect FRAINVFEHE > A& /AR o BHFAIHRAE
A T client Gif2 XES - FAME ] UG EI-HETEHSAE wait_for_connect » ST T

[iFY tep_find_established #7784 ©
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static struct open_request * wait_for connect(struct sock * sk,
struct open_request **pprev)
{

DECLARE WAITQUEUE(wait, current);
struct open_request *req;

add_wait_queue_exclusive(sk->sleep, &wait);
for (;;) {
current->state = TASK_EXCLUSIVE | TASK_INTERRUPTIBLE,;
release_sock(sk);
schedule();
lock sock(sk);

req = tcp_find_established(&(sk->tp_pinfo.af tcp), pprev);

B\ : wait_for_connect #{TE A5
ZUEFEV : Server HREFIE] Client

EERET T it ] DIBAIREER R T AR SRR R G sys_write » 38
l

=

BECE el —SoAgdy - LRAN > 2N e SRRERR AR S S AR B - H file descript &8
AR R AR AR - 2E- IR - ARERET write  A5EH > write Biz(E

$5IH] sock_write °

asmlinkage ssize t sys_write(unsigned int fd, const char * buf, size t count)

{
file = fget(fd);
if (file) {
if (file->f mode & FMODE WRITE) {
struct inode *inode = file->f dentry->d_inode;
ret = locks_verify area(FLOCK VERIFY WRITE, inode, file,
file->f pos, count);

if (Iret) {
ssize t (*write)(struct file *, const char *, size t, loff t *);
ret = -EINVAL;

if (file->f op && (write = file->f op->write) != NULL)
ret = write(file, buf, count, &file->f pos);

[El+JL ¢ sys_write FIREEHE
sock_write FUfif— LI ENE > ESGHIF]A socki lookup $H inode filT/&HY socket £
Ao IRIB P — R BT ARFRRT R SR ERHREC 1 mssage » FIAELITAL sock_sendmsg A fEE

mssage ° J[E —+ - sock sendmsg fR45 sock->op->sendmsg IF-L] inet_sendmsg ° inet_sendmsg

FR18 sk->prot->sendmsg P tcp v4 sendmsg e fEFKE—EEM7 1% &AL tep_do_sendmsge

static ssize_t sock write(struct file *file, const char *ubuf,
size_t size, loff t *ppos)
{

sock = socki_lookup(file->f dentry->d_inode);
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msg.msg_name=NULL;
msg.msg_namelen=0;
msg.msg_iov=&iov;
msg.msg_iovlen=1;

return sock sendmsg(sock, &msg, size);

fiEfl —- * sock_write Y FE
FIHATRIL > R —t5E E - 2EHER G MESEMN T - HIERYERHEIRLE
tep_do_sendmsg BiAf o Ja UL FHE 22 ME L ERIE] socket H » AEBHAGELE -
tep_do_sendmsg E 5P sock_wmalloc ZK [ EC RS TR 22 /30T sock buffer » £ 5% sock
buffer {ERIIEZ B 5512 2 EITA tep_send skb 2 {835 sock buffer > tep_send _skb WAL
tcp_write_xmit /1 tcp_transmit_skb F52E TAF °
KLLSER2VI ¢ Client B EEHT
B N AREAA TR I DR A B » & Clinet UilCEIEMUF - 2SR
ZeH— T - KIS R A RIS A — B | LA/ linux/driver/net
THCEZHEES S S R BRENRE 2 > S Y AMD PCnet32 &4 FrHIME-R - AT LLBRRE
HHETR U penet32_interrupt » FAHIL AT LIS KernProf 28/ BRI 5 Hr I — Btk #4.55
B > FMIAE & 282 TR - AT LIZE%E handle TRQ_event "N FTFEILE KL - 3 m] LUK
AEERFI AR A HE T 1 o ARERIPAY penet32_rx SE{EEK A AR B EHIEN(E - SEflEK
EHETLHTY sock buffer i B EAEHIALAYRIE » (Z A& FHTIY netif xS ERK= » S (EHT
i sock buffer il A backlog #51H1 - SElH5RCER T RAFTIEIRIATEEMTD - FHGHE LR
B> FAMEASHE—(d ip B - BRI ip_rev AAREISEHAYIEREN: » R AR AR
WY ip_local_deliver » #1 ip EJuft E—J@i% o AR tep_v4_rev FETRREE - EETH
FEAL tep v4 do rev 2K5EEK TAE » AlFEAL tep rev_established » tcp_rcv_state process {/F3w i HY
IR source Ui - E H AR LEASRAL DICE—(EEMLATEAYE - (24 Client SRR E
filyEh sys_read ~ sock _read - inet_rcvmsg ~ tep_revmsg KA LASEHGHIERIIBIE © 2 K
HLF G -
4.2 iBHE Ping FIFIAE
HE B OE] ping HYEMELIRF SORERIBCE]— BT R R EARIE - NEEERE
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ip_local_deliver B - & B3 BLE [EEMIAY protocol J2 iemp IR » FREFFFIL icmp_rev SREEE

safEs > fERGEIRE T > MEKIT iomp->type 234 icmp_pointers 38 {HEORHE 1Y

handler » 424432 handler fEH > ZEEFENLEY handler /& icmp_echo ° iemp_echo £EF&ESE—

LR 1% > AT icmp_reply BRIEIER TAF o icmp_reply {F/5E icmp FUREEET » 1AL

ip_build_xmit S/ T7. ip FEHENGEE Y, o B OAERIL - 2B — iomp AYEMEKEUZ

SEMERET - MEREERE - ST LS9 step” FEDACEHRE -

etk » ARG ZEBERA Linux 1% 0 5UIARS 7 R4 A -

L BEAREREHERERES - PR F b REAHY 28K T fi# Linux £%.0 - 44T Host bifi
4 GUI /AR DDD » AR Rl — S B ET T VMWare f5ifi—15 Linux B2 Target

iERREE ] E A - A R R g g B © (0 Target BB &R

(A TR THRESIZL - AR T E I SRR - Target 5 Host BLANESE
—H AT

11 BERSEHNG A B EH KemnProf RIS - Se k=i ik AR g —uena% -
R E DIRE R0 T HRETEE G B -

LA OHAT RS2 S RRENRY - BT user space 2P system call BT RS TENEF - ATDAEL
TR AR T SRR 53 2 TGS - Sk A —EirsE » — 2L - A B

WA —RATRILLT RS APICH system call BAFTIES » A LAKBHTEFST -
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