Linux Mg FHEy &'éi?% VIR

L. HERE Y

¢%«'Eﬁlﬂf’5ﬁ?’”vpffﬁf@5' A IR - 7 Linux B0 £ BT
ﬁé}%’Fﬁ" SR o g [ I/P%’“tbfilﬁw °

E”IEA# FIEJ;[F ﬁpg{aﬁ[ "] Linnux (1 (route) f Uﬁli}‘F["J"}EU‘Eﬁ‘E F%%Lc’ﬁb
% 5§44k 2 routing deemon 2 1 —Quagga > 7 TN 2 o e i LA
KDB 2 » 1By & | 5547 routing fURg El i AH «

II. Eé%%ﬁﬁ

CEIET Bk ITFJHZE

R 1 + = J/Mg | on board fivfs

i 1 FiE 7] Linux kernel 4 2V AT -

pE! 45 Hre [ i

Linux FedoraV[1] |1 # HERFR Y| Fedora 251V Linux 32 -

distribution FREJEL Py digtribution i o Linux i’ ! [Fﬁ*
FTPHEV I -

Linux 2.6.16 1 A TTE] hitp:/iwww.kernel.org/ V[l o [HELZY

kernel[2] ;2 pY KDB patch 5% EI@%%J (70 Bl 25 (2
B R 5

Kdb[3] 4.4 1 = http://oss.sgi.com/projects/kdb/ ™ # Ffi
FE%‘ o L'L'ETR’FE‘ £~ kernel patch #if ~ %T’%"? kernel
5 LR -

Quagga[4] | 0.99.4-1 1 = http://www.quagga.net/ P




1. ﬁ%@?ﬁﬂ

~ BRI
- e E k’i}li‘ﬁﬁ‘ TR %[ﬁ'iﬁﬁjfﬁ&”l’ﬁ,ﬂ 3:%[,“{“# FlﬁjT{%"E'J
hub #5 switch i - ‘ﬁ[ F“"TF“' BINETSs3 i Il ﬁ}% Z] Internet - {EI[1
%i%ﬁ}@(ﬁ i f/p Jqﬁ,mﬁﬁ g‘jtﬁ_g.:]ﬁg,l%iﬁ'* >y =i {&{U[ﬁli‘ﬁ[ | K g5
= o BN AR 1R et 7] hub/switch sidg e ’1}[ 7] %»ﬁ\ P?FEIFI ;
[AIEE o %lﬁj‘@%ﬂ*ﬁi IR prl g - (e E*Lvﬂ?&* %ﬂ”i‘lﬁl T r+‘<1‘§1
] o P ER AN AT ?ﬁr SR HI U*%'&“Ff;‘ E*Uwﬁ??[ s A P‘”E'ﬁ
e U 32 J-‘WEF%E%E B TR A E‘é‘n&\f }3‘5 A ey hub/smtch [
P[] Al Ijaﬂizwwﬂ Y wﬁaw@ 7 a@.wr e R
collision domain - Ff ﬁ]ﬁ#\@pi ‘ﬁ ’TF, r+?ﬁ§ﬁ F’?E ﬁ”F[;[ﬁj’sA
. [:[:[[)—"E ﬁlﬁgj}—l\@lﬂ cﬁ?‘gﬁ‘}k&?ul%fé‘ FH—[ ﬁ[?mﬁf['é‘%ﬁﬁ%ﬁ“ﬁ&]}wﬁ IE ,
%wﬁﬁﬂﬁﬂ“'&@ et fHlp collision domain » # 1| FiHR{ AR F5 < -

EHW@@ RAES A 5 BEAK R RS2 ] FfoAsieg
’rﬁﬁﬂi‘é‘ﬂlé  BREERE AT IR R 1P A SENE RS 1P
BRI A J/pﬂé‘[ﬂl% (routing table) ﬂﬁlﬁ]ﬁﬁw[ﬂﬁ~ (it | 1482 (G o

» Linux Route /7; %ﬁ
A+ T Linwc 5 OB IRESE T IR P
M) route” £ T RS AR -
ﬁ[ﬁf‘ﬁf/‘?a;—*“gﬁ > pl- %E[ﬁlﬁcE ﬁj:k‘tﬁgm—rl:f%cﬁ EI;JF:QQ [Flgjtfjﬁuﬂﬁ[[ﬁ
S VALY T i S S e R -
R JRIP\/l RIP\/Z ISIS- BGP %™ -
PPN S e linux HsRRRe g 0 B p 1 =

ip_rt_ioctl :
IR0 2 o pr i s R 1 ) route jf’F‘[ ?JF’?JD LRI bR
I e PN fer (e de—JB%E'é‘I [Nzl RSl /aﬁﬁ?,uﬂl%f[lﬂﬁf'E'[J FIAA
BCVFIIE T €05 IR e~ o - PRI aL
,me 2R Jﬁf Eluﬂ;ﬁﬁﬁpﬂj” %[i7 L rts [M[?IE IR 1@-‘ [r IIEI
POEE ST AR - R T r+“ POV TR -

ip_route i nput :
B OVAVLE T SRR S fﬁﬁa&,}ﬁ[ﬁ*ﬂﬂ ﬁ[ P e B gl
F’[iﬂlﬁgiﬁl“ | hash function rt_| hash code()?ﬁ,ﬁdwﬁcm/? Y iLF\[

2



=k U route cache > ¥ P

TPy & [EgCR !

» FI[IE5 3 #3% ip_route_inpute_mc %

ip_route input_mc :
E’{g@l‘;l?ﬁj,ﬁﬁpy PR L multicast > FDRGIEr 80 [P = flE”
5 f]rl?“ ip_route_input_slow 2! -

ip_route input_slow :
Hih /S5 YA T TS L O £ e multicast ot & - T
PP )

=~ Linux .V route 5]
T Linux SERE T T route—n" > DRI E TR R pLEEE A o

[root@locahost /1# route -n
Kernel IProuting table
Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 eth0
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 etho
I rj;ﬁ:
Kernel IProuting table | Kernel [* [~ IP routing table
Destination FIAYESRY IP S & I (Network Address)
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KDB Em;v‘F’[ ;?J?/U%‘ypi :

Command|Description

bc Clear Breakpoint

bd Disable Breakpoint

be Enable Breakpoint

bl Display breakpoints

bp Set or Display breakpoint

bpa Set or Display breakpoint globally
bt Stack Traceback

btp Display stack for process <pid>
cpu Switch cpus

env Show environment

ef Display exception frame

go Restart execution

help Display help message

id Disassemble Instructions

Il Follow Linked Lists

md Display memory contents

mds Display memory contents symbolically
mm Modify memory contents

ps Display active task list

reboot Reboot the machine

rd Display register contents

rm Modify register contents

s Magic SysRq key

ss Single Step

ssb Single step to branch/call

set Add/change environment variable

BRI kemel ] g R teck [IfVEVRL Y T
'AJ Elfjrjrﬁ: o I ?EQ{T%EI ¥ manua pgﬁ[%%?ﬁﬁ ST H BTG o

1. bp #1 bd

bp schedule
Sets an instruction breakpoint at the begining of the function schedule.
bp schedule+0x12e
Sets aninstruction breakpoint at the instruction located at schedule+0x12e.
bp ttybuffer+0x24 dataw
Sets a data write breakpoint at the location referenced by ttybuffer+0x24 for
alength of four bytes.

bp 0xc0254010 datar 1
Establishes a data reference breakpoint at address 0xc0254010 for alength of
one byte.

bp List current breakpoint table.

bd 0 Disable breakpoint #0.




. bt

[root@host /root]# cat /proc/partitions
Entering kdb on processor 0 due to Debug Exception @ 0xc01845e3
Read/Write breakpoint #1 at 0xc024ddf4
kdb> bt
EBP Caller Function(args)
0xc74f5f44 0xc0146166 get_partition_list(Oxc74d8000)
0Oxc74f5f8c 0xc01463f3  get_root_array(0Oxc74d8000, 0x13, Oxc74f5f88,
0xf3, 0xc00)
Oxc74f5fbc 0xc0126138 array_read(0xc76cd80, 0x804aef8, Oxc00, Oxc76cdf94)
Oxbffffcd4 0xc0108b30 sys read(0x3, 0x804aef8, 0x1000, 0x1000, 0x804aef8)
kdb> bp
Instruction Breakpoint #0 at 0xc0111ab8 (schedule) in drO is disabled on cpu 0
Data Access Breakpoint #1 at 0xc024ddf4 (gendisk_head) in drl isenabled on cpu
0 for 4 bytes
kdb> go
[root@host /root]#

. SS

kdb> bp gendisk_head datar 4

Data Access Breakpoint #0 at 0xc024ddf4 (gendisk_head) in drO is enabled on cpu O
for 4 bytes

kdb> go

[root@host /root]# cat /proc/partitions

Entering kdb on processor 0 due to Debug Exception @ 0xc01845e3
Read/Write breakpoint #0 at 0xc024ddf4

[O]kdb> ssb

sd_finish+0x7b:  movzbl 0xc02565d4,%edx

sd_finish+0x82: leal  Oxf(%edx),%eax

sd finish+0x85: sarl  $0x4,%eax

sd_finish+0x88: movl  0xc0256654,%ecx

sd finish+0x8e: leal  (Yeax,%eax,4),%edx

sd finish+0x91: lea  (%oeax,%edx,2),%edx

sd finish+0x94: movl  0xc0251108,%eax

sd finish+0x99: movl  %eax,0xffffffc(Yoecx,%edx,4)

sd finish+0x9d: movl  %ecx,0xc0251108

sd finish+0xa3: xorl  %ebx,%ebx

sd_finish+0xab: cmpb  $0x0,0xc02565d4

[O]kdb> go

[root@host /root]#

[0]kdb> ss

sys read:  pushl %ebp

SStrap at 0xc01274cl

sys read+0x1: movl  %esp,%ebp
[O]kdb> ss

sys read+0x1: movl  %esp,%ebp
SStrap at 0xc01274c3

sys read+0x3:  subl  $0xc,%esp
[0]kdb> ss

sys read+0x3:  subl  $0xc,%esp
SStrap at 0xc01274c6

sys read+0x6: pushl %edi
[0]kdb>
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Quagga view mode f‘[ 7|J%ypﬂ\ :

Command|Descri ptlon

echo Echo a message back to the vty

enable  Turn on privileged mode command

exit Exit current mode and down to previous mode
help Description of the interactive help system

list Print command list

quit Exit current mode and down to previous mode
show Show running system information

terminal  |Set terminal line parameters

who Display who is on vty

Quagga configure mode ij[ 4 ﬁ“?q/[ﬂ :

Command|Description

access-list|Add an accesslist entry

banner  |Set banner string

debug Debugging functions (see also 'undebug’)
enable  |Modify enable password parameters

end End current mode and change to enable mode.
exit Exit current mode and down to previous mode
help Description of the interactive help system
hostname |Set system's network name

interface |Select an interface to configure

ip [P information

ipv6 IPv6 information

line Configure aterminal line

list Print command list

log Logging control

no Negate a command or set its defaults




password |Assign the terminal connection password

quit Exit current mode and down to previous mode
router-id |Manually set the router-id

service  |Set up miscellaneous service

show Show running system information
table Configure target kernel routing table
write Write running configuration to memory, network, or ..

Smux SNMP MUX protocol settings
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VEEF A o T ErEHEES > [fiH'] echo *1” > /proc/sys/kernel /kdb = Eﬁﬁﬂ’?ﬁf
KDB module J/TJ'Fji ’ Eﬁlﬁxﬂj l"%:ﬁﬂﬁ’," [B=% Pause%ﬁs’?‘ﬂ KDB - T‘Jr"?if;‘lﬁ KDB
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del default » lﬁﬁ?ﬁ | PE] kernel FlipY ip_rt_ioctl (F=¢ > AT Hﬁﬁl 51
KDB 1> 5 {fp" I J}E;H bt » s 71 ssb 755 4815 kernel U3 {7 ip_rt_ioct
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SAHEAIRE Quagga =
l.ﬁ%%‘ Quagga ”Ell’ﬂj,%fﬁif’!p]* il M=% {F quagga-0.99.4-1.f¢5.i386.rpm- {1 '] rpm
NEEE =t
[root@localhost # rpm -ivh quagga-0.99.4-1.f¢5.i386.rpm
Preparing... [100%]
1:quagga [100%]
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[root@ localhost |# vi /etc/quagga/zebra.conf
hostname linux.router é?éﬁ“{“—ﬁ‘,f[ N 2B e

password nctu é%’#&ﬁﬁ‘ﬁ?ﬁ nctu

enable password nctu éffl Y WF

log file zebralog é}kﬁf’?“] zebra i % U £ zebralog fl1
[root@ localhost J# /etc/init.d/zebra start ?'VE*J zebra

[root@ localhost ]# netstat —tunlp ég‘] =4 zebra f;? Fg Fl?‘éﬁ

Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address  Foreign Address  State PID/Program name
tep 0 0127.0.0.1:2601 0.0.0.0:* LISTEN 6422/zebra

3.7 " Quagga ™’ 7 L[ IfIuBg Iy

[root@localhost ~]# telnet localhost 2601
Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).
Escape character is"\]".

Hello, thisis Quagga (version 0.99.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification

Password:

localhost> show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| - 1SIS, B - BGP, > - selected route, * - FIB route

C>* 127.0.0.0/8 is directly connected, lo

C>* 192.168.2.0/24 is directly connected, ethO

C>* 192.168.2.0/24 is directly connected, ethl

K>* 169.254.0.0/16 is directly connected, ethl

4.7 Quagga |1 * fEEE

esslabl6.cis.nctu.edu.tw> enable &7 enable mode

Password:nctu éﬁ 3 jﬁ,ﬁ% nctu

esdabl6.cis.nctu.edu.tw# configure terminal ¥ 7 configure mode
?% (5 chx l I

asl abl6.ci s.nctu.edu.tw(confi 0)# ip route 192.168.100.0/24 eth0

esslab16.cis.nctu.edu.tw(config)# exit < FE configure mode

esslab16.cis.nctu.edu.tw# show ip route AR

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| -1SIS, B - BGP, > - selected route, * - FIB route
C>* 127.0.0.0/8 is directly connected, lo
C>* 192.168.1.0/24 is directly connected, ethO
C>* 192.168.2.0/24 is directly connected, ethl
S>* 192.168.100.0/24 [1/0] is directly connected, ethO éﬁ"ﬁ{ A A e
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‘K>* 169.254.0.0/16 is directly connected, ethl

5?&”@ ripd 4R35

[r'oot@l ocalhost]# vi /etc/quaggalripd.conf

hostname linux.router 6[%’4& Router fiJ= #§ £/

password nctu é?t&,ﬁ%ti nctu

router rip é?ﬁféb Router {1V rip ZJf<
network 192.168.1.0/24 & i iok

network ethO é?ﬁ TR

network 192.168.2.0/24 & i iok

network ethl é?ﬁ TR

version 2 é‘?ﬁw RIPv2 ﬁﬁi’%

log stdout TR TR e

[root@localhost]# /etc/init.d/ripd start

[root@local host]# netstat -tulnp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State  PID/Program name
tcp 0 00.0.0.0:2602 0.0.0.0:* LISTEN 21373/ripd

7 B
1 |#% ip_rt_ioctl HT LAY ©
2 [l ip_route_input AT PLFIEFY -
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