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F%Ju/usrllocal/etc/postflx/maln .cf @Eﬁ?{ + 1y Postfix i* ]| i ﬁ]gf%

[Zd>/etc/re. conf}H Postfix 2V {4 [* £y Sendmail ({3 7 % 24E 5% Postfix i F | F2F)

moow®>

= i)‘;&’%"r%t Amavisd-new
P 45E Amavisd-new I%Ju Postflx}H}%Llsr e [‘H‘lﬁ%ﬁ Amavisd-new féﬁ'%’z[’ﬁbﬂﬁj
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[ port < 4E Amavisd-new
# cd /usr/ports/security/amavisd-new
# make install
FEEFT g
P?;“J& Amavisd-new - {£d¥/usr/local/etc/amavisd.conf
$mydomain = ‘example.com’
$sa tag level deflt =0.0;
PI9t T Amavisd 28t 7 1y i 4%"/’»&’?[ f [Ef ; jgl%Amawd »F”}-{
'|F| 2 virusalert = spam. pO|IC€1F:ﬂ R WIF“*’ 191F'EJEF S Amead
EI“L! E[c[srl T%}‘L
$mailfrom_noti fy_adml n ="root\@$mydomain";
$mailfrom_notify recip =" root \@$mydomain";
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$mailfrom_notify spamadmin =" root \@$mydomain”;
e R T Amavisd-new - T /etc/re.conf ST
amavisd_enable="YES"

B. F&i Postfix
?&i POQfIXﬂjH;TUEB]ﬁFQELwH Amavisd-new - 7/usr/local/etc/postfix/main.cf & %
21T J]:I
content_filter = smtp-amavis:[127.0.0.1]:10024
72 Postfix %2 10025 port » $7[1I') ™~ [*] %= /usr/local/etc/postfix/master.conf
smtp-amavis unix - - n - 2 smtp
-0 smtp_data_done_timeout=1200
-0 disable_dns_lookups=yes
127.0.0.1:10025 inet n - n - - smtpd
-0 content_filter=
-0 local_recipient_maps=
-0 relay_recipient_maps=
-0 smtpd_restriction_classes=
-0 smtpd_client_restrictions=
-0 smtpd_helo_restrictions=
-0 smtpd_sender_restrictions=
-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 mynetworks=127.0.0.0/8

-0 strict_rfc821 envelopes=yes

C. Er#riifas Postfix & Amavisd-new
# lusr/local/etc/rc.d/postfix restart
# amavisd start
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A. i%f%’r%t SapmAssassin
f§-Port 95t SpamAssassin
# cd /usr/ports/mail/p5-Mail-SpamA ssassin/
# make install

l%%‘:‘ Jusr/local/etc/mail/spamassassin/local.cf » #i5] local.cf.sample = local.cf ™
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# cd /usr/local/etc/mail/spamassassin

# cp local.cf.sample local .cf
#vim local .cf

RS F Vv o B 5 = Jetc/re.conf
spamd_enable="YES'

TYEY SpamAssassin
# lusr/local/etc/rc.d/sa-spamd.sh start
Starting spamd.

B. i%f?r%t ClamAvV
f&Port %4k ClamAV
# cd /usr/ports/security/clamav
# make install

E"TEI%E’BT fol

lusr/local/etc/clamd.conf » /usr/local/etc/freshclam.conf {fi™ [ & fli [’ > % Jﬁfgj’
ﬁlJfﬂJ FI | Eh——ré’wﬁflﬁi[ FIJ% IF Eh—,lrgc[;—

LB F IR - T /etclrc.oonf SN R P
clamav_clamd_enable="YES"
clamav_freshclam_enable="YES"

4~ PCA % |J* - ﬁ' 'F‘HE“F‘ B:
Flz—:{iéﬁé SpamAssassin/ClamAV i ™ %i/;%%ff—ﬁfj’ [’ﬁ PRV > 7 mail header i 1| 58
AN LS A
X-Virus-Scanned: amavisd-new at fcwu.no-ip.org
X-Spam-Status. No, score=0.852 tagged_above=0 required=6.31 tests=| AWL=0.373,
DNS FROM_RFC_ABUSE=0.479]
X-Spam-Score: 0.852
X-Spam-Level:
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| $%E ®WE® #HO TAD Btw HEO |

| BE gy 35EE wHE | X |0 0
k& memphis

HHA: 200589818 £ 0316
WPk G
=N Hobokok IR 0 b bbbkt dyeam spamiclamay test 03

FH A : I@ clamay test 02 (120 KE)

Spam detection software, running on the system "dream.csie.chu.edutw"”, has
identified this incoming email as possible spam. The criginal message

has been attached to this so vou can view it (if it fsn't spam) or label

similar future email. If you have any questions, see

the administrator of that svstem for details.

Content preview: tdsict03tdsict 03 L]
Content analysis details:  (L00.7 points, 5.0 required)

pts rule name description
100 USEE_IN_BLACKLIST  From: addrass is in the user's black list

0.2 HTML_90_100 ECDY: Message iz 90% to 100% HTHML

0.0 HTML_MESSAGE BODY: HTML included in message

0.5 DNS_FROM_RFC_WHGCIS  REL: Envelope sender in whois.rfcdgnorant.org

The criginal message was not complately plain text, and may be unsafe to
open with some email clients; in particular, it may contain a wirus,

or confirm that wour address can receive spam. If you wish to view

it, it may be safer to save it to a file and open it with an editor.

% [(PC A FFIFE|I7)

& Peturned mail: zee transcript for details
L EEE EEE WR IRO YA RE o
 GYEE GWIUEE BT L X 00

Tt Mail Delivery Subsysten
HHA: 20055E9H1H 4 0304

et memphis@gueen.cae. chuedo by
Ia: Returned mail: see transeript for detadls

FIMAER: | o clamay test 02 (1.93 KE) @) ATT00072 dat (327 BT TEAE)

The original message was received at Thu, 1 Sep 2005 03:04:35 40800 (CST)
from 61-216-42-50.dynamic.hinet.net (61.216.42.50]

————— The following addresses had permanent fatal errors -—--
<memphis @dream.csie.chuedutws
(reazon: 554 5.7.1 virus Clam & V-Test-File detected by Clam AV - http:fwww.clamav.net)

————— Transcript of session follows -
... While talking to dream.csie.chiedu.tw.:
=ue DATA
<«<< 554 5.7.1 virus Clam &V -Test-File detected by Clam&V - hitp2dwww.clamav.net
554 5.0.0 Service unavailable
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FreeBSD, http://www.freebsd.org/.

Sendmail, http://www.sendmail.org/.

The Apache SpamAssassin Project, http://spamassassin.apache.org/.

Clam AntiVirus, http://www.clamav.net/.

Unix Docs and Tools, http://networking.ringofsaturn.com/Unix/.

Postfix, http://www.postfix.org/.

IRpRE ‘?l?—é“—é T [‘E?TJWE BHE ﬂ“f%fﬁEa« * “fi*'] Open Source [ fEhie i+
SPAM Mail [ U;mi'—l F,iﬁﬂ‘\@ﬁrﬁ TERFLARELY] 0 http://antispam.ncu.edu.

tw/paper/tanet2 05 C52.pdf -

Postfix + Amavisd-new + SpamAssassin + ClamAV, http://freebsd.ntut.idv.tw/document/
postfix_amavisd-new_spamassassin_clamav.html.

-12-



