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Background - OpenFlow

Open Network Foundation (ONF) [ 1]
 Standard communications interface.
 Separate control plane and data plane.

» Flow entry

priority=1, timeout=5 in_port=1,eth src,ip src write actions=output:2



Background - OpenFlow
Instructions|2]

Instructions list order by execution order:
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Background - OpenFlow
Performance Parameters (1/3)

* Control plane triggering data
plane (C2D)

- Data plane triggering control
plane (D2C)

- Data plane
» Traditional (TD)

* OpenFlow (OFD)

Controller

OF Switch




Background - OpenFlow

Performance Parameters (2/3)
C2D

« Flow-mod Controller

Flow-mod Packet-1n

« Packet-out

Packet-out
D2C

g OF Switch
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Background - OpenFlow

Performance Parameters (3/3)

- Latency

« Loss

- Buffer size
« Throughput

« Jitter
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+  Table lookup

- Multiple table pipeline
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Issues

» How to test the OFD, D2C, C2D parameters.

 Black-box test for some internal parameter.



Survey - Traditional Data Plane

Latency
Loss v N/A N/A N/A
Buffer size N/A N/A N/A v
Throughput v v v v

Jitter N/A N/A v N/A
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Survey - OpenFlow Data Plane

Table Lookup Concept Constant
(PR neline Sha Ty N/A N/A Time:ggiiﬁehne
D OpenFlow Action N/A End-to-end N/A Exacgilnzction
Timeout Concept N/A N/A Accuracy

Table Size Concept N/A N/A N/A
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Type

Survey - Bidirectional

Parameter

Spirent [5]

OFLOPS [6]

Bianco [7]

Handfield [12]

Ours

D2C Packet-1n rate Concept N/A N/A N/A Buffer size
Packet-out rate Concept N/A N/A N/A Buffer size
C2D -
BEACHOVR0 N/A Traffic validation N/A Impact factors N/A
Flow-mod
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Problem Statement -
Notations(1/2)

o

C The controller
dut The switch under test.
T N The number of tables for dut.
ntity
H={h,|nz2} The set of hosts.
S 2 The set of link capacities. cap./ cap. 1s link capacity
CAP={cap, capn|n = 2} between ¢/ h, and dut.
- The parameter for C2D. POR means the throughput of
L = lR packet-in operation in dut.
i The parameter for D2C. PIR means the throughput of
— LG =i packet-in operation in dut.
T action-set The time of action set execution in dut.
OFD T1abie-pipeline The time of table pipeline in dut.
buf The size of buffer in dut.
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Problem Statement -

Notations(2/2)

AccChard-timeouts ACCidle-timeout The accuracies of hard-timeout and 1dle-timeout in dut.
P The gain of table pipeline in dut.
OFD
Dopenﬂow i, { T action_set, Tiabie »_pipelines Acctimeout, P }
D openfiow The set of parameters for OpenFlow data plane triggering data
plane.
TB = {tablei| 0 <i = N} The set of flow tables in dut.
F={flowij|0<i=N,j>0} The set of flow entries. flow;j mean the flow entry in table;
B The set of traffics which be sent from src to dst.
UAE =gl src € H, dst € H. tfe, = {pkt, | 7 > 0
Tiable lookup The time of looking up the flow table in dut
Process = : Ty
Tapply_action The time of executing Apply-Action in dut.
Tidte-timeout, Thard-timeout The timeout value for idle/hard timeout flow entry.

The arrival time of flow-removed message for i1dle/hard

T T Ry e :
idle-expired 1 hard-expired timeout flow entry at ¢

The duration of flow-removed message for 1dle/hard timeout

Edle—duration’ T hard-duration flow entry
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Problem Statement

« (QG1ven:

» the controller ¢
- the set of hosts H
« the switch under test dut
* the number /N of tables for dut
* the set of link capacities CAP
« Objectives:
« determine F, TFC

- most accurate CD, DC, D

openflow

« Constraints:

* dut not be modified
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Problem Statement - Example

----------------------

OpenFlow

POR [

- 1 PR

dut

=]
tableo table; table,
S
flowg, flow, flowp,
A
H—O

Ttable_pipeline

Execute
Action
set

ﬁ—!

Tacn’on sel

buf

TFC

SIc
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Approach - Overview

Mirror-in- Action set Mirror-first-then-action OpenFlow action T action-set
processing | Pipeline time Mirror-first-then-pipeline table pipeline Tiabte pipeline
Calculated | gy frer size Burst-until-loss L s Tro L buf, PIR, POR
traffic rate, packet-out rate
Pipeline gain Back-to-back-traffic table pipeline P
Masked Timeout Idle-timout-derived-by-hard- o S Acchard-timeout, ACCidle-
entry accuracy timeout timeout

17



Approach - Actlon set (1/ J)

|
Mirror-first-then-action T ek, | |
fi - 1
| table lookup |
Input: tfc), F | |
I Tmodify_acuon_set |
| |
OUtPUt: ot end-tolend 9 pioeline |
| process |
I ............. ‘(—I‘
| | Pkt Ttable_lookup
| |
- : | | Tapply._action
a = time of pkt; arrival | o
: 9 ] | |l Tactlon_set
== tlme Of kt al‘eral | | ' action time
ﬂ p < pkt,
;11\
|
|
|

T oction-set = ﬁ a !
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Approach - Pipeline time(2/5)

Mirror-first-then-pipeline

- tableo table;

| | |

Input: #fc,, F | | |

| | |

A pkt; I

Output: T, table-pipeline : \NJ“ Tadic ke 0

T | |

| ' |

| Tapply_action |

l I

RTT = ( pkt,/ cap,) * 2 X Mo () sooe |
: : pkt, ““Jq Ttable_lookup

T s T, table lookup i apply _action + RTT

Tapply action

T Dis T, table-pipeline + T, table lookup wg & apply_action+ W
RTT/2

Ttable-pipeline N TZ 7 T] + RTT/2 !
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Approach - Buffer size (3/5)

Burst-until-loss H dut c
| | |
Input: tfc,, N, T Y pkts |

éﬁ— Packet-in X
Output: buf, PIR, POR o : T,
V

| [
s < n l l :
I | |
° buf = m x p kt | iy | Packet-out ‘
AN Jj:/_//_
« PIR=n/T; T I
v/ o

|
© POR=m/ T | | |
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Approach - Pipeline gain (4/5)

Back-to-back-traffic
Input: tfc, F, n,

Output: P

el (Tpuvnre T 1 ony)

tablep tabley
T 1
| I
pkty |
pkt; pkty
pkt;
pk'n +1
i pkty 4+ 1
1
| |
l |
I I
I I
| |
(a) Full pipeline
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| | pkt;
1
pktz I I
L I
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. 5 1
| | pit;
PKty + 1
; pktn *1
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Approach - Pipeline gain (4/5)

Back-to-back-traffic
Input: tfc, E n, 7
Output: P

P=T pkt/ (Typpie T T, pk/

T=T,,/(n+1)

Toubpie t Tope = (T-T,,)/n
a, = time of sending pkt,
B, = time of pkt_ arrival
T=f-a

T,.=P;-a
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Approach - Timeout accuracy
(5/5)

1dle-timeout timer resetting

ldle-timout-derived-by-hard-
timeout

10s
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Approach - Timeout accuracy
(5/5)

Timer synchronization H aur :
Time F pkts__ :
—— |
| ""‘"\-_[_, set idle-timeout flow
T 1dle-timeout=10, 1dle-age=0, priority=1, | —/
1 tcp, actions=output: 1 I I
T ! 3 !
: . eI | e |
1dle-timeout=10, idle-age=0, priority=1, e Gomendby |
tcp, actions=output:1 o o el |
Pl
T2 : W
hard-timeout=10, hard-age=0, priority=2, | I
tcp, actions=output:2 T 2 | m 3 '
forward by |
hard-timeout flow |
idle-timeout=10, idle-age=1, priority=1, |
tcp, actions=output: 1 : :
|

| flow_removed
hard-timeout=10, hard-age=1, priority=2, : I \.t
I

tcp, actions=output:2 : .
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Approach - Timeout accuracy
(5/5)

Idle-timout-derived-by-hard-timeout H dut =
1 Ll L
Input: tfc, F ! | /
et idle-timeout flow i
Output: Acctimeout ......................... RERTIERPRRRE =
kty forward by |
Nil X idle-timeout flow |
idle-timeout hard-timeout |
Tidte-torward . Kt | |
S . 3 . . ’ 3 . n
o = time of pkt_arrival, f = time of pkt 'arrival J I
. 5 ' }m |
idle-forward an E al |
..................... I.l A
=f _ I
Thard—forward ﬂ Z ﬂ n+1 | ne1’ forward by | Tidte-duration
hard-timeout flow |
< Thard-durati
(a) Tidle-expired B Thard—expired idle-timeout | Y
| flow-removed L V
= - T,
Acchard—timeout Thard—forward Thard—timeout : 'h e e Al
ca ard-timeo
Accidle-timeout =il Thard-expired

I |

idle-duration ~— " idle-forward ~ " idle-timeout | | flow-removed
I I
I |

(a) T, idle-expired = T hard-expired
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Approach - Timeout accuracy

Idle-timout-derived-by-hard-timeout

(b) T,

idle-expired = Thard—expired

Increase T, hard-timeout

Reset hard-timeout flow entry

5/5)

Tidte-forward
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Pktma
~ Kt,

o — -

t idle-timeout flow

forward by
idle-timeout flow

t hard-timeout flow

WIS, - !

forward by
hard-timeout flow

hard-timeout

flow-removed

—

forward by

1

idle-timeout flow

(b) Tidle-expired = hard-expired



Implementation

-
« Tools

Ubuntu

Controller 3.3 GHz 3.13.0-24
» OF controller: Ryu v3.2.1 14.04
Ubuntu
: Host 4 3.2 GHz 3.13.0-24
» Traffic generator: Ostinato v0.7 14.04
, Ubuntu
) : Switch 2 3.1 GH 3.13.0-24
- Software switch: Open vSwitch v2.3.2 by g )
. OpenFlow connection N test case
« OFBench architecture i
RPC
* test cases dut
. parsing
» hosts with agent h |agent
generator

- traffic generator, parsing




Experiment

« Testbed

» Configuration

» pkt. frame size, transmission rate
« switch: hardware, software

» Issues to study

- Effect of different configuration
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Switch

Switch Specifications

clock rate

buffer

OS version

Pica8 P-3290 MPC8541 1 GHz 512 MB 4 MB v2.6.1

Pica8 P-3297 P2020 1.33 GHz 2 GB 4 MB v2.6.1
Edge-corE ARM Cortex

AS4610-30T A9 1 GHz 2 GB N/A v2.6.4

Centec V350 eS00v2 533 MHz 2 GB N/A v3.1(11), 1.alpha

)




Results - Action time

350
1 2 3 4 5 6

number of actions

300

250

200

[EEN
Ul
o

action time (us)

10

o

5

o

o

B Open vSwitch Pica8 P-3290 M Pjca8 P-3297 M Edge-corE AS4610

frame size: 1024 bytes
packet-per-sec: 1000
duration: 10s

actions: [ip_src, ip _dst, eth src, eth dst, udp src, udp dst]
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Results - Action time - White
box

End-to-end ours white box
315 us 2~3 us 0.6~0.8us

» Tool: ftrace
frame size: 1024 bytes

packe?t—per-sec: 1000
- tracer: function graph o s

actions: [ip_src, ip_dst]

- function: set 1p addr

Sl



Result - Bufter size

Buffer size (byte) 7
frame O pica8 | pica8 | Edge- Centec f .
size P-3290 | P-3297 | core | V350 ]
64 (16384 8256 | 16192 | 32768 | 342464 |  § ‘l |
256 |[N/A| N/A | N/A | N/A | N/A [y s[: il :|3 :|; ¢
5 1 2 N/A N/A N/A N/A N/A Cien VSWiti P'iaS P—32:E Pias P—329§; Edgf—corE AS4§§10 intec V35é-:
1024 @ N/A N/A N/A N/A N/A W64 bytes 128 bytes M256bytes M512bytes 1024 bytes

TX rate: 1Gbps
duration: 5~10s

CVE-2016-2074 [15], buffer overflow
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Pipeline gain (%)

Results - Pipeline Gain

2 ports 48 ports

80%

70%
loading packet operation time | Pipeline gain

I ! !

60%

50%
40%
30%
20
10%
- = - ] —
20 30 40 50 60 70

X

0%

number of tables

B Open vSwitch Pica8 P-3290 M Pica8 P-3297 M Edge-corE AS4610
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Result - Timeout Accuracy

Switch AcCCidle-timeout A CChard-timeout

Open vSwitch
Pica8 P-3290
Pica8 P-3297

Edge-corE
AS4610

Centec V350

hard-timeout: 3~7
idle-timeout: 5

frame size: 64 byte
packet-per-sec: 10000

2%
-16.24%
24.64%

10%

17.64%

0%
4.7%
3.3%

0%

1.66%
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Pica8 switches not reset the timer
«—>

idle-timeout
A A
hard-timeout

|

packets
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Conclusion

Method evaluation

« 7 test parameters — 6 1nsights

« The hardware switch have £20%

deviation for idle timeout.

 The Packet-in rate for hardware switch

1s approximately 20 times higher than
software switch

« The hardware switches reach 40~60%

pipeline gain under handling the 1Gbps
traffic.

£

Switch evaluation

 Burst traffic and packet modification:
Pica8 P-3297

« Multi-table handling: Edge-corE
AS4610

Issues for switch implementation
- Apply-Action
 Burst Packet-in — crash

- 1dle-timeout timer not reset properly



Future Work

 Loading

» Unconsidered variables: Queuing time
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