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15.8:4% B #645) 2 3 8A (Description of the Preferred Embodiments) :
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flow tables 210 2% % 48 ¥ J& A7 E 3 4% flow entries » 3 i% i® Host # 4] %5 (Host controller)
120 3% host 300 £ ¥ J& 4 55 Fa) 25 79 i 470 2 (Traffic) a9 4 1% > B BE B H OB B
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9  OpenFlow 3 3% %5 Busy ratio 3K % /%

D. B3X3F#2 2% (Test Case Scheduler) 110 % Busy ratio |3 A #2

1. 783X $E42 % (Test Case Scheduler) 110 3% i% OpenFlow £ 4% OpenFlow switch 200 #4
flow tables 210 ¥ ¥73% n {%& flow entry £ tabley & table, |’ & ¥ & — 7k table & R F — 1%
flow entry » A f; f§ 4% table; + 8y flow entry - & ¥ fy £ f,0 & & Go-to 54 » & F Go-to
HBLeHRIEZREHE tabley RIZ - M £ BIFATH L E ) 1F -

2. B3R BEAZ B (Test Case Scheduler) 110 i% i% Host 4% 4] 25 (Host controller) 120 3£ host 300
Bl 46 & & ¥ & R Z (Traffic) -

3. 8 D2 ¥, host300 pri% i &4 R & (Traffic) & &£ 1% n 182 & - OpenFlow switch 200
R BB D.1 &4 & n 8 forwarding 3t €, » 4o B v A7~ » host 300 % 3 @, 64 85 4 £5
#5 TS 2518 TS LA 2B F 4 35 B 7T 84 TS(i) % 7= » 418 host 300 #4 %] forwarding
¢ 60 EE R 46 2 TF » 2548 TF SAB I 2 0 5 %355 + 8] T 24 TF(i)% & © OpenFlow
switch 200 & 32 % — B 4 @05 4 i 4% & Tinie » OpenFlow switch 200 & ¥2 n 18 4 &, B i
HAAT TF Tu A T 55T é Tinie = TF(1) = TS(1) & T = TF(n) — TS(1)# %v -

4, ATy HE -0 45— table REPESMH > AEMAS T AT T dEHEH
B 3o f¥— table REFEEHAM B H M 2E Tow + Tige o & busy ratio =T
B Tpke / (Tpket Tidie) 3 35 3 OpenFlow switch 200 ¥ table j& ¥ 4 6,89 2 fE -
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%~ OpenFlow = 3% 35 Buffer size /3 7 %

E. 83X HE£2 2 (Test Case Scheduler) 110 % Buffer size |37 2

1.

3R HEF2 5 (Test Case Scheduler) 110 % i® OpenFlow i 42 7 OpenFlow switch 200 #%
flow tables 210 ¥ ¥73% — f%& flow entry- 3% flow entry 4 OpenFlow switch 200 4% A7 A /A
= & 4 Packet-in £ controller 100 -

) 2X kA2 %5 (Test Case Scheduler) 110 3% i& Host 7% 41 25 (Host controller) 120 3£ host 300
B 45 & 4 ¥ B 57 & (Traffic) » R frame size f§#% % FS -

#BE E2 ¥ host 300 pri% ) &4 R 2 (Traffic) & &£ 1% 1 n 1824 & - OpenFlow switch 200
&R P E] &4 n {8 Packet-in 3t &, - Hi@f2 4B A FF5T » & F controller 100 3
58 n A8 Packet-in 3t &, HAp 3 BFR] fAE A T1 > 0T 1% & 4 HE 6 n B
Packet-out 3t ¢, °

H ER E.3 % » controller 100 # 4 # &) n {8 Packet-out 4} &, 4% OpenFlow switch 200 &
4 m 18 forwarding 3t &, » H A7 o5 54524 T2

% m<n B » B OpenFlow switch 200 72 /8]3K:@ 42 2 4 loss » 3£ 7] 43 4u & buffer size
2 m * FS » Packet-in rate & n/T1 % Packet-out rate & m /T2 -
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‘./p ktn/[—_‘—]-‘/hard-timeout flow
A = S S A -
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pktaea
—L ‘/pkr,{ forward by |
/ hard-timeout flow I
Thard-forward ‘pk/ | Thard-duraion
' | |
T . flow-removed |
+ \. 7, HER
I
|
1

75 OpenFlow 3% # % Timeout accuracy /8]3R4 7%

3R HEF2 5 (Test Case Scheduler) 110 % Timeout accuracy 8|37 42
4o [ < P o 0 B3R HEA2 % (Test Case Scheduler) 110 i% i& OpenFlow i# 427 OpenFlow
switch 200 #4 flow tables 210 ¥ #73¥% — 1% idle-timeout flow entry » H timeout & % 5 >
3t f5 4% 2 Tidie-timeouwt * 3% flow entry 4# OpenFlow switch 200 4% i & #2 25 £ host 300 -
) 2X Bk A2 5 (Test Case Scheduler) 110 3% i& Host 7% 41 25 (Host controller) 120 3£ host 300
Bl 46 & & ¥ & 7R Z (Traffic) -
¥ B F.2 4% » OpenFlow switch 200 i% i® idle-timeout flow entry Bl 45 4T3 @382 » H
4 4k 38 20 R R A% A Tidie-forward °
3R HEF2 % (Test Case Scheduler) 110 % i® OpenFlow i# 4 7 OpenFlow switch 200 #%
flow tables 210  #7 3% — % hard-timeout flow entry 3t & 2 4 # & 8418 st 4% (Priority) »
H timeout & 24 5 # 3 f§45 2 Thard-timeout * 3% flow entry 4 OpenFlow switch 200 #% F.1
3% B 84 flow entry disable 3 4% /4 € # % £ host 300 -
3 B F.4 4% > OpenFlow switch 200 i% i hard-timeout flow entry B 45 # 47 3t 61,88 %5
H4a 38 280 F B f9 A8 A Thard-forward °
W B F.4 1% » f& OpenFlow switch 200 ¥ & % idle-timeout & hard-timeout flow entry -
SEBF 2 4% flow entry % timeout 3185 55 45 5] 3 o
Z timeout 3t BF 2% ¥ 3] % #73% T 49 timeout 18 #%F > OpenFlow switch 200 & 4% ¥} & &4 flow
entry 7 flow tables 210 £ 14 - 3t % i 4 J& 49 Flow-removed 3 & # controller 100 » H
8 6,4 3% flow entry 77427 flow tables 210 #4985 F4 - & F OpenFlow switch 200 # 4
idle-timeout Flow-removed &4 83 F4 2k 5 4% & IFR > hard-timeout Flow-removed #&4 8% fa] 25
f§ 4% 2 HFR - idle-timeout flow entry A 77 ££ &) 85 ] 8 4% 2 Tidie-duration > hard-timeout flow
entry A 45 15 89 85 R 5 #% & Thard-duration °©
% HFR <IFR > i#3i® Thard-forward — Thard-timeout 78 & & hard-timeout accuracy - i% i%
Tidle-duration — Tidle-forward — Tidle-timeout 3 S—i # idle-timeout accur acy °
# HFR >1IFR » A3 Av Thard-timeout & E #13H4T F.1~F.8 -
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16. K 9 35 & A7 4R A% 3% 04 B 4] 56 B (Claims) :

T AN AR Ty R AR B AR ARy 4B ek, B 91 E ko BT (prior art) 2 Eh 0 BA A

o BT RDAXEBRBF RIS FUATEIR AR R F KRBT EA A -

1. 4 OpenFlow 493& 3% 3% ¥ » i% 18 controller ¥2 OpenFlow 3 4% 55 i# 42 & host ¥2 OpenFlow
R B ¥ RHIE > ik d controller & host i i@ mirror-in-progress * masked entry
calculated traffic = FF A KA RIR I Z A A HENBERAZ R FEKAEIERE -

2. claim 1 ¥ &) % B2k fE$54Z H @4 action time ~ pipeline time ~ busy ratio + Packet-in rate

Packet-out rate » buffer size » timeout accuracy o

claim 1 ¥ &9 mirror-in-progress 2 f& 3 #& 35 M 2L E 4T P # 4T mirror o

claim 1 ¥ #4 masked entry 4# idle » hard timeout W #& flow entry 2 3855 5]

claim 1 ¥ #4 calculated traffic H g & 3 5047 % B 4% F 4 o

claim 3 A732 B &) mirror » # & OpenFlow Apply-Action 354> » 1 3f 6L 42 R 32 i@ 42 P

DI AT BRI Bk

7. 4 F claim 3 A732 & &4 mirror 34 4E > 1% flow entry f& 3h47 action AT 4T 4t & mirror » &
f °] 3+ & & action time °

8. 1 A claim 3 A732 & &) mirror 34 4E » 1% flow entry ££ $4T pipeline AT i 4T 3¢ €2, mirror >
i M 7] 3+ A & pipeline time

9. claim 4 Fri2 R &yt 05 % B - 32 & OpenFlow 1& % ##( priority )4# idle ~ hard timeout
# flow entry % 385 5 r] Jl’—

10. 4 A claim 4 385 % [ 4 % » 3 & hard-timeout &9 flow entry A7 34T 89 B R 2R 3 &
idle-time &9 flow entry . timeout accuracy °

11. claim 5 Ar4R Rt % 1B 4838 4 2 65 3 6038 55 B 3~ Packet-in 318 » Packet-out 3 & -

12. claim 11 &g 3f L84 FoRH L2 Lk i ~ Rl -

13. 4% A claim 11 #4384 Packet-in & Packet-out 2f 8 & 3 & 4 Packet-in rate » Packet-out
rate & buffer size °

14. 4 A claim 12 A7 $2 B &) 85 R B 34 i busy raio & sb4F 4o pipeline 2 A

AN

17. % x # #7345 & ( Description of Invention in Chinese ) :

*3H LU A SR AR B A B/ BIE X N AR B
OpenFlow X % T/ RS HBAL A — A - BB R ARAELELHE - Ak
FHATF ) B R RR Ty A B R & K OpenFlow 3% B2 AEsF > & Py RlRER a2
action time ~ pipeline time » packet-in rate » packet-out rate » pipeline busy ratio & timeout
accuracy ; b+ A T AR AR - KA uXa’r B #1823 4 % OFBench,3% 4 4. 4
controller-agent 42 4%, 3t $2 £ RI3X 38 B &9 B 45 o A
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18. 3% X #4474 & ( Description of Invention in English ) :
*HIRIE G P AT B AL

Currently, there are many OpenFlow switch products available in the market. The performance
issues of OpenFlow protocol are drawing a lot of attentions. In this work, we propose five test
cases to evaluate six performance metrics: action time, pipeline time, packet-in rate, packet-out
rate, pipeline busy ratio, and timeout accuracy. The switch can be evaluated based on these
metrics. And we also propose the automatic test framework: OFBench, which is a
controller-agent architecture allowing the development of test case based on high-level scripte
language.

19. B AT | EW & -

EAHAKRE 12-1 AR 122 BAREFZIZAISUREN > E2FantigE—EX
HAraF e BEAPFEZ L RATF R MBS -

HUCER LR LR AR W FARNBITE R LR T FRAETZIAR -

(12-1)

A A F O ER - A 9 SDN 48 B 69 B 77 7% -

[US20140337674] Network Testing

B Z A2 H — 18 Distrubted cloud services #4933 7% » B 4754 F SDN 84381 R & 4T

A8 H I 6B 0 12 9 & AP PR Z Bl ey switch & R o

[US20150138993] Systems and methods for testing networks with a controller
LB B A3 4 4 OpenFlow ¥ flow entry &) forwarding Zh 4683 » HEBFAMERERETH
4 % R 4% %0 OpenFlow X % % & forwarding + & & A loss 4 4 o

(12-2)

RA XK @R TR > B K HE B eh(R 4 OpenFlow X 4% % 2L A8 R %) 48
[5] 2/ B STRK ©

[1]8b & 2 2R 4% 2] action time 897812 ik » (2 H & R A £ B3 Lk My ey bR R 5 »
BF % end-to-end &9 action time #3% - % FH ik HL K E AT X mirror F 7k £ 4 49 action
time» £ % 7T & &K R RITEFR] -

[2] [3][4]= % %42 2] OpenFlow X#: K ey Lt 2 Hok B RIECEFRHAR - § F - [4]
SR BRSMRR jitter %R B > (2L =B AR 699R B & SRR S B BRI K
B ARE P42 i 6 B OpenFlow £ & 4 48 B 37648358 B -
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20.77 35 M AR AR &

FESHH AR S 09 FAAE X B R - RAL AT H(F AT R AR TR
BT IRERE)

(1) BATR H 3B 2 ¥ d > HIE 53 -

Q) ZFFREIHMRE BTAGEZRAZEEZH(THEAE  EBHZIHEFRA......)°
Q) YHZBRAT ARG RELEZHFESL?

4) A AT FZRZ R E (A /A RH 3 1A NS IRZTHE

2Eo...) o

R LRI E R R B EARNBRIEEA I IFFRERAINZEZ AR

sz — o

1. fH#Le) SDN IR E - HAaM AT EF = @ITAMBmE  RER LR E S
BIRRER — R o M AW 3 L ATIRZ OpenFlow 4% 5 As B3R 7 vk » B2 & A >
ERES o

2. B AR A8 B 649 B Spirent » ixia {242 4% OpenFlow 4% %1 %5 69 2 AEBI3K » 5 A7
OpenFlow X3 % &Y AEBIR A A2 2 - 1240 201 FRik > BATEHRIEA R E &M - Y
EARET o AP FHER LA GO RFEY
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