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Problems:
• A large number of alerts from IDS 
anomaly analysis
• Leverage multiple IDSs’ domain 
knowledge to reduce both FPs and FNs

Architecture of our system

Architecture of Creditability-based 
Weighted Voting

Experiment results:
• Accuracy: 96% on the average
• Efficiency: 94%

• Harmonic mean of TPR and TNR
• Average percentages of FP and FN 
reduction

• FP reduction: 21%
• FN reduction: 58%

Higher accuracy Higher efficiency

Approach:
• Creditability Modeling with two levels

• Alert Message level, Protocol level 
• Authority Selecting

• Directly decide a trace by an authority if it 
exists

• Weighted Voting
• Decide a trace with proper voters and 
weights

41%

94%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

MV CWV

E
ff

ic
ie

n
cy

 (
%

)

Voting Algorithms

2.3 times 

60%

96%

73%

96%

60%

92%
89%

100%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

MV CWV

A
cc

u
ra

cy
 (

%
)

Voting Algorithms

HTTP

FTP

NetBIOS

TELNET

1.4 times 


