(IDS) (antivirus)

(SME) (enterprise) (carrier)

1-5

SOHO
SME enterprise

Cisco PIX 515E

carrier NetScreen-5200

carrier

NetScreen-IDP 100 antivirus

Viruswall SurfControl Web filter

content filter

1001

(firewall) (VPN)
(content filter)
VPN

SOHO

NetScreen-5GT
WatchGuard 1000  CheckPoint NGAI

D-Link DFL-1500

IDS
InterScan

WebSense content filter



(Internet)
CERT® Coordination Center(
) 2000 30,000
76,404

(http://www.cert.org/stats/cert_stats.html)

Computer Economics CodeRed
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(firewall) (Vi
Private Networ k VPN)on Dete¢t nobnuSystem
(antivirus) (content filter)
(functionality) (management)
(interoperability) (detection rate) (performance)
VPN VPN



IVPN (1) (2

(5) (6)VPN (7)VPN
VPN
@ )
©) (evasion)
@ )
(€Y @)

throughput

©)

(8)VPN

©)

©)

(4)
(9)

(4)

(4)

(4)




(1) SOHO (Small Office, Home Office) (2)

(SME, Small and Medium Enterprise) (©)) (Enterprise) % (Carrier)
16 25
/ 7 13
3 5 3 3 4 4
open source Snort 2.0
5 6

D

(2



Spirent TeraVPN  Avalanche/Reflector

(4)

©)

SOHO AboCom ( ) AboCom FW 100
Check Point Check Point S-box
D-Link ( ) D-Link DFL-100
NetScreen NetScreen-5GT
WatchGuard WatchGuard SOHO6tc
ZyXEL( ) ZyWall 10w
SME AboCom ( ) AboCom FW 500
Cisco Cisco PIX 515E
WatchGuard WatchGuard 1000
Enterprise AboCom ( ) AboCom FW 1000
Check Point Check Point NGAI
D-Link ( ) D-Link DFL 1500
Carrier NetScreen NetScreen-5200
VPN
IDS Intrusion Intrusion SecureNet 5545
Intrusion Intrusion SecureNet 7145
ISS Real Secure Gigabit Sensor
ISS ProventiaA201
NetScreen NetScreen-IDP100
Antivirus HGiga( ) Virusherlock
Panda Panda Taiwan PerimeterScan
TrendMicro( ) InterScan Viruswall
Content AscenVision ( ) AscenGate 2000
filter Axtronics( )
SurfControl SurfControl Web Filter
WebSense WebSense Enterprise vb

IDS/Antivirus/Content filter

Smartbits, SmartMetrics, SmartFlow, WebSuite

Smartbits, TeraMetrics, TeraV PN

Avalanche, Reflector, nessus, fragrouter, nikto, snot

script

Avalanche




3 SOHO /
31
SOHO
FirewdPN | DS|Anti vConmntseBhandwf dt h
filteMgmt
AboCom FW 100 sYles N Ye N o Yes N o
Check Point S-box oels redpteotal reMjrect
D-Link DFL {100 Yes Ye $ N o N o
Net Screen-38GT Yes Yes N o 0
Wat chGuard |SOHO6t c Yes Yes N o N o
Zy XEL ZyWALL 10W Yes Yes N o o]
*NetScreen can also redirect URL requests to WebSense or SurfControl.
SOHO
IDS
ZyWALL 10w NetScreen-5GT
Check Point  redirect NetScreen 5GT
@ (b
0N CPU Accelerator | RAM Flash ';?;(d
AboCom FW Linux Wave WP No 32MB | 16 MB
100 3200 No
Check Point N/A Toshiba No 32MB | 8MB
S-box 32-bit RISC No
133 MHz
D-Link DFL 100 | N/A Toshiba Embedded in | 32MB | 2MB
64-bit RISC | processor No
200 MHz
NetScreen-5GT | ScreenOS | Intel IXP Embedded in | 128 32 MB
ver 4.0.0 | 425400 processor MB No
MHz
WatchGuard Linux Brecis Embedded in | 16 MB | 4 MB
SOHOG6tc M SP2000 processor No
150 MHz




ZyXEL ZyNOS | Toshiba SafeNet 16 MB | 8MB
ZyWALL 10W ver 3.60 | 32-bit RISC | CryptCore No
133 MHz 1140
(& SOHO /
Network Console | High-availability | Reset Size
interfaces port button
AboCom LAN: FEx4 No No Yes 220mm(L) x
FW 100 DMZ: FEx1 150mm(D) x
WAN: FEx1 40mm(H)
Check Point LAN: FEx4 No No Yes 200mm(L) x
S-box WAN: FEx1 121mm(D) x
30mm (H)
D-Link LAN: FEX3 No No Yes 235mm(L) x
DFL 100 DMZ: FEx1 155mm(D) x
WAN: FEx1 35mm(H)
NetScreen- Total: FEX5 DB-9 | dua untrust (WAN) Yes 209mm(L) x
5GT (with WAN: FEx1) port & DB-9 125mm (D) x
(dial backup) 25mm(H)
WatchGuard LAN: FEx4 DB-9 No Yes 233mm(L) x
SOHO6tc WAN: FEx1 155mm(D) x
optional:FEx1 30mm(H)
ZyXEL LAN: FEx1 DB-9 DB-9 Yes 233mm(L) x
ZyWALL WAN: FEx1 (shared with 155mm(D) x
10W WLANXx1(optional) console) 30mm(H)
(b) SOHO /
ZyWALL PCMCIA wireless LAN
|IEEE 802.1X
LAN WAN DMZ
NetScreen-5GT security zone security zone  port
security zone port
3.2
Web console
Ethernet port console port



Reset

M anagement System M aintenance Troubleshooting
I nterfaces
GUI | CLI | SNMP | config | Firmware | Network CPU/MEM
restore | upgrade | statistics utilization
AboCom FW 100 http | telnet [ Yes Yes Yes Yes No
Check Point S-box http No No Yes Yes Yes No
https
D-Link DFL 100 http | telnet [ Yes Yes Yes Yes Yes
NetScreen-5GT http | telnet [  Yes Yes Yes Yes Yes
https | SSH
WatchGuard http No No Yes Yes Yes No
SOHO6tc
ZyXEL http | telnet [ Yes Yes Yes Yes Yes
ZyWALL 10W (in CLI)
SOHO /
3.3
email syslog
AboCom NetScreen WatchGuard
Check Point NetScreen -5GT
Logging items L ogging functions
Firewall VPN Intrusion CF Event Send sydog | Alarm | Down-
log log log log log logsto mail load to
emails file
AboCom FW Yes No Yes No Yes Yes Yes Yes Yes
100
CheckPoint No No No re- Yes No Yes No No
S-box direct
D-Link DFL Yes Yes Yes No Yes Yes Yes Yes No
100
NetScreen- Yes Yes Yes Yes Yes Yes Yes Yes Yes
5GT
WatchGuard Yes Yes Yes Yes Yes Yes Yes Yes Yes
SOHO6tc
ZyXEL Yes Yes Yes Yes Yes Yes Yes Yes No
ZyWALL
10W
SOHO /




34

stateful inspection

NAT D-Link DFL 100
) IP
SOHO NetScreen-5GT
address group group
NetScreen-5GT time VPN tunnel
Firewall Network Address Trandlation
(NAT)
Packet Sateful Rule definition NAT(1-1) [ NAT(M-1) [ NAT(M-M) Port
filter inspection forwarding
AboCom FW | Yes Yes SIP/DIP/SP/IDP/ | Yes Yes Yes Yes
100 protocol
Check Point | Yes Yes SIP/DIP/service/ | optional | Yes No Yes
S-box protocol
D-Link DFL | Yes Yes direction/DP/ Yes Yes Yes Yes
100 service/protocol
NetScreen- Yes Yes SIP/DIP/servicel | Yes Yes Yes Yes
5GT addr group/VPN
tunnel/time/user
WatchGuard | Yes Yes SIP/DIP/servicel | No Yes No No
SOHO6tc protocol
ZyXEL Yes Yes SIP/DIP/service/ | Yes Yes Yes Yes
ZyWALL protocol
10w
SOHO / INAT
35 (VPN)
VPN @ (b) Check Point S-box VPN
VPN DES/3DES
MD5/SHA-1 NetScreen-5GT AES
TeraVPN (interoperability) TeraVPN
VPN TeraVPN
Protocol support Encryption algorithm Authentication
algorithm




AH ESP DES 3DES Others MD5 SHA1
AboCom FW 100 Yes Yes Yes Yes No Yes Yes
Check Point S-box optional | optional | optional | optional AES optional | optiona
(optional)
D-Link DFL 100 Yes Yes Yes Yes No Yes Yes
NetScreen-5GT Yes Yes Yes Yes AES-128 Yes Yes
bits
WatchGuard SOHO6tc Yes Yes Yes Yes No Yes Yes
ZyXEL Yes Yes Yes Yes No Yes Yes
ZyWALL 10W
(& SOHO /
Keying method IKE Authentication IKE Misc.
Manual IKE PSK RSA Others DH PFS
key group
AboCom FW 100 No Yes Yes Yes Refresh | No No
time
Check Point S-box optional | optional | optional | No No No No
D-Link DFL 100 Yes Yes Yes No No 1,2 Yes
NetScreen-5GT Yes Yes Yes Yes DSA 1,2,5 | Yes
WatchGuard SOHO6tc Yes Yes No No No No No
ZyXEL Yes Yes Yes No No 1,2 Yes
ZyWALL 10W
(b) SOHO / key exchange
3.6
D HTTP
requests URL
URL 2 HTTP request
()] ActiveX, Java, cookie
Protocol URL filter Database Miscellaneous
update
AboCom FW 100 | HTTP Yes No ActiveX/Javal/Popup/Cookie
Check Point HTTP redirection redirection | No
S-box

10




D-Link DFL 100 | No No No No
NetScreen-5GT HTTP redirection to from ActiveX/Javalzip/exe
WebSense or WebSense
SurfControl, by or
pattern SurfControl
WatchGuard HTTP Yes Yes Optional
SOHOG6tc
ZyXEL ZyWALL | HTTP database/keyword | Yes ActiveX/Javalcookie/web
10w proxy
SOHO /
3.7
SmartMetrics 3101A port client
server SmartFlow 2.2.0
client  port 64 bytes 256 bytes 1518 bytes raw IP
server port (zero-loss maximum
throughput) (latency) SmartFlow binary search
LAN WAN (1) NAT (2) NAT
AboCom FW 100
D-Link DFL-100 WatchGuard SOHO6tc NAT NAT
ZyXEL  Zywall 10W Check Point  S-box
WatchGuard SOHO6tc
10%

100% load

11



&5 L] L] 44—
internal client l - - - external server
e =3
B 155
o
Ko
=
120 *DUT treats the stress test as an attack and drops the packets.
2 1o
210 @64 /w NAT
o 80 m64 / wol|| NAT
> s o 0256 [/ w|| NAT
° 0256 / wo NAT
- 40 m1518 / w NAT
- @m1518 /wo NAT
20 I
0 (| O I L3 |_|
DFL100O NS5GT ZW10 wr AC100 WG6 t ¢ CPSbox*
SOHO /
NetScreen-5GT 1518 bytes
wire speed WatchGuard SOHOG6tc
D-Link DFL 100 AboCom FW 100
10% load 64 bytes AboCom FW 100
NetScreen-5GT 12ms latency
(connection rate)
WebSuite 2.10
TCP  3-way handshake
2%
98%

98%

12



WoatchGuard SOHO6tc

Check

connecétions

Max concurrent conn.
*DUT treats the stress test as an attack and refuses the connections.
o
[0}
o]
IS
=)
c
DFL1O00O NS5GT Z W10 W~ AC100 WG6t c*
SOHO /
(7))
- Max connection rate
g 140 *DUT treats the stress test as an attack and refuses the connections.
~ 120
o100
c 80
c
° 60
o 40
20
0
DFL10O NS5GT Z W10 W AC100 WG 6
SOHO /
AboCom NetScreen-5GT Check Point
S-box NetScreen-5GT
HTTPrequest request rate HTTP request
response Request WebSuite URI http://www.spirent.com

cookie Response

1460 bytes

13
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NetScreen D-Link DFL-100  Check Point S-box
0 Max request rate
2 35 *DUT treats the stress test as an attack and refuses the requests.
n 30
25
5
o 20
v 15
10
50
0
DFL10O NS5GT Z W10 w* AC100 WG6tc*
SOHO / HTTP request
3.8 (VPN)
VPN Spirent TeraMetrics 3301A VPN
TeraMetrics VPN gateway VPN
/
DES/MD5 3DES/SHA-1 AES 128 bitSHA-1(NetScreen )
@ (b (¢ DUT VPN tunnel

performance TeraVPN

14

VPN
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(Mbps)

VPN Throughput ( DES, MD5) — SOHO
- *Because of the limitation of TeraVPN, the actual throughput should be 2 — 3 times higher..
5 30
=25
o 2 ok O06 4Byt|es
=] | B256By|t es
215 01024Blytes
Z 10 O1350Bytes
- s 7__=:|_A_AZD_A—J_|_| ﬂ
. =M ||
AC100 DFL1O0O ZX10W NS5GT WG 6
n
o (@ SOHO / DES/MD5
o]
=
= VPN Throughput (3DES, SHA-1) — SOH!
; *Because of the limitation of TeraVPN, the actual throughput should be 2 — 3 times higher..
o 0 _
N
o 15 O64Bytles
> 1]
- 10 256 By|t es
o 01024Bytes
c S O01350Bytes
|_
0 \ _i_|_| \ —m \ ! —Jﬂ
AC100 DFL1O0OO ZX10WwW NS5GT WG 6
iy (b) SOHO / 3DES/SHA1
=
VPN Throughput (AES-128, SHA- 1) —
; *Because of the limitation of TeraVPN, the actual throughput should be 2 — 3 times higher..
o 10
e 8 |
> O6 4Byt es
5 6 [ WM256Bytes
e}
_ 4 O01024Byt es
= 5L ’—- 01350Bytes
|_
0
NS5GT
(c) SOHO / AES-128/SHA1
NetScreen-5GT ZyWall 10w

15



39 ( )

NetScreen-5GT
request
rate 330 requests/s 320 requests/s
throughput
30% (30 Mb/s)
30 Mbl/s
4 SME/Enterprise /
4.1
SME/Enterprise
Level Model Firewall | VPN IDS | Antivirus | Content | Bandwidth
filter Mgmt
AboCom FW Yes Yes No No Yes Yes
500
Cisco PIX Yes Yes No No Yes* No
SME 515E
WatchGuard Yes Yes No No Yes No
1000
AboCom FW Yes Yes No No Yes Yes
1000
Ent . Check Point Yes Yes No redirect Yes* No
nterprise | \ |
D-Link DFL Yes Yes Yes No Yes Yes
1500

*Cisco and Check Point NGAI can aso redirect URL requests to WebSense.
SME/Enterprise /

D-Link DFL 1500 IDS signature

16




preprocessing

Cisco PIX 515E  Check Point NGAI

Check Point NGAI

@ (b)
Level M odel os CPU Accelerator | RAM Flash Hard
disk
AboCom FW | Linux NS Geode No 32MB | 8MB No
500 300 MHz
Cisco PIX Cisco Intel VPN 32MB | 16 MB No
515E PIX 6.2 | Pentium Il acceleration
SME 433 MHz card
(optional)
WatchGuard | Linux AMD Yes 64MB | 8MB No
1000 K 6-2E+ 300
MHz
Abocom FW | Linux Intel No 64MB | 16 MB No
1000
CheckPoint Linux Intel Xeon VPN 2GB No 35GB
NGAI 2.4 GHz acceleration
Enterprise (dual) card
(optional)
D-Link DFL | NetOS | Intel SafeNet 256 32MB No
1500 ver Celeron SafeXcel MB
2.7 1.2GHz 1141
(&) SME/Enterprise
Level M odel Interfaces | Console | high-availability | Reset Size
port button
AboCom LAN:FEX1 No No Yes | 210mm(L) x 155mm(D)
FW 500 DMZ:FEx1 x 30mm(H)
WAN:FEXx1
SME Cisco PIX LAN:FEx1 RJ45 | DB-15and LAN No 445mm(L) x 280mm(D)
515E WAN:FEx1 X 44mm(H)
WatchGuard LAN:FEx1 DB-9 optional Yes | 350mm(L) x 235mm(D)
1000 WAN:FEx1 X 44mm(H)
optional:FEx1
AboCom LAN: FEx1 DB-9 No Yes | 440mm(L)x305mm(D)x
FW 1000 DMZ: FEx1 45mm(H)
WAN: FEx1
Enterprise Check Point | Total: FEx3 RJ-45 No Yes | 595mm(L) x 430mm(D)
NGAI & GEx2 x 90mm(H)
D-Link LAN: FEx2 DB-9 No No 425mm(L) x 240 mm
DFL 1500 DMZ: FEx1 (D) x 44mm (H)
WAN: FEx2

(b) SME/Enterprise

Check Point NGAI

17




4.2

Web
Check Point Smart Client WatchGuard
Control Center Cisco PIX 515E Check Point NGAI
Management I nterfaces System Troubleshooting
Maintenance
Level M odel GUI CLI | SNMP | config | firmware | Network | CPU/MEM
restore | upgrade | statistics | utilization
AboCom http telnet | Yes Yes Yes Yes No
FW 500
Cisco PIX https telnet | Yes Yes Yes Yes Yes
SME
515E
WatchGuard | Control | No No Yes Yes Yes Yes
1000 Center
AboCom http telnet | Yes Yes Yes Yes No
FW 1000
Check Point | https, SSH | Yes Yes Yes Yes Yes
Enterprise | NGAI Smart
Client
D-Link http telnet | Yes Yes Yes Yes Yes
DFL 1500 https SSH
SME/Enterprise /
4.3
SOHO
L ogging items L ogging functions
Level M odel Firewall | VPN | Intrusion | CF | Event | Log | syslog | Alarm | Download
log log log log | log to mail tofile
emails
AboCom Yes No Yes No | Yes Yes Yes Yes Yes
FW 500
Cisco PIX Yes Yes Yes Yes | Yes Yes Yes Yes Yes
SME
515E
WatchGuard Yes Yes Yes Yes| Yes Yes Yes Yes Yes
1000
AboCom Yes No Yes No | Yes Yes Yes Yes Yes
FW 1000
Enterprise Check Point Yes Yes Yes Yes| Yes Yes Yes Yes Yes
NGAI
D-Link Yes Yes Yes Yes| Yes Yes Yes Yes Yes
DFL 1500

18




SME/Enterprise

4.4
Check Point NGAI
Firewall NAT
Level Model | Packet | Sateful Classifier NAT(1-1) [ NAT(M-1) [ NAT(M- Port
filter inspection M) forwarding
AboCom Yes Yes SIP/DIP/SP/ Yes Yes Yes Yes
FW 500 DP/protocol
Cisco Yes Yes SIP/DIP/SP/ Yes Yes Yes Yes
SME PIX 515E DP/protocol
WatchGu Yes Yes SIP/DIP/ Yes Yes Yes Yes
ard 1000 service/
protocol
AboCom Yes Yes SIP/DIP/ Yes Yes Yes Yes
FwW 1000 service/
protocol
Enter- | Check Yes Yes SIP/DIP/ Yes Yes Yes Yes
prise Point NG service/
Al protocol/time
D-Link Yes Yes SIP/DIP/ Yes Yes Yes Yes
DFL service/
1500 protocol
SME/Enterprise / INAT
4.5 (VPN)
VPN @ (b) VPN
VPN DES/3DES MD5/SHA-1
Check Point NGAI AES CAST AboCom Cisco Check Point
RSA IKE TeraVPN
(interoperability) VPN TeraVPN
Protocol Encryption algorithm Authentication
support algorithm
Level M odel AH ESP DES 3DES | Others | MD5 SHA1
SME AboCom Yes Yes Yes Yes No Yes Yes
FW 500

19




Cisco PIX Yes Yes Yes Yes No Yes Yes
515E
WatchGuard | Yes Yes Yes Yes No Yes Yes
1000
AboCom Yes Yes Yes Yes No Yes Yes
FwW 1000
. Check Point Yes Yes Yes Yes AES, Yes Yes
Enterprise NGA| CAST
D-Link Yes Yes Yes Yes No Yes Yes
DFL 1500
(& SME/Enterprise
Keying method |KE Authentication IKE Misc.
Level M odel Manual | IKE PSK RSA Others DH PFS
key group
AboCom No Yes Yes Yes Refresh No No
FW 500 (128bits) | (128hits) time
SME Cisco PIX Yes Yes Yes Yes No 1,25 Yes
515E
WatchGuard Yes Yes No No No No No
1000
AboCom No Yes Yes Yes Refresh No No
Fw 1000 (128hits) | (128bits) time
Enterprise Check Point No Yes Yes Yes DSA 1,2,5 Yes
NGAI
D-Link Yes Yes Yes No No 1,2,5 Yes
DFL 1500
(b) SME/Enterprise / key exchange
4.6
Check Point
NGAI D-Link DFL 1500
Level M odel Protocol URL filter Database M iscellaneous
update
AboCom FW HTTP Yes No ActiveX/JavalPopup/
500 Cookie
Cisco PIX HTTP redirection redirection ActiveX/JavalURL
SME 515E
WatchGuard HTTP, FTR, database, Yes ActiveX/Java/Cookie/
1000 DNS, SMTP keyword Client connection/
Submission/Content type/
Unknown headers
Enterprise ?(I;J(;)élom FW HTTP Yes No ActiveX/Jav:aéPopup/Cook
Check Point HTTR, user-defined Yesre- ActiveX/JavalJavaScript/
NGAI SMTR, FTP, database, direction Script/FTP links/port
CIFS, redirection strings/Virus-Scanning
peer-to-peer (redirection)

20




D-Link DFL HTTR, database/key Yes ActiveX/JavalJavaScript/
1500 SMTPR, FTP word, file cookie/web proxy
extension, exempt zone
time of day
SME/Enterprise /
4.7
B
o 37
-
i 120 *DUT treats the stress test as an attack and drops the packets.
")
;10} 1 (364 / w |[NAT
o gor W64 / wol|| NAT
=
° 60 | || |O0256 / w|| NAT
. 0256 [/ wo NAT
- 40 I N " m1518 /w NAT
20 I I u 7 (31518 /|jwo NAT
0 | I:I I . 1 I 1 ||
Pl X515E* AC500 WG 1000 CPNG AC1000 DFL1500
SME/Enterprise /
AboCom FW 500 AboCom FW 1000 NAT
NAT Check Point NGAI WatchGuard 1000 NAT
Cisco
10% 100%
load
SME WatchGuard 1000 1518 bytes
wire speed Enterprise Check Point NGAI
(connection rate)
3.7

21



connections

Ma x concurrent conn.

*DUT treats the stress test as an attack and refuses the connections.

500
© 400
-~ 300
()
2200
S
5100
c

0
Pl X515E* ACS500 WG 1000 CPNG*
SME/Enterprise /

n
n Max connection rate
g *DUT treats the stress test as an attack and refuses the connections.
o
()
c
c
o
o

Pl X515E* AC500 WG 1000

CPNG*

SME/Enterprise /
Check Point NGAI  Cisco PIX 515E
SME
WatchGuard 1000 enterprise
request rate SME

WoatchGuard 1000  AboCom FW 1000

22

D-Link DFL 1500

enterprise
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AC1000



» Max request rat e
~ *DUT treats the stress test as an attack and refuses the requests.
n
606
—
©» 5080
()
s 400
o al
o 3060
-~ 2086
1060
0
PI X515E* AC500 WG 1000 CPNG* AC1000
SME/enterprise / HTTP request
48 (VPN)
VPN 48 @ (b)
TeraVPN
"
o
o
=
=~ VPN Throughput (DES, MD5) — SME-Class |and Enternpr
; *Because of the limitation of TeraVPN, the actual throughput should be 2 — 3 times higher..
230
;2“ = — m64Bydfes
220 | — — — — m256Bylt es
01; | | O1024Bytes
- O1350Blyt es
: 8
- o 1. = BRI EEEs EE
AC500 Pl1 X515E WG1000 AC1000 DFL1500 CPFP4
-~ (@ SOHO / DES/MD5
Q.
o
=
— VPN Throughput (3DES, SHA-1) — SME-Clags and Ent e
- *Because of the limitation of TeraVPN, the actual throughput should be 2 — 3 times higher..
s 40 —
o
‘;30 — O64Byt|es
S EB256By|t es
o 20 01024
- |_ r ytes
< 10 ] 01350 8s
'_
o L J ﬂ —; Il —J
AC500 Pl X515E WG1000 AC1000 DL1500 CPFP4
(b) SME/Enterprise / 3DES/SHA1

23



SME CiscoPIX 515 DES/MD5 3DES/SHA1

enterprise Check Point NGAI  D-Link DFL 1500
4.9 ( )
D-Link DFL 1500 IDS
256 bytes 64 Mb/s
throughput 1~4 Mb/s 256 bytes
28 Mb/s
SOHO NetScreen-5GT 380
reguests 300 requests AboCom FW 500 AboCom FW
1000 Check Point NGAI D-Link DFL 1500
30% (30 Mb/s) 2
Mb/s
5 Carrier /
51
carrier Net Screen-5200
(a) (b) Net Screen -
Di ffServ Net Screen-5GT
0Ss CPU Accel eRAMdrN aqHar d dfi sk
Net Screen-5200 |Powenr & ngaSS cvféere@B 3P MB Njo
4. 0.0 600 MHASI C
(& NetScreen-5200
I nterf aQ:oenssmIiegh-avﬁielséBi ety
port butfgon
Net Scregn-5200 RJo4wml: GExS82or None 445 mm( L)
GEx2+FE[x24 (D) x 85nm(H)

(b) NetScreen-5200

24



52

Net Screen-5200 8 Gigabit port
TeraMetrics GigablAN por¢l i entWAN port serve|l
NAT Net Screen-5200
1 Gb/ s wire speed NAT wir e

carrier

TCP HTTP request rate Net Scr een
67,000 TCP connections request r
reqguest 500, 000
Net Scr een VPN
]
a Net Screen-5200 TeraVPN
o)
i Net Screen-5200
5
o
<
o
]
o
;
|_
64 [/ w NAT 64 /wo NAT 256 /w NAT 256 /|jlwo NAT 151

NetScreen-5200

D-Link DFL 1500

Check Point

redirect

25



stress test

SYN flooding threshol d

3. | EEE 802. 1X
4 .
5.VPN V PN
tunnel tunnel tunnel
tunnel
Ter aVPN
tunnel
6 . throughput SOHO wire speed
23 Mb/ s enterprise wi r e
SOHO Net Screen-5GT Wat chGuard

wire speed

7
7.1
open source
Snort 2.0 open source
CPU 1
GB (signature)

26



(OB CPU RAM |IntefnCaceoRecovery
Net Screen{Li nuX Ll GB FEX2s from LD
| DP 100 1133 GEx 2
MH z
I ntrusion|{LinuX BDD MB FHEXx3 Yes from CD
SecureNet 5545 1GHz
I ntrusion |Li nuX 21*GB] I | FEX2s from LD
SecureNet 7145 1.4 GHz GEx 1
I SS Real SegWumeégRbkI | |18 6&GB FEX2s from LD
Gigabit Se¢eaG00 | MHz GEx1
| SS Li nuX XéokBl. 8 FHx 2 Yes from CD
Proventia|A201|GHz
Snort Lli nux |128PIMBI FHEN® N/ A
1GHz
7.2
1000-3000 URL list (
)
NetScreen-IDP 100 in-line in-line
NetScreen-IDP 100
policy
RST TCP
UDP
(aert)
signature
Snort

27



Signaf Dreeaxect | fnogrmaturne pri Arcitti ypn

Net Screeh@00+ I n-1|Cnété&calll] gnohiegh, dr op packet
I DP 100 Passivelmedi um, colnmvwe,cti on, clflose cl i
i nformatlogal alarm, send mail,
I ntrusi 0h800 Pass| vgeh, meHlié xitm, | og, tcp| dump, I
SecureN¥t5545 | ow tcp reset
Il ntrusi ¢h800 Pass| vgeh, meHlié xitm, | og, tcp| dump, I
SecureNet 7145 | ow tcp reset
| SS Real BecUr ¢ Pass| vgeh, meHis kiml, | ( RST) , lflog db, |
Gigabit|Senso Il ow view session, [email , s
I SS 1400 Pass| vgeh, meHdis kwiml, | ( RST) , lfJlog db, I
Proventia A201 Il ow vView session, [email , s
Snort 1821 Passive priority number | Pass, log, alert, dynamic,
activate
7.3
We b
Wi ndows Snort
SnortSnarf l og
Interfadepdate [Traffi qgCPU/ MEM
statistjlucslizatifon
Net Screen- Wi ndows|/fleisn u X Part i vaés
| DP 100 progr an (for anomaly
detectijon)
I ntrusi on Wi ndows|Yes No Yes
Secur eNet554pbBprogr anmn
Il ntrusi on Wi ndows|Yes N o Yes
SecureNet 7145Bpr ogr ani
I SS Real SeculffWi ndows|Yes Yes No
Gi gabit Sensiprogr an
| SS Wi ndows|Yes Yes N o
Proventia A20plrogr anm
Snort ThifrYde-spart yNo N o
tool s
7.4
nessus IDS
CVE-2001-0507 I1S Remote Command Execution

28



CAN-2002-1123

Microsoft's SQL Hello Overflow

CAN-2002-1337

Sendmail remote header buffer overflow

CAN-2003-0161

Sendmail buffer overflow due to type conversion

CAN-2003-0086

Samba Fragment Reassembly Overflow

CVE-2000-0573

wu-ftpd SITE EXEC vulnerability

CVE-2001-0872

OpenSSH Uselogin Environment Variables

CVE-2002-0083

OpenSSH Channel Code Off by 1

s MS-SQL- | Sendmail- Sendma- | Samba- Wu-ftpd- | OpenSSH- OpenSSH-
attack attack attack 1 attack 2 attack attack attack 1 attack 2
NetScreen-
IDP 100 Yes Yes Yes Yes Yes Yes Yes Yes
Intrusion
SecureNet Yes Yes Yes Yes Yes Yes *Yes *Yes
5545
Intrusion
SecureNet Yes Yes Yes Yes Yes Yes *Yes *Yes
7145
ISS
R_eal S_ecure Yes *Yes Yes Yes Yes Yes Yes Yes
Gigabit
Sensor
ISS
Proventia Yes *Yes Yes Yes Yes Yes Yes Yes
A201
Snort 2.0 No No No No Yes Yes No No
*detected after updating signatures
IDS
Intrusion  ISS signature
OpenSSH MS-SQL Snort
IS attack Snort
7.5
| DS (evasi on)

fragment

1

fragrouter

2 bytes

TCP

2 bytes

29

fragment

TCP

firmatgmeshit on

I DS

8/ 16/ 24 by

I DS

Secur



MS- SQL 1 byte TCP fragment N e
MS- SQL Snort Samba attack
ni kto URL evasion ( )
URL evasion
URL encoding
Self-reference
Premature URL ending
Prepend |l ong random stfring
Fake parameter
TAB as request space
Random case sensitivity
Wi ndows directory sepafator
Session splicing
ni kto
7.6
Aval anche 250 1000
I DS
1000 80 Mb/ s) I DS
100 Mb/ s
Gigabit Et her methet ap GAgabat port Pas
| DS
7.7
TCP
TCP | DS
TCP (al ert)
| DS
shot Snort Net Screen-1DP
| DS Deni al of Service
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7.8

1.
RST FC Net Screen-| DP 1
I SS Real Secure Guard TopLayer (
in-11ine
2. evasion | DS
evasion
3. Snort Net Screen-I1 DP 100 TC

4. 80 Mb/ s

5 | DS
| DS
8
8.1
PC
Sophos

recursive compression
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Mo \

60, 000 80,000
R (2NN >MmM[OmT] 6T < P4
- [= e} o C - 1 [ | c - - c
o | o3 |30O -3 | UD|T DO - 3
— T T T T Q0 o =) O c (=3
o| o= |=~o0 o — | o o ) ®
(o] = O D - 5 — - - -
o —~+ wn 3 -—|-> -—rg >
- o » 2 D ® O o Cc (¢} o
n o - ® -+ > o o — ~- -
o Q O ""g - - =
(7)) > = c < - o <
= ] th— i =2 = =
Trend SMER11/ 18 4 YE S YES « | YES Y6EBS 8 9L as s,
InterScarVﬂ"BusW_ﬂll—m S T ~ |MovewmwDel ete|,
Evaluati qHT®H o ‘D: > o » ® Cleag ®
Panda SMEH 11/ L8 -QES ” Y ES N/ A|65N,L,B349 Cl ear
Peri meterScan fér 7 5 - - > |MovepDel etel
Sendmai | a - - @ < ® |Rename|, @
< ~ ® = - =
® > w |l gnoke ®
HGi ga SMTRY7/ 1 Y EnS YE$ o [N/ A o NgA —~908ss,
Virusher||BORS3 - ; T |Del etel, Cl &€afn
= - B—
= (2]
Compressi diiréndm®anda HGi ga
Inter §Sa@amni met\wirrSwcsalper | oc k
VirusWall
PKZI P(. Z1 P) Yes YE s Yes
PKZI P(. exe) N o N g N o
LHA(. LZH) Yes Yes N o
LHA(. exe) Yes Y e { N o
RAR(. RAR) No No N o
RAR(. exe) N o N o N o
ARJ (. ARJ) Yes Y e g Yes
ARJ( . exe) N o N o N o
TAR(. tar) Yes Yels Yes
TAR/ GZ(.tgz) Yes Yle s Yes
GZI P(.gz) Yes Yef Yes
UNI X (. Z) Yes *Ye Yes
BZlI P(.bz) N o N o N o
BZlI P2(.bz2) Yes *Yes N o
Uuencode (. UUIE) Y e 9 Yes Yes
Base64(.B64) N o No N o
ACE(. ACE) N o N o N o
MS (. XXX _) Yes *Yep N o
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8.2

Emai |

Virusher!|l ock

VirusWwWall

CVP(Content

C

S i

heck Point

gnatur e

I nt e

Ve CtSP(iCognt Bnot Sdca@aln)ni nmge dPirrod wtc o | )

9] ” — c @]
< o o » ® o <
° 3 = > [¢) =1 - o
- - D - - ~* o o
- _ a o - o =
-+ « c « —_ o c -
- c — = = — o =
o - o [ - - - (5]
m L d
- o e ® ® o = %)
- . o _ < he)
o o (_n 2 = =] )
Trend E-®Mail :,V\Y(I@SdowMazlINoRemzaalyZ YES @ Pr &gfr am Pl
InterScang We b s |[ProxXy o o 256.MB
Viruswal g ; ® |CVP,C|SP : RA M-
Panda E-Mail ~ Webp Y€ S p@allo‘RE‘$ay RBSrionmgTr g m P11
PerimetterSg¢an o - e o ® 256%p
S - )
o = ® _ g RA M-
HGi ga E-Mail o Wep Y E 9 Ma|iNlOSRle | Aapyp ||B eean@t¢i f uR4 2.
Virushearlog¢k o ° and— ~ 128%d | MB
@ o Versatil e RAM
= S =
- =
D [72]
8.2
10 200 1 MB
200
1 MB (8 Mb) deliver 400 4 Mb/ s

33



( Se

[¢D)
=
:
>
; ——Tr end
~ —=—HGi|g a
: ——Pan/da
[¢D)
a)

10 20 30 40 50 75 100 200

Tot al Mai | Number
8.3
1.
I nter Scan VirusWwall FTP HTTP
2.
3 7 11
4 .
5. (anti-spam)
anti-spam
9
9.1
(request) (response)
AscenGat e Surf Control Web Filter PC



WebSense

oS CPU RAM
AscenVi sionlLi nux I NTEL| P4 2.4 GHz 1 GB
AscenGate 2000

Linux I NTEL|PI 11 1 GHz 256

Surf ControllWindows 2000 |IAMTEBhckl I|I1.80GGB

Web Filter [Server MH z
WebSense Wi ndows 2000 |AMD aAtclel ol GB
Enterprise|8é&rver 1. 6GHz (dual)
9.2
GUI CLI Conf i g/f Bytsd [ecabsle
Backup|UpdaffSupport
Language
AscenVisi QHTTP tell net N o Yes 3
AscenGate |2000 ( /
)
HTTPS N/| As Ye Yes 1
Surf ContrqgWindows |progrjam N/ A Yle s Yes
Web Filter
WebSense HTTP/ Wi ndNo/ws No es 7
Enterprisgpwvbgram

9.3

URL URL [ i st

30 80+

URL URL
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AscenGate 2000 URL
SmartFilter
Bl ock Block Twpeitolfdantge gdluimés URL
Met hod Type of URmMmaintali ner
As c en V|iURiLo n User s|/Usk,r sWg3r0, 3,700,000 From
AscengGlat e page URL, Smart Ffi |l ter
2000 Keywor(d
URL, KelWewerad/ I|PseWsh| P 2 400,Ppo0oO0
(in conpamgt)
Sur f Co|fUtRrLal KelWwer d DefUs eir 57 pARO, 4,000, 000 Sur f Co
Web Fill(tienmr URL|) Fil e, URL,
ProtocoglProPocpl
We b Se n{sUR L User |Defeirmsi/ {8P®H+N 5,000, 004( We b Se |
Enterplri se v5 Fil e, URL,
ProtocoglProPocpl ,
Categofries
9.4
URL I P
User User I P [Ti meBandwi dt|h
URL DefinjKeyoword (Mgt |Mgt|[Mgt.
Definitiflon
AscenVi siojnfes (confliYgeusr ed ofgf oml y) Yes Yes Y
AscenGate |2Z2000nsol e onl y)
Yes Yes (wiehbjn Yes N o
content)
Sur f Contr oflYes Yes (URL pl odk) Yes Yes
Web Filter
WebSense Yes Yes (URL Ppl odgk) Yes Yes
Enterprise| v5

95
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Real - TNontei f i [(Reetpioan| Reporting|({System
Moni t pMétntlgod(Cat eggdFbemat Logs
AscenVi sYe@qn Ma i | 28 1 HT ML Yes
AscenGate 2000
N o N/ A 2 1 H|IT ML Yes
Surf Cont{Yeemd Ma i | 55 14|YePRBDF H|T ML
Web Fil er MS Wor d.
WebSenseYes Mai | 80 1 ( prresprifetary f ol
Enterprise v5
9.6
250
Surf Control
50. 6% URL
90 % URL | i st
URL
URL | i st
500
250 250
AscenVi sion 158/ 250 6 3.63%0 %
o-N
AscenGate 2006 1577250 532 8%
233/ 250 (1/93/250)[93. 0%. Q%0 [ & %2 %)
232/ 250 (6/0/250) 92. 8%( 2[4 %)
Surf Control 204/ 250 818®%6 %
Web Filter 2447 250 97. 6%
We b Sense 155/ 250 62%6. 6%
Enterprise V5 228/ 250 on . 2%
* URL | st
9.7
Aval anche

t hroughput
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Web Sense

PC

Bthrouput

We b Sense

10 UIRLEL é§ st

throughput
(7]
=
=
AscenGat e Surf Control
9.8
1. URL
URL URL
2.
3.URL || i st URL
30 50 MB
4 . 30 80
5. 60% 90%
6 . throughput 25 Mb/ s 50 Mb/ s

throughput
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10

10.1 SOHO /
1)
() (©)] (4) VPN
NetScreen-5GT 19.5
Model Easy touse | Functionality Firewall VPN Price/Value
Performance | Performance
Abocom FW $8,900
100
Check Point No support | $28,000 ~ $48,000
S-box
D-Link DFL $17,500
100
NetScreen-5GT $32,999
WatchGuard $32,000
SOHO6tc
ZyXEL N/A $16,800
ZyWALL 10W
SOHO /
10.2 SME/Enterprise/Carrier /
carrier NetScreen-5200
SME Cisco 515E WoatchGuard 1000
enterprise Check Point NGAI D-Link DFL 1500
Check Point NGAI license

D-Link DFL-1500
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Easy touse | Functionality Firewall VPN Price/ Value
Performance | Performance
AboCom FW 500 $29,000
Cisco PIX 515E N/A $175,000
WatchGuard 1000 $230,000
AboCom FW 1000 $118,000
Check Point NGAI $130,000 (25
users) ~
$1,100,000
(unlimited)
D-Link DFL 1500 $240,000
NetScreen-5200 $4,740,000
SME/enterprise/carrier /
10.3
IDS
reporting
NetScreen-IDP 100  reporting
MS-SQL
NetScreen-IDP 100  Intrusion 2bytes fragment MS-SQL
ISS signature

40

Snort




Easy tloposéirngRe DetkRrcitd @/nVal e
capabil |ty
Net Screen-||l DP 100 $1,05C¢C
I ntrusi on $797,000
SecureNet 5545
I ntrusion $1,320, 000
SecureNet 71145
I SS Real Sejcur e $3,500, §0O
Gigabit Sepnsor
I SS $900, 000
Proventia |A201
Snort 2.0 fIree
104
Il nter Scan VirusWall
Mo d el Eagy to uge Fuinctionality Perf or me
Trend $30,400 fgr 50 wuse
I nter ScanV¥irusWa|l | $304, 000 fofr 500 wus:
Panda $168, 000 [for 100
Peri meter $Scan f ofr enterprise [users
Sendmai l $200, 000 fofr 2000 st
users
HGi ga $99, 000 fq@gr 100 wus
Virusherl gck $199, 000 fo("r 300 use¢
10.5
Surf Control
Mo d el Eapy ttioon|aslei t yFUmRe port|i Pgi ce/[Matleucet i
accurjacy

41



AscenVil|si on $599|, 990
AscenGajte 2000¢
$4, 9|50
Surf Conltr ol $170, 000 f
Web Filljter 100 wuse€rs
We b Sensle $120, C
100 wuse€|rs
10.6
SOHO /| VP Net Screen-|5GT Net Scr een
SME /| VP WatchGuard 1000 Ci sco PI
Enterprise / VPN CheckPoint NGAI D-L
Net Screen-| DP|Ne®@ Screen-1DP 100
TrendMicro lldjt erTSrceamd WiicrucslWWlant er Sc a
Surf Control Web Filter We b Sen:

1.SOHO

/ VPN

SOHO

2.SME/ Enterprise

3.

Net Screen-5GT

SOHO SME

carrier

Power PC CPU

SME/ Enterprise

I nt el

N enttweod r kI XPPr o4c2ebs s o r

N e

ASI C

GigaScreen

42

X 86

t wor k

I ASI C

CPU

Processor

Net Scr e



(parsing) session |l ookup

Net Screen-5200

VPN Ter aVPN

TCP

Li nux Li nux

redirect
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