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TCP/IP [2] ARP
(Address Resol ution Protocol) DNS (Domain Name System) Data link
ICMP (Internet Control Message Protocol) IP (Internet Protocol) NetworkA

TCP (Transmission Control Protocol) UDP (User Datagram Protocol) ~ Transport

Addressing  Naming ARP DNS ARP TCP/IP IP (IPv4
32 ) Hardware (Ethernet 48 )

Mapping DNS TCP/IP IP Host Mapping

Internal Behaviors IP



Probing ICMP

alive
hop
Categories Name of the tool
Addressing and Naming ARP
Host
Internal Behaviors Netstat
Tcpdump
Probing Ping
Traceroute
TCP/IP Physical Data Link Network Transport
Application Data Link Network
Routing Transport (end-to-end) TCP
UDP Application Client/Server
[1] Linux Net woTkansporkttrneApl icati on
user space
|
H Us er
| Proceds application |l ayer

TCP ubr transport Il ayer

I CMP I P I GMP networ Kk llayer

Har dwap e R ARP dat a I i nk |l ayer

. TCP/IP
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Ping Source  Destination
hostname
DNSh dq)s|t l1pinglient
| P addrless
S I CMP r e u
Source ™, l .
routi ng abl e
|xrouee|t;2t' LCpP
BPFt o pdulmp (\\
S
‘[ vy | Pldatagr
copy of i /04utApRaP)11ets 3 I A
4. ARP reetQhUeerS\ltet driver
(br oadlasth
A 4
Etlhernet \
| \ 5. ARP replly(uni ¢
etlhernet drelt\hé?rne\t drdd/re,respo ding
v \ 4 et hernet addr e
Destinationl> ARPL( 6. I CM®7. ping|l s
Ping
1. Source Ping Destination Host
IP DNS( Resolver) Mapping Ping
resolve hosthame
2. ICMP ICMP echo request request Destination IP
3. Routing table  entry Destination locally connected
local host Destination remotely connected
default gateway  local next-hop router
4 host router IP Hardware
Mapping ARP ARP Broadcast ARPrequest local
host
5. host Unicast ARPreply
6. Source Hardware IP
7. Sour ®estinatioaal Detsi nati on



Destination ARP cache Source entry Ping
Source
Ping
3
A.Host
"host” DNS host I P I P
host "host” " nslookup” host debug
Ty pePTR Pointerl Puerdgomai n i-addr . ar pa
domai €l ass=1 Nnternet
€ host -d 140.113.88. 190 BY#EHS...
v: res_nmkguery(QUERY, 120.88.115.140. IN-ADDR _ARPA., IM, PTR)
a2 res_send()
.: ->»»HEADER<<- opcode: QUERY, status: NOERROR, 1d: SI850
i: flags: rd; QUERY: 1, ANSWER: O, AUTHORITY: 0O, ADDITIOMNAL: O
- 190.88.113.140. IN-ADDRE . ARPA, type = FIR, class = [N
.; Querying server (# 1) address = 140.113.17%.250
L. ot answer:
i: ->»HEADER<<- opcode: QUERY, status: NOERROR, 1d: 51850
v flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIOMAL: 3
Ls 190.88.115.140. IN-ADDR . aRPA&, type = PTE, class = [N
10.88.113.140. [N-aDDRE.ARPA. 22hl10md46s IN PTR  speedserver.cis.nctu.edu. tw.
B8.113.140.1n-addr.arpa. 22hl0md6s [N MS cisserv.cis.nctu.edu.tw.
88.113.140.in-addr.arpa. 22hl0md46s IN NS cissocll.cis.nctu.edu.tw.
cisserv.cis.nctu.edu.tw., 17hém3ls IMN & 140.113.207.5
cisserv.cls.nctu.edu.tw. 17hém5ls IMN & 140.113.23.1
cissoll.cis.noctu.edu.tw. 17h6ém3ls IMN & 140.113.23.101
rcode = O {(Success), ancount=1
10 88.113. 140, [M-aDDE . ARPA domain name pointer speedserver.cils.nctu.edu.tw
. Host
DNS Zone tranddreeg trasSsftendary DNS
Pri mary DNZBone DNS DNS Query
Secondary DNS Zone transfer
370 host I P grep A A wc |

ﬁ/‘thost -1 -y -t any eic.nctu.edu.tw | grep A | wc -1 E’lﬂiﬁjﬁ

373

. Host  Zonetransfer



host [-1] [-v] [-w] [-r] [-d] [-t querytype] [-a] host [server]
-l domain -d
-V -t
-w -a -v —t any
-r DNS
. Host
B.ARP
"arp” ARP cache ARP entry ARP
IP Hardware M apping ( tcpdump )
ARPrequest ARP reply ARP who-has reply

i cat /root/dump BYEH...

04:07:02.589635 arp

who-has

140.113.179.67 tell 140.112.179.66

04:07:03.589716 arp keplw [ldD.ll?).l?El.ﬁ? 1s-at 0:50:ba:ae:39:5¢1

.ARP

ARP cache P HWType Ethernet
HWaddr eséP Har dwar € ) FI ad Comple

arp entRiyng

i ncompdrettrey

W aro -v L. 32-bit Internet address 48-bit Ethernet address
Address HWtype HWaddress /Flaﬁs Mask [face
(140.113.179.254 | ether 10C: 06:F2: eth0
140.113.179.253 ethd
ngif.eic.nctu.edu. tw ether UD:SD:B&:AE:SQ:&C L ethD
Entries: 3 Skipped: 0 Found: 3 Will time out after Smin.

i ncompadrpeentry

(5)

.ARP  Verbose

arp [-v] [-n] [-i] [-H type] [-ahostname] [ -d hostname] [-s hosthame hw_addr]
-V -a host
-n -d host arpentry
-i Interface -S host arpentry
H (type)

.Arp



A.Netstat
"netstat” netstat
Interface MTU (

Ethernet RFC 894 46~1500 bytes)

Received Transmitted
T netstat -1 BURGHL...

Kernel Interface 1a

Iface m]{et RX-0K |EX-EER EX-DEP EX-OVR TX-ERR TH-DRP TX-OVR Flg

ethl il 0 8 a 0 0 I3 0 0 0 BEMRU
la 3024 1] as55 1] 0 1] as5 1] 1] 0 LRU

Maximum transmission unit

Interface
All connections (a) TCP (t) UDP (-u)
Numeric (-n) IP Local Local Address host(or 1P):port
active  server connection port state LISTEN
(SYN_REQUEST) TCP state

fienetstat -a -t -u -n HYfficth.. Can’t receive SYN segments

Active Internet comnections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address
tep 0 111 140.113,179.250-10000  140,113.179.67: 1146 ESTABLI SHEI

tep 0 0 140.113.179.250:10000  140.113.179.67: 1145 a

tcp 0 0 140.113.179.250:10000  140,113.179.67:1144  TDE_WAIT
tep 0 0 140.113.179.250:10000  140,113.179.67:1143  TIE_WAIT
tcp 0 0 140.113.179.250:23 140.113.179.67:1116  ESTABLISHED
tcp 0 0 140.113.179.250:23 140,113.179.67:1154  ESTABLISHED
tep 0 0 140.113.179.250:23 140.113.179.67:1100  ESTABLISHED
top 0 0 140.113.179.250:10000  140.113.179.47:1084  CLOSE

tep 0 0 0.0.0.0:10000 0.0,0.0:*

Accept future conneétion requests

TCP UDP Active

Connection StateExplanati on

ESAIBLI SHED Socket




SYN_SENT Socket
SYN_RECV
FI N_WAITI1 Socket
FI N_WAI T2 Socket
TI ME_WAI T Socket
CLOSED Socket

.TCP

netstat [-v] [-n] [-i] [-g] [-s] [-N] [-A family]
-V -S
-n -N netlink
-i Interface -A
-g | GMP mul ticast grojup
. Netstat

B.Tcpdump

" Tepdump”
tcpdump tcpdump
host port 140.113.88.190 IP port
21 10 tcpdump

e tepdump -c 10 host 140.112.28.190 and port 21 = dump B9HG ...

tcpdump: listening on ethi

Host port  Tcpdump

TCP connecti on ) TCP connection

Thrweaey Hands hadko mme cSyinoecnhr oni zati o®YNy(nchroni zed

Sequence Number) Il SN(Ilnitialbe$gquenpe@rNum
port SYN SYN I SN
I SN+1( ) SYN

| SN+1acknowl edge Handshaking
TCP connectTlhmesey HandsHALWPi cgnnection

TCP Ful | dupl ex ack



{serwer_ 150, et e ST E

Pores seemecr (server TRELEEE —mmmmmm

ocorTEectior

W sstab hsbrnent
L - - - __ il S [ P
ST _=Trg {active Close
. Ly @nch e hver TR 1O s
e Chieor LST corTresiiom
P t=rrmirnationm

ey (oassive closen

\

‘/M/

.TCP
TCP connecti on
S SYN F FI N
first:l ast (fni rbsytt es)l ast n byt dsafsitr st
control message 0 dat a 0

S SYN Synchronized
sequence number
F FIN Finished sending data.
P PSH Fush data
R RST Reset connection
None of above

fit cat /root/dump #result of tepdump -t

[ 140.113,179,67.1137 > dns.nctu, 1dv. tw. telnet:

dng .nctu, idv. tw. telnet » 140,113,179, 67.1137:
140 113, 079,67,1137 > dng.nctu, idv, tw. telnet:
- dng.notu. idv. tw, telnet » 140, 113.179,67,1137:
1[40, 113.179,67, 1137 > dng .nctu, idv. tw, telnet:
140, 113.179,67 1137 > dns .nctu, idv, tw. telnet:

Initial sequence number (ISN)

- Available receive window |

dunp I

T2 T2

*x]

Lack 266 win 17256 (DF)
44:44(0] ack 2ob win 17256 TDF)

2373307076:2373307076(0) ack 24B0052012 win 32820 <nss 1460, nop, nop

24800500] 1:2480052011(0) [win 16384 ,\n<wp,sack0b (IF)
)

J|ack 1 win 17520 (DF)

246:265(19) ack 44 win 32120 (DF)

' Max-segment-size

first:last(nbytes)
~ dng.nctu. 1dv. tw. telnet > 140, 113,179,687, 1137: |, ack 45 win 32120 (DF) : :
Tcpdump TCP
tcpdump [-v] [-n] [ -i] [ -c count] [-t] [ -ssnaplen] [ expression]
v -vv -t
-n -S 68bytes
-l Interface Expression AND, OR
-cdump
. Tepdump




A.Ping

"Ping”
(Round-trip time) Ping ICMP (echo request) (echo
reply) identifier ICMP ID Sequence
0
Twvpe 0/8 : echo reply/echo request
1] T E 1a la 31
t¥ype (0 or 273 code (03 checksum
identificr = process TD scguence number = 0+
ICMP echo request and echo reply messages
.ICMPechoreply echo request
ping (qui et modéjJ | oodis5mg)0
1001 CMP ( )

f& ping -q -f -c 5000 140.113.88.190 fquietly flood 5000 packets| to Speedsrv HY#HL...

PING 140.113.83.190 (140.1132.88.190): 56 data bytes

--- 140.113.88.190 ping statistics ---
5071 packets transmitted, 5000 packets recelwed, 1% packet loss
round-trip minfavg/max = 0.6/10.3/30.5 ms

Flood
ARP Cache Ping Cache
I CMP 140. 113. 83RPOCacheARP entry I CMP
Roufhdip Ti me 2~3 Ping

ARP Cach&40. 113 .A8R8P. 1ent r vy ARP request/reply

| CMP Rounhdip Ti me&MP ARP Cache



e ping -c 4 140.112 .82 . 190 #bo arp entrsx |at this +ime BOEFEFE. ..

PING 140.1132 .88 .190 (140.112.88.190>: 56 data byt

64 bytes from 140.113.88.190: icmp_seq—0 tt1—127 ftime—1.6 ms |
51 bytes from 140.112 .88 . 190: icmp_seg—1 tt1—=127 time—0. 7 ms

64 bytes from 140.112.88.190: icmp_seg=2 ttl=127 time=0.&6 ms

G5 bhwtes from 140.1132.8&.190:- 1 Ccmp_ S eag=— 2 ttl=127 time=0 .7 wms

--- 140.112.82.190 ping statistics - - -

4 packets tramsmiltted, 4 packets recelwed O% packet loss
rournd-trip mimnSavssSfmax = 0. &, 0.9751 . &8 m=s

ffE pinmg -c 4 140.1132 .88 .190 #Mrith arp emtrw|at this time BESTEY -

PING 140.112 .38 .190 (140.112.22.1903>: 5& data by tes
&1 bwtes from 140,112 .23, 190: icmp_seg=0 tt1=127 |time=0.3 ms|

G bwtes from 1400112 .28 . 190 icmp_seg=1 ttl=127 T ime=0_ ms
6 bwtes from 140.1132 .88 . 190: 1cmp = eqge=2 ttle=127 time=0 .7 ms
54 byxtes from 140.112.388.190: icmp_seqg=232 tt1l=127 time=0.7 ms

--=- 1440.112 .82 .190 pinmng statistics - - -
4 packets tramnmsmitted, 4 packetrs recelwed . 0% packe=t loss
round - trip minfFfawvgsmax = 0.7570.750.8 ms

. ARP cache

ping [-dfngrvR] [-c count] [-i wait] [-s packetsize]

v -
ﬂ ﬂ
-i request interval -S
-C

. Ping

B.Traceroute

"Traceroute” 1P
TCP/IP Traceroute ICMP TTL(Time-to-Live)
TTL
1 0 discard( ) ICMP (time
exceeded) Traceroute TTL
TTL 1 TTL 2
Traceroute UDP  port ( 30,000)
port port (unreachable)

Traceroute IP

ﬁﬁcat Jroot/icop_dump #capture icmp packets Hﬁ@ﬁtﬁu.

140.113.17%.254 » dns.nctu.idv.tw; icop: time eiceeded in-transit
CIS-E3sw. NCTU.edu. tw > dns.nctu. 1dv. tw: icmp: time eaceeded in-transit
mail.cis.nctu.edu.tw » dns.nctu.idv.tw: icop: mail.cis.nctu.edu.tw udp port 33441 unreachable

Tcpdump Traceroute ICMP

10



traceroute [-dFInrvx] [ -f first_ttl ] [-g gateway ] [-i iface ]
[-m max_ttl ] [-p port ] [-g nqueries]
[-ssrc_addr ] [-ttos] [-w waittime] host [ packetlen ]

[1] W. Richard Stevens, "TCP/IP lllustrated VVolume 1: The Protocols', Addison Wedey, 1994

-V -a host

-n -d host

-i Interface -S host

H (type)

. Traceroute
I V.
(
) TCP/ 1 P
Namingand Addressing

dnswalk A DNS database
debugger

Lanlord A dhcpd lease reporting
program

KemBind A front-end utility to
configure bind

Internal Behaviors

Funlog A colorful IP logger of the
network traffic

Sniffit A complete packet sniffer

Perro Logs incoming IP:TCP,
UDP and ICMP packets

Probing

penemo PErl NEtwork Monitor
performs several check
functions

OpenNMS Java-based network &
systems management

BINDMON Run on a DNS serverto
do system health monitoring

. GPL
V.

[2] Steve Maxwell, "Red Hat Linux Network Management Tools', McGraw-Hill, 2000
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