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#(Router)if5¢ » 7 i DL Backbone £33 » [RIPELAIA] NS HY T (AR it R 51
mtr © 3Com[2] AR~ (Adapter Card)E5E » B LIRS 2 a7 =i E i - Bay Networks[3]
HEZR G $Hf ATM(Asynchronous Transfer Mode) Switching YL - R ZHVE ISR
ATM FEfL I 0 DIER Backbone Bl SOHO(Small Office Home Office)miEs4 BI#% Cisco
Bl 3Com 752 » {HE R T A NS TS A » JEHEL Nortel Networks[3[3EffEZATA
AR > ROESEFRAT A AL AR BB - Lucent[4]Ed Nortel Networks [A]Fx/ZH
SRS A IR R - Se R BV ERE = TR E ) » BRI R < sk
RENERZ & e L B RIREZE[S] - Intel[6]H BLRAERHSSZAHH09ElT » FRLAGANEALE R
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3. JEURG 2R SR /5 i 2R 2T 2% 21 83 (Original Equipment Manufacture/Original Design
Manufacture, OEM/ODM)jE it ELEE 1Y% © PRIEHEREZE st EAS Ve » Bl Rr AR
Wt a RS/ e tat s TR A A X o BB AR s A E
anH R4 F T ABIBR 185 » (E AR AR IR ) s Ao 5 LR - s B A s Y g s R T

P& AR T - —[EB LA N R - (BRI R G B 2088 R 2 KR =]y
AP AGE AR » W R — RIS AR SR B 2 « B AL DM EE AL B T AZ
3Com HYZEEINES » SoRIERE TG E R » FEREArEETT -

- ROEBE LN TR

Ry 1 R R E A S P B ai oL E A E R (AR AT AR A 1 > SRS RS I
HIS M T e AR —  FRAFHEELA Cisco ~ 3Com ~ Nortel Networks ~ Lucent B Intel 254} 5]
KRN EBIA g D-link ~ Accton ~ Acer 81 ZyXEL HYZENFS T - RIS SHHYLIRE L
=KIH © Access ~ Core ~ Service » Hirl Access BEIFF M3 - S NATEIH F 3 H1E R
LAN Access* WAN Access Jz Wireless Access /7= 48 Core £ B HEFSHERS AT L SE I -
fi] Service & EAFRAS MBS R < 38 = ATHMM L 10 KIH AR5 1% -
B RIER FE it PR i R A [N 2T o - B 258 2 g s i A
B PR [ — S B Y e LR ORI PRSI RS TR —/ N L RIS MR
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AR 2 2 A 2 W S RS A - AR RAUZHRE 2L AT 0 e — RIS

REME st AEEs R o 25 MR ARG 25 g Acifias (Layer 2 Switch) - SEAHEE M —

=

BRI EAUE E M R RE R - (B2 EMTeEE R 200 BREEtR

!

EEAR S B > SRR E MU R R IR o ik BT A IR —(E Collision
Domain ; [fj A2 #a g —{EHt 2 {1 Collision Domain » 55 —FHAYEHERHE 1] I RE
T RSE R R R R AR R R 5] 53 5% 56K - ISDN(Integrated Services
Digital Network) * DSL(Digital Subscriber Line)Eil Cable & AESHRHE - 55 PUREITEEFIIR
#8(Access Server) 5 A E ZEBURFOE A DUEAFHERS &RV AT RIS ES
PR EIW AN [R] 5CRT 55 s B F U Sl (Broadband - Access Headend)Bil i i {7-HY
5 (Al il s (Remote Access Service Server, RAS Server) i - 55 7LAHAY AL ELTTH)
(Wireless & Mobility)7 it R 75t A AR IOE VA S i > /LG AR e s B Tl
RO © 257N BUE R H g/ 2 J8 2 fde(Multilayer Switch) » 58 XH7E b2 FH AR 1 % 22 118
Broadcast Domain > H[I subnet » FT LA AT AR SRFAABRE RS o ARTTELTEE Fhas i H RO
TEHIESE D AT LA A$EHIEL ASIC(Application Specific Integrated Circuits)£ i<y

EEFHARITSAHE » S5 R s — g 7cifias (Layer 3 Switch) : SBPU-L /@2 {fidi(Layer 4-7



Switch) QI T DIARIEES —f@ DL L2 FeH (headen) AT T U - BFEFLIEAEIRYERER - (]
ATA] DIARSER E 555 (Destination Port Number) » REEMUBRREIRFENE E - LT
IP & A MT(IP Telephony) b5 E U 20 #(Packet Switching)fEES AT T #ER - SE D
{EEERS A HA(Circuit Switching) g% FFTRREFR AR (THUBAR - MEHE ST
IP-to-Circuit $5H4fF) VoIP [#]iay(VoIP Gateway) Ll K E #2 e (E 5t A g1 B R A
i = 58 ) \JHAY HE A A2 2U{R] ik #is (Application Server) fi5 2113 FI R AGH B2 [ M BCE e fiE
Web/Mail £ FIRE UIRBSHIRFRIERS © 268 ) U EAVAE RS (Network Management)$57 8!
Rl SR R R A L RO FE RS BRI R 4050 © B8 THEAY SRR (Intranet {245
RIS B T AT TR A HURE O+ A5RS04 (Network Security) DUSAH TR HH
(Bandwidth Manager)f4 7 5 ©

AL Data Communication 71 1999 4 1 H AR R{EZLFTZE H(HOT Products)
RSB > BB S B A A S SR - MR © 25 —{E 5172 Internet Devices 1] Fort

Knox Policy Router[16] >

s

i E AR - EERLA #9i%(Virtual Private Network,
VPN) ~ [ K& (Firewall) By & 24 THEE » ATLUE R pure Router ~ Network Security Eil

Bandwidth Manager —FH¥&S R 5 25 {74 Indus River #4 Riverworks[17] » %/

I

A b RS (EIRR S ~ LA s LR S 2 TRE > FrLUE R RAS Server -
Network Security Hil Bandwidth Manager —JHFEAS MM » 26 —{EF T2 Arrowpoint [
CS Session Switch[18] » FZaE M EAH . ~ = ~ U-L/@ s ST A I TIEE - FTlA

J& A Layer 2 Switch ~ Layer 3 Switch ~ Layer 4-7 Switch Eil Bandwidth Manager VUSE#E &

WY i

NIRAE—THAE i SR R 2T L6E R ] DA i SR B2 Y HE 22 D > FT AR 26
FAZE AR G R AR AR FE e RIS, 2 — » CHOERABESESATRRYINY Intranet XEH1]3)
REREAEIEMNT -
= ~ Access

3.1 HEI%-F[2,6,11,19,20]



i A o e e [ e NP i A A S RS paaivid= Gl S A
HIRIFRIEAZ » AT LAIRAMI AT S LR 2 2 (Rl IR gt s - AR — P e

{rI s D B — R B RV Z2 B IERY - K ORI A S - LS 2
g 3R] DURIRERS AT 22 I R IR B A s 25 (AT B, - SE R — Ll - i
Ho—{ link FYBDRHARZHE - ATLURRR > BRI MG HAAY link > DUSEI R EEL 2
A AR link BRSREF - AT RUBEASRATARS link R B ALY link - ¢ EEFZ link
fEfE R - HABAE link & B EhtRER M ECEIEEAFRY link _F - SE e B EEER
THHE  3Com YRR T ZBAEMIRAS TP L 4 SRAEES-RORMEES R UG 1 R > DUEE
{it 800Mbps = TAYERMEASR > INBE thEEIEft I 21 link - FrLAth BT EEK
B ShSTEAITIRE

fEE AR Ll > BIPRR HUT D-link A5 2R EE (R a1 > Aml— 2l ATk
PR R EE Al AR A LLEIT 751 - TR (ke imitd B R e AR R Intel
3Com Ei D-link °

Rkt v LURRE AR R T SR8 6 > — H ISR iR A LIRS R > 59—
PAIEHEASTRg SRR Sacses cyl RN niSa s AYEEgr- el I e o [ ST =it g s DY S
{2 B 2R ERNR -

Vendor |Product Ports |Auto-sensing |Auto- Aggregate  [Resilient
10/100 sensing throughput [server link
HDX/FDX
Intel PRO/100+ Dual |2 Yes Yes 400Mbps Yes
Port
3Com  |Fast EtherLink |1 Yes Yes 800Mbps Yes
Server NIC (for 4 NICs)
Adaptec |Quartet64 4 Yes Yes 800Mbps Yes
SMC Tiger Array 2 2 Yes Yes 400Mbps Yes
D-link  |DFE-570TX 4 Yes Yes 800Mbps Yes
Vendor |Load balancing Auto recovery SNMP management  |Bus Interface
Intel Yes Yes Yes 32Bit PCI bus
3Com |Yes Yes Yes 32Bit PCI bus
Adaptec |Yes Yes Yes 64Bit PCI bus
SMC Yes Yes Yes 32Bit PCI bus
D-link  |Yes Yes Yes 32Bit PCI bus

Fo— * {rlRas TS R AL LR
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3.2 LB TG AT HIE1,2,3,6,11,12,13,21]

SRR A FE R AR B S A - IR SRR BRI R - SRR SR H
T KA ey B H [22] - R RS as R L 9 R - RIS A RERR EA R TR
MR T ok BERE RO T1%0 AR 10Mbps FYEERAR[22] © (HE
10/100Mbps I EERR AR IRF & 2 Wk SRS T HAR ) 1 S5 R i » T AL T 22 L 2
& 10/100Mbps FURERYEERRSAR > WIFR AR o fEfS—$2/Y/E > & Data Communications [
AR RER T ZEAE RS B SRR ARy - (RS BUE B G (R i M B e IR 3 [22]

Ry T HEOEE 0 I LAY - BRAELL ] B (stackable) U SERR AR IZIB H - BHAY
FEFTTEEIETIIIE - HRTHUSERRERE A& 755 SNMP[23]424E - [l RMON[24]#524E
R H IR 4 WA - RAEDE I ER SRR 9 R « JEFREBR T
Web-based management ANE AT DA & BR K B EIRF ] » B ] DAREEAE B 1 o U 125
EEACE RIS » FTLARS R it A & SHR - S9oME e it SR it i B A (Telnet) O
B RS SRR IEDC N - T DUE AR s AR R Y 7 R A
Frds 0 G ATEENY Out-of-band EHE - EERRERATGRIVA T - A58 =THIIRE - 28
—JH Redundant management BEF5 & B4R 25 (ARS8 28 T (IR - S50 AT DU AR
FE7E HIREIITR ) - 25 2 Redundant power supply HEFE SR~ 4 RER 2 (A A IR LIESS -
(& Horh— (8 A R AL e dR sy SR ] DI - 25 =75 Hot-swappability Jtf5
B HEE S A SRR A I - W DA P e R Lt SR i (o R TR L
N RHEER AR TR o MEIEARERI L 2SI /T T - AUFE Intrusion protection HJ
DU RERE B SERR AR AR S (T B FRECE #4 5 eavesdropping protection HJLLPRFEE!Y,
FURKGHIERY H Y% 5 port-locking FILEAE(H FI# B HARERS R 1% KBRS RAH YIRS
- EEE R REMERR -

R P SRR em I DIRERG SR - P LA Sy 28 22 P ELiey ] « S RrsbR T T LURFE 2
ILhRERGELILAY - AT URF A SR B e 2 DR = B A -



Vendor Product Ports |Maximum |Management
number in
stack
Nortel Baystack 253 |24 5 Optivity Workgroup software with SNMP,
Networks RMON(4 group)optional,
Web-based management
Intel Express 330T |24 5 SNMP, RMON, Web-based management
3Com Dual Speed |24 8 SNMP, RMON(9 group) optional, Telnet,
Hub 500 out-of-band, Web-based management
Cisco FastHub 424 |24 4 SNMP, RMON, Telnet, CLI, out-of-band,
System CDP, Web-based management
Acer ALH324d 24 N/A N/A
Accton CheetaHub |24 6 SNMP, RMON(9 groups for selected 10/100
Power-3524A Mbps repeater segment, 4 groups for the
other repeater segment),
Web-based management
D-link DEF-2624ix |24 5 D-View proprietary software, SNMP,
RMON(4 groups), Web-based management
Vendor Redundant management/ Security
Redundant power supply/
Hot-swappability
Nortel Networks Yes / No / Yes Intrusion protection,
Eavesdropping protection
Intel N/A N/A
3Com Yes / optional / Yes Intrusion protection,
eavesdropping protection
Cisco System Yes / Yes / Yes N/A
Acer N/A N/A
Accton N/A/Yes / N/A Intrusion protection
D-link Yes / No / Yes Port locking
F SRR i ERR

3.3 BIEHE1,2,3,25,26,27]

IR RIS AT LR A R

BEAT LY i

Modem) » A1Z =FR »

EEERENRRCE TF > ARSIy

ENEN i AR ONID|

FEAS AURERS RATER - S5

AR RIS i B F i FE S _ LAY RF(Radio Frequency)XHLL

B ;_J}
o

5 56K ~ ISDN ~ DSL Hil Cable #fEHEHE#E - 1F

BOITAE B RS S5 e BAPTAYREE - BT AR FE T B (Cable

HENEANERE B S AR EE R
ST SR R AR SR AN B RI-45 B
—/NEGHY SRR S B R RIS - A AR A s el
SRR 2R - — BRI AT B 2 PR AR AR EE R B RH A g > i
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1 o AR PR R R i B e BT [ g,

FE R R ST AR T 701 AR A B R SRR = Um 2 o RIS B e i >

Frp R AR A

PN, -

Ik <GS,

Hpe FE&ER > LE

R RO RS AR - FTLLERAME 1 H S s s SR T et v] LA
FERAIFT EE B A R BN B R A AR R R

Fit AEASHEH 77— RN E L -
HE > HER T Nortel Networks 1) LCP

A FHIEFHFRZ A

NEQEESE G -fi L 16 oy gegiVe Sl

EHAVERER > FTLUEE U A AR R AR AR s

e

° EENEEAE
ANE R E R R R B IRS » AT AU A R AR s
A

EEEAEESSS - HAARUEUE AR - —i%
A5 NS B R R A 1
WIS R
v (YESIDPESEA

PRSI DOCSIS(Data-Over-Cable Service Interface Specification)[28]#Zi#E

[SE4=5
R

O H R I MCNS (Multimedia Cable Network System)ffiEs | HY

2ACHY > BER H AT A R EE RIS K AR5 75 1 DOCSIS F¥E - {EUZ A M SEEH 2K

& - HHERLR

L

B %1F CableLabs fHfZ#EHIES,

LUKz QPSK/16QAM HY_E AR i —{ H5k

FILAHZR =i 64QAM/256QAM Iy Nk
FEE I FH A A AR

PRI BGE G AT ) (E-Tech Research)[26] 815t H(ASKEY)[27] » Horfi S 58 i i

i DOCSIS FERE A H][27]

ﬁﬁﬂﬂ’]éuufﬂpz_Lz
B EBEIREEER T 2 BRI Z o) WA E

IS
NASL

15ER 2

5]

PR SR AR 1%

FOR G TOUHIRIE EE#E (Hyber Fiber Coax., HFC) » JEIRF RS F5 HGH SR n] ACKHYEETT ©
Vendor |Product |Modulation Bandwidth DOSIS |CableLabs
Downstream |Upstream |Downstream |Upstream |Compliant/ DOSIS
Certified
3Com |U.S. N/A N/A Up to Up to Yes Yes
Robotics 27Mbps 10Mbps
Cable
Modem
CMX
Cisco uBR904 |N/A N/A Up to Up to Yes Yes
38Mbps 10Mbps
Nortel |Cable |64QAM/ QPSK/ 26.97Mbps/ |0.32Mbps/ |Yes Yes
Networks|Modem ([256QAM 16QAM  (38.81Mbps [10.24
100 Mbps
LCP N/A N/A 10Mbps 10Mbps |Yes No
E-Tech |ICE200 |64QAM/ QPSK/ 30.34Mbps/ |0.32~5.12/ |Yes underway
Research 256QAM 16QAM  [42.88Mbps |0.64~5.24
Mbps




ASKEY |CMO010 |64QAM/ QPSK/ 30.34Mbps/ |0.32Mbps |Yes Yes
256QAM 16QAM  [42.88Mbps |~10.24
Mbps

=T AR AR AR A L L

3.4 {FRURIIRER(1,2,3,4,29]

MR BE H R HAY AN [F] RS Oty B 5 e i A B I 755 ()l s L e e B B i
i o RIEAEZ FHERY B TGRS, » A OIS E b RS (Rl iR AR i b e
B FEAERER #1152 BRSO E T in IR FIR S © (ErbTEEth
BRH T 10 5 DA SR & IR A5 £ 8 S A o i (- U Al ety » AR PUFTS o

AR A R e e T B R DACHRERA 3 n] DU A B i e ok s 1 HAE
B BRI RIIR AR AYREEERR » kAT DA S B S e R & o DR B A L et
BRBER 252l FH ZONEES » P ART DAZE AT 53 iR Al eis 7 i S ek 1 o i T A
R LKA © RN E R MR S T 2 AR - AEEEERYEE R 0 Cisco
AS5800 SiE T IR LA E - B HIER Cisco & MLIYEAS « HEFHEHHE Fily
FEIFEINR SRR - (RIS e — (RS e b2k > T/ BCHRey /5 =0t 2 Call distribution
algorithme #2 F{rlfilgdst® - 58 & LA SR EIREEE T v LIZAZ iR » 1) RADIUS(Remote
Authentication Dial In User Service)[30]5{ TACACS+(Terminal Access Controller Access
Control System+)[3 115t/ 2 &[G /T I E © — MR SEA1A FH EALE RIS I fe it
F o AT LAERS L as B RT O ACE R S RL A NS 26 E BT R A R L A s DRy B HY
gy > DABRHE R RERL AT AR AR « TR FH 38 1 1 25 R e e 8 B a1 i A Rl Al i
HITEDL N - 5 B B R AL RIS I ARASS - 8 i R R L IR 8 5 B A U Al
g AT R R IR A R AR A -

Vendor |Product Modems |LAN interface WAN interface Support
per chasis [Ethernet/ Others VoIP
/ per rack |Fast Ethernet
Ascend |MAX TNT |720/ Yes/ No ATM DS-3 and OC3c, N/A
N/A Yes Frame Relay,IDSL,
POTS,RADSL,
switched 56, SDSL,
channelized and clear
channel T3,X.25

10



Assured |X1000 1,344/ |Yes/ No ATM DS-3 and OC3, N/A

Access N/A Yes Frame Relay, HSSI, T1/E1,
channelized T3

Cisco AS5800 1,344/ |Yes/ FDDI, [ATM, Frame Relay, HSSI, [N/A

System 2,016 Yes Token- |ISDN BRI, POS,

Ring |clear-channel serial,
SMDS,switched 56,
channelized and clear
channel T3, X.25

Lucent |PortMaster |864 / Yes/ No Frame Relay, PPP over T1, |In
4 4,320 Yes channelized T3 Future
Nortel |CVX 1800 (1,344/ |Yes/ No Frame relay, HSSI, Yes
Networks 5,376 Yes channelized and clear
channel T3
3Com |Total 336/ Yes/ No ATM DS-3, Frame Relay, |Yes
Control N/A Yes X.25
Multiservice
Access
Platform
Vendor |Protocols bridged and routed |Call distribution RADIUS/ [Support |Support
algorithm TACACS+ |QoS VPN
Ascend |IP,IP multicast, First available, Yes/ Yes |N/A N/A
IPX/SPX, next available,
Appletalk random
Assured |IP, First available, Yes/No |N/A N/A
Access |transparent spanning tree Next available,
Random
Cisco IP,IP Multicast,IPv6, Least recently used |Yes/ Yes |Yes Yes
System [IPX/SPX, Appletalk, / round robin
source routing,
source routing transparent,
translational,
transparent spanning tree
Lucent |IP, IPX/SPX First available Yes/No |N/A Yes
Nortel  |IP, IP multicast First available, Yes/No |Yes Yes
Networks Next available,
most reliable,
load balancing
pre MAC address
3Com IP, IP multicast, IPX/SPX First available, Yes/ Yes |N/A Yes
Next available

VU - RAS Server &L ELER

Data Communication £5 T JHIF/E i #EH (availability) D= » S8 g H
383 {IE#E > I Script $17T 34,063 J@AYFERS ° HHHAz M 5ERYE Nortel CVX1800 #EH 98%
MIEZEE=E > [f] Lucent PM4 LUEE] 91.40% 50K » AlllE —[29]Fr - B EHIEEREH T

PR PSR TS TN » 55 IR AEALHIRLEE - X IR R DRI T A= 238y
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A EIREMT RSB HIEEEE A [R5 R £ AU H (throughput) » A5 REEUR
Cisco ~ Assured Access Hil Ascend S5/ AN G Z BIEMUREAZE - A1
PU[29]F71s »

TR B A A N — AR IR S FERZEE (2,000 per chasis B¢
10,000 per rack HysEHR[1] » 3 Hfr)kds N B s PR AERE HOIEEH - Sl HU i di
DA IR - BIANRIREE (22 SHEL AR DSL AR 1= ~ AT QoS B HAF
TR - SOMARART S B E SRR EIRG L o FrAS A A s DR IR i

B

Based on up to 34,063 calls to each RAS

2 98.80%
S 100.00% - -
,“_; 97.00% 97.50% 98.00%
98.00%
£ 95.50%
96.00%
o
=z
= 94.00%
S 91.40%
“5 92.00%
& 90.00%
8
S 88.00%
Q
aq_“}‘ 86.00%
Ascend Assured Access Cisco Lucent Nortel 3Com

& — : Call Completion Rates(ZE A} © [29])

110109 109111112 109112112 110
120
04
38 9697

70,

100 ]4

80 = || B108-byte packets
60 26 8 | B256-byte packets
% ||| O 1518-byte packets

20 —

Ascend Assured Access Cisco Lucent Nortel 3Com

Average throughput per port(kbit/s)

# VY : The RAS Stress Test(Z AR © [29])

3.5 fERRELTE)AEW[2,3,4,32,33]

AR S B TR TR ZE A B S Access Point ~ SERRAERS K - THE - 25 NB(Z
BB (Personal Digital Assistant, PDA)Z: < SRIMAERAIFT AR E RS g 1 > A
SR LA TENE B Y 5 534 Access Point [ FH#EIRE S » FRLATRAME LRy
FENtE Access Point » QRN °

Access Point HJ DUELEZZE SRS A LA g RS - SEIRFAE I L BT SRR
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ROk AT DAE BRI i HUEEIE N H R E) o AR MRS T o AR RE AR AN A R
BEAER I F i > BETE #2 57 51 JEe 45 (Direct Sequence Spread Spectrum, DSSS)Ei i 4%
(Frequency Hopping Spread Spectrum, FHSS) » 38 P fiiy 2 S RHERE (5 e e 21 3 Y
BEREEE] L > DABG IR R S P BRI RE - 227171 Mobile user support ;25 Access
Point FirAEAHEHYH = AEL > AT CABHEERYZEE 3Com HYZE L Nortel Networks FTHEZKE,
PP A TR =A% (RSB NERFEIR 3Com W SHIRET - A T RES IR ARk A
FORZ & MG S #[8 - Wireless-to-wireless bridge 5t/ & —{l#l Access Point & [
FE#% » AILURE 53 —{ Access Point JRAERI TS FT DAACHIHS REE T - B FE IR
[ - Load-balancing in overlapping cell 5t EfFRI T Access Point &5 i #ilEH B B4 » 7
DU ¥ i RE

%13 Access Point . [ ] DAELEEST BHEE A DASOR PR DRG] - 357K 5 BERERRER IS

ML - A TEI 5858 (roaming) I LIRERR » fRAFRESIINEI 215 Access Point FEIE

ey

HEN Y, o S TR R H RIS - FFEASMN Mobile TP #ySZiz - HIAl
£ A~ B IR AT I a2 Mobile IP(5fy PC filfiizas 1112 Mobile IP #RES)HIIH
N AT A MR B I > BEEF A - B 8RS Ha (2 PC fallkdR) 751
#&{T Home Agent Eil Foreign Agent {4 [T 5% A HE3E B s HEZULE] Foreign Agent
13l & (advertisement) 1% > L] LIS Foreign Agent $giitfiH(Registration) ¥y 2K - i5HF
Foreign Agent &[] Home Agent f2H{FHE (Authentication) 2K » fFRERE T HALME AT

DA #2573 Foreign Agent b EFEAERS HANHIH 1P Mt ARIERE R Home Agent jRF

FHEIRIGEZ A ©
Vendor |Product IEEE802.11 |IEEE802.11HR |FHSS/DSSS |Frequency
range

Lucent |WavePOINT-II Access |Yes No DSSS 2.4GHz
Point

Nortel |Baystack 660 Wireless  |Yes No DSSS 2.4GHz

Networks|LAN products

3Com AirConnect Wireless LAN|Yes Yes DSSS 2.4GHz
solution

GemTek |GemTek Wireless LAN  |Yes Yes DSSS 24~25
solution GHz

NDC InstantWave Yes No FHSS 2.4GHz
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Vendor |[Data |Indoor/Outdoor|Web-based [Mobile |Wireless-to-wireless|Load-balancing
rate radius management|user  |bridge in overlapping

support cells

Lucent |2Mbps |[N/A N/A N/A  |Yes N/A

Nortel  [2Mbps |300ft /2000t |[N/A 10~20 |[N/A Yes

Networks

3Com |11Mbps|200ft / N/A Yes 63 N/A N/A

GemTek |11Mbps|800ft / 3000ft |Yes N/A  IN/A N/A

NDC 2Mbps |500ft / 1000t |N/A N/A  |N/A N/A

Z%T1  Access Point 7 5 EEfig

v ~ Core(%dy B4 % B 3k %)[1,2,3,4,6,13,34,35,36,37]

SRR S B RR S A ~ 20 = AR LS DY - L Je A s - IR R — g AcHaas
HE R TS AL - H B VUEHAC AR B BT I A ity A s e AR 2
HIZK > P DAAEIL A B LR i 2 — Je ity » ANFROSFIR - ARIMTARIRE R B R

B

LT DA AT L 7 i 2 JB 7 1 2 55 i (enterprise-class) Y 7 ity > 4215 Nortel Network
Accelar 1200 ~ Extreme Networks Black Diamond 6800[34] » Foundry Networks Bigiron
4000[35] ~ Packet Engines PowerRail 5200[36] ~ Cisco Catalyst 8540 il Lucent Cajun P550
Routing Switch 5% ; A ELAIE B A SE ) (carrier-class) T > f05E5 3Com SuperStack
19000 - Intel Express 550T Routing Switch ~ Acer ALW-6M16 £5 o B A =
[ AR R 2 R R AT LRI A BB SR & (RR T U A b (542
IE Acer R AGEHE I - H2 MBI TGE L ARREES IR

KIREE I8 A HAan e ARIR 1P AZi KRB - FrLLEANE R ATFRIER @4
Huds » BE _LERHA ASIC il Ratrgg s - Horf Switching fabric capacity 7] 1L
BT = AR I B T SR i ] DLRE RS AR AR BT - S8 IS
B3 e B AR M AT T - 25 =@ ACHAZRI N R 2 I 7S Shared memory 1)
fites > e AR S RBRAYECTRRS - JE ¥R 2K Switching fabric capacity FYHETE
fem RO (RN R EEA R I D P B G I HRC RS B - A AR
FH T EAIf e /5% - AT Lucent Cajun PS50 Routing Switch b F & FTBEREEE Y
BRASEAE H I crossbar 1Y 2R AR PUE (HRTE -
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DRI 5 Bl Bt S ] AR policy _[HY

AR ERSL
TR E

H Broadcast domain » FTLIEFEERK

SREUZ IR > — fRACGE AR R B IS A /T > P DUARIBSEFFIRSES ~ MAC {7

fik ~ TP FREES BN FIRYERRE > RIS — o AIRIREES F {06 38 73 R D

(internal) Ed4 S (external ) FH 177 7€ RRH > #2635 IO ER 166 2 P00 1= BRI (unicast)

B (multicast) i FH 55 € WORH - B 85T LR A AU AU & Al A S M B R FH 177

TEWIEGH > JE R I E LA RIFTEL - RIS ER = @ s e e o g s T A eALL - AT DA

TR EEPH R SRS SR B B © [ LAY ZE S T DU - MBI SR RS

1% RSVP(Resource Reservation Protocol)[38] {HZ %5 QoS(Quality of Service)[39]1)#

HlEZ AN - BIATK: IEEE 802.1p[40]Ed 802.1Q[41 R VU R AT TH TP EE

FIIF TOS MR MESE -

Vendor Product Maximum Internal Switching Fabric
10/100/1000Mbps|Architecture Capacity
Interface
Nortel Accelar 1200 96/96/12 Shared memory [15Gbps
Networks
Extreme Black Diamond |256/256/48 Shared memory [64Gbps
Networks 6800
Foundry Turbiron/8 0/0/8 Shared memory |32Gbps
Networks Bigiron 4000 88/88/32 Cross-point 128Gbps
switching matrix|(32Gbps per module)
(backplane)
Shared memory
(line card)
Packet Engines [PowerRail 5200 |240/240/73 Parallel access |52Gbps
shared memory
Cisco System  |Catalyst 8540  |128/128/16 Shared memory |40Gbps
3Com SuperStack I |0/0/8 Shared memory |17.7Gbps
9000
Lucent Cajun P550 72772712 Crossbar 45.76Gbps(22.88Gbps
Routing Switch |(for routing) switching fabric |for switching
throughput capacity)
Intel Express 550T  [8/8/0 N/A 2.1Gbps(14.7Gbps on
Routing Switch backplane for 7
switched)
Acer ALW-6M16 16/16/0 N/A 2Gbps
Vendor VLAN establishment / [Routing Protocols RSVP |Other QoS
Maximum VLANSs per mechanism
chassis
Nortel Port, MAC, IP subnet, [RIP, RIP2, OSPF, IPX RIP, IPX |[No Yes
Networks Protocol/127 SAP, IGMP, DVMRP
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Extreme Port, IP subnet, RIP, RIP2, OSPF, IPX RIP, No Yes
Networks Protocol/256 IGMP, DVMRP, PIM
Foundry Port, IP subnet, RIP, RIP2, OSPF, BGP3, No Yes
Networks Protocol/4,096 BGP4, IGMP, DVMRP, PIM,
DRRP
Port, IP subnet, RIP, RIP2, OSPF, BGP3, No Yes
Protocol/4,096 BGP4, IGMP, DVMRP, PIM
Packet Engines |Port, MAC, IP subnet, |RIP, RIP2, OSPF, BGP4, IPX |Yes Yes
Protocol/4,096 RIP, IPX SAP
Cisco System |Cisco ISL, 802.1Q via |RIP, RIP2, IGRP, EIGRP, BGP, |Yes Yes
a future software IPX RIP, IPX EIGRP, NLSP,
update PIM
3Com Port, Protocol/N/A RIP, RIP2 No Yes
Lucent Port, MAC, IP subnet, |RIP, RIP2, OSPF, IGMP, Yes Yes
Protocol/1,000 MOSPF, PIM, DVMRP, IPX
RIP
Intel Port, MAC, RIP, RIP2, IGMP, DVMRP Yes Yes
Protocol/128
Acer Port, MAC/32 RIP, RIP2 No Yes

TN LB AR A L PR
] 71 [3 71 B[R HERAEHE IR 64-byte UEMT K 100% & - 3l DL X-Stream[42]1)
05 ZRMEA A E LA S B AR o BN BTINEEUMEE - Nz L
Nonmeshed[421# 7 =CHIFAZE = f@HIEMUEESR o n]LIgEH] Nortel Networks 7 fHHIZLHE
#HONREEIRT— P SRR =g ny R T EL S g e o P DA AR A 2SS = g DU

Nonmeshed 4 /5 = HIES > Nortel Networks FjE iz a8 1 3% 5 - B [37E1E

RIRFHIA - EERAEANE MAC AZHEAUBMIAE S - BESE I EFTHEEEH

(b gcE - [E/\B7EF A8 MAC il - fEREMTRERZ A |~ » BERE

rnFTREEE RN A MM R - FERBUR A MY MAC(Media Address Control){ihif:

il

pmm
B
=

5] EJJ7E FARE A » B IER R A TR SUCERY T - NREERR By B
REGESE " Jeg DU IR ey RIS MAC (THEEGH) > ATLURS HH s /A5 3 AR
MAC il + SRR ERT - R R RT ZHIHELA SERS 2 H A

i b SEIFATR MAC (ZHERYERETRE S MERIRS » B RERS R A SR AN R A5 -
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Oosg ports W24 ports [X-Stream, 64-byte packets offered at 100 percent load on all ports

100% 100% 100% 100% 100% 100% 100%

Percentage of
packets
forwarded without

100%
80%
53%

02

2]

=}
%
20%

0%

Nortel Networks Extreme Foundry Turboiron/8 Foundry Bigiron 4000 Packet Engines

@ 71 : Layer 2 Forwarding(& R} 3K 5 © [37])

‘ O3 ports W24 ports ‘ Nonmeshed traffic, 64-byte packets offered at 100 percent load

@ 2 100% 100% 96% 100% 100% 100%  100%
S =2 100%
4 0
8 5
< 0,
&5 8% 50%
S T 60%
o 3
%ﬁ E 40%
g5 20%
(9]
5 E 0%
ha Nortel Networks Extreme Foundry Foundry Bigiron Packet Engines
Turboiron/8 4000
& 7S ¢ Layer 3 Forwarding(ERIZKIE @ [37])
% g 80,000 71,025
:0 s 70,000
£ 2 60,000 49,810
E 5 50,000
= g* 40,000
£ 2 30,000
£ o 5711 5,765 43823
S8 —] ]
Nortel Networks Extreme Foundry Foundry Bigiron Packet Engines
Turboiron/8 4000
Bt : MAC Address Learning Rate((BA} 25 © [37])
B
£ 00,000 49.150
© 50,000
& 40,000 32736
2 24,525 24,574 i
§ 30,000
=
= 20,000 4,666
L 10,000
A |
=
Nortel Networks Extreme Foundry Turboiron/8  Foundry Bigiron Packet Engines

% ~ Service

4000

[E/\ : MAC Address Learning Capacity(ZA} 205 © [37])

5.11P BERGRM[1,2,3,4,43,44,45]
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AR A VoIP A ZREE TP AR » DR VoIP FE R &k 0 A MBS

XE

ARG GRS > AT DATRAMTR ZLLLIAY EE SIS VoIP FliESS - AFREATR -

VoIP [5E AAY W2 733 E B AU 2 AR PR I A AR » DRI I (e i (5 FH & ] DAFE RS
AHARERE TR TREAT » N E (I T R L B U RA B R B IR RR
MEE U AHARERS o AR A R E A RS S EHUE - SRR (EAE il
I  VoIP [l asas i Wit ARE » — R AERS FH e B A Al as A VoIP
R 1M 55— T B VoIP i a il sl FR I - I A VoIP - Bij—T /T Z<AYZE N
SGERITER o N EH ) ] DU BEE R FH oy <5 S fif I R 2 B Igaded o - DA EEss —

XX

A EARCE  ABLERA — R - B EFERALABM K VoIP FliE g L& r T
A FERIEE FR AR SR o SIA MR SRR NSRS B AT 25 WL WIS D s Sase O TR
B R T SRS R

SE S AR ERAE T AR G711[46] 0 G.726[47] » G.723.1[48] » G.729[49] Eil
G.729(A)[50] » Erf B HE ST ABHE: G.723.1 « {§i G.723.1 [ TT LI 64Kbit/s {54
K BAEE] 5.3Kbit/s B 6.3Kbit/s » (VNN EEMIRIATERA » FEFAKIH 10Kbit/s
SHEGR - H.323[S1]/2 FIZR IR VoIP FfiE as (i & &R AT ELE fEnRE - (22
Nortel Networks [J V/IP Phone/Fax IP Gateway System (i Y245 372 H.323 &t o B3 4{ K #;
B E AR BEMIN SR VoIP FIIESS - FrlA VoIP FiliE gl & A — (a7
B rBEH] > BE Jitter Buffer - —f3I<5 Jitter Buffer ©75% EAE 50ms £ 100ms > DLFEfK
B EA TR  (HAERROOERES 24 » Q05 Jitter Buffer 1AV » MU & R HHE
MBS OB SRR AR - FTDARGFa SR AR B8 Jitter Buffer >
AR IR IR DT E B A% Jitter Buffer K/ - Gatekeeper £ VoIP B[R s HneE#4 411 IP
(7 hE BB RE SRR AR A5 A B AL T R BT R fa R B E LRk |

7R Gatekeeper [ LRERE A 2 HAMEEE (1401 Multipoint Control Unit, MCU)&{, VoIP ]
BT o MERAERAIFTELRAY 7L T S E-Fusion eBridge % Gatekeeper HYZHRERE S E]
VoIP fifilids » {EEIEAMHE 2R E Gatekeeper HYLIRERE 5 £ VoIP i dstt -
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Vendor |Product Configuration Voice interface Simultaneous
voice calls
Cisco Cisco 3600 series Voice card for Router|T1/E1/BRI/analog |72 per gateway
Lucent |Internet Telephony |Voice card for PC T1/E1/PRl/analog (48 per gateway
Server server
3Com  |Hiper Access System |Access Concentrator |[T1/E1/PRI 312 per gateway
for Total Control with voice card
Nortel  |V/IP Phone/Fax IP  |Voice card for PC T1/El/analog 24 per gateway
Networks|Gateway System server
E-Fusion |eBridge Voice card for PC T1/E1/PRI 48 per gateway
server
Vendor |Communication |H.323 Encoding scheme |Jitter Gatekeeper |RSVP
type compliance buffer
Cisco Voice, Fax Yes G.726,G.729, Dynamic [Multimedia |Yes
G.729(A), Conference
G.723.1 Manager
Lucent |Voice, Fax Yes G.723.1, Dynamic [Service Yes
proprietary Access
Manager
3Com Voice, Fax Yes G.729, Manual/ [N/A No
G.723.1 Dynamic
Nortel  |Voice, Fax No G.711, Manual/ |Telephony |Yes
Networks G.723.1, Dynamic |Packet
G.729(A) Network
E-Fusion |Voice Yes G.729(A), N/A Integrated  [No
G.723.1, with
proprietary Gateway

Z+t © VoIP Gateway & i LLER

Data Communication ¥ 138 ZZ1i S RERS S BL# AT RRA S hia - Eiah
PRI NBER VoIP[45] © 3ifi HOKH I NFTRSERFERARF » 24 AR ERS - M
AMHEHT VoIP HYJFIA » 25— Z iz AR E S - B2 MEE VoIP HUmaL AL E [45] -
Sl A AT AR A sl (B2 565 (R IAALE: VoIP FRRESERITE A - B Y VoIP
M5 EARe. VoIP RiliEasFHe ftHmah s B A A > #ATEE — A A" RER "7
s i E BIRE RE[45]

VolP 15 S RN RS AL A E © s EIEINATRE

AU AERES ARYENI NS Sl H.

SRR R BT AR -

5.2 JERREA (AR AR(2.6,11,12,52]

BEAERE A RS R A e ~ Web falflkeds ~ Mail fEiRasss - RMERMIFTATHYE
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FIagra - RS RS - AT AR IR Ly bt S IR el - 40 )/\
F7R -

BNl ks S = A A SR (R AR LEESREAK > SRV ERSELEGEE » AFAEH—GE
BRSSO > P A TELSZ B ZE T I o DX R e el F sk FEE T b - B 1]
fasiREE ) 100Mbps HUREESERETE - (HAETHREY RS EAErARRE 10/100Mbps F B {EH]
HIZHRE (35Tl Bl A —E 2 PR ] TCP/IP @A E - A3 I REE TCP/IP »
IPX B AppleTalk —FEEEAIEHAAT > M HA EEFTEHIREE R AT REE AN - Fy
DABRAE R 51 E 5 i as t AR5 2 S0 i@ Ry BB R B 5 » A SR8 e R i 0 & s
DHCP(Dynamic Host Configuration Protocol)[S31falfilan AR R S HEA » MEIF AR
At A IP RS RERS EARAYIIRE -

FEFAT LAY AL T > A RIRUEE S ELHEERFSA © D-link DP-802 7651 E{I{w] i s BB R
RO > RN R ik S I Ot R B 98 2 DL K. NAT(Network  Address
Translation)[S4]HYLIAE > AT LAFIUREREAEES &R - 554+ 3Com 1y CS/2500 HA7 10 fH)F
FIIRE > AMEA] DRI Z > 53 A DUSOS IR AT > BIATR] DA ey R e st - —(H
Pyt FidR - SRR T A B A B B R AR e I FR AR AURHRE - [N THREISR
PRLL P REIRAEH - A DU SR HRF VA P TR EE KNS NP Y R B A
B o RIGE A E RLAEY IR EIRSS - FrLURS & il N SR P TIRVE
e IEAMESR /I a] LIEEEAT Microplex[S2]IZEM » 38 2H Lucent B Microplex —EC#
HHYEE S SOAMEMFIFTHETHY M204 PCMIA Print Server &g SERRAY I EIE R4 -

BENRI s A S 3 e EASBEI BT > (EZ o FHREES 75 A Rk Sl A Ry
SUERfEIAR e o SEANRIRTIEAT N AEE — LR b - R — Lo s R S 2 S EI R R - B
AT SRS A R A Ay BB S IR K > {8 Cobalt Networks[S55]1) Qube-2 gtikf Web

frlfas i Mail fRlfilas B8 S AE 80 - 0 AT DA EERE DA (- B 22 [ A SR 1S I -

Vendor Product 10/100 auto-negotiation  |Simtaneous multi-protocol
and multi-NOS support
Intel NetportExpress Yes Yes
10/100 print server
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Intel NetportExpress 10 |10Mbps port only Yes
print server

Microplex |M202Plus 10Mbps port only Yes
Multi-Protocol
Ethernet print server

Accton EtherDuo-PS 10Mbps port only N/A
D-link DP-802 Yes Yes
3Com CS/2500 N/A Yes
Vendor Ports DHCP |[SNMP |Web-based |NAT
Parallel |Serial |LAN Option management
connection
Intel 2 1 1(10Base-T/ |No Yes |Yes |Yes N/A
100Base-TX)
2 1 2(10Base-T+ [No Yes |Yes |Yes N/A
10Base-2)
Microplex 2 2 1(10Base-T) [10Base-5, [N/A |Yes Yes N/A
10Base-FL
,10Base-2
Accton 2 1 2(10Base-T+ [No N/A |[NJA |[N/A N/A
10Base-2)
D-link 1 1 1(10Base-T/ |No Yes |[N/A |Yes Yes
100Base-TX)
3Com N/A 10 1(10Base-5) |N/A N/A  |Yes N/A N/A

7%/\ : Print Server & i LLER
5.3 MO EE[1,2,3,4,6,12]

TEAERS S BiE —JENE it ) 43 PO IS Bag R W 15 » O HH G 2 i A A A R
#(Probe) B/ HTHE (Analyzer)S5: » ] LA/ HTHERS HIRTE 5 TTHCHE Y E s 2 P AR
R o] et o B 2 OSBRI JE  » PRI RS A S P S T B 2 e s 1
B+ AT 2L LLBR 2 A A R E IS > AERSLFTR -

F N FIRGE RS A —EEOARIDIRE - B4 (DEEERE AT AR 2R i - FH Y
U T A B B T A S R TUAR B LB R QY HE ] DUBUE | R S
FRE AR LR RS HRE - BYEHEE v DURFE St @I E A » DIFF & RFC 1212 Concise
MIB Definitions[SO]FERHE(EAEREZE T » ARE&FH MIB Compiler K& F{7HE MIB
Database 1 » SEIFAISEES AT MIB Browser [WZHAE » ik if AR H 5 B G B (il e s
HYEBREER - (4YE BT AE kst - AR SRKEE i i (i AN SCF PRI » T
RIS A > RS iR A R RER AE T - O)BLS IS iis i eirT &

SNMP FYREHE » 3ifi H A —LLiiis A& RMON HEEHE « BRibiz4f - A iiEs m]
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DIRT— 5 A ROREE P S B (B S B SRR 155 57%I) HP OpenView[ST)# 5
i > R T T B —EIEE -

e e F] A G RS B BRA Y T T 2Aeti 3 - DU s B s50E - 2%
L E NIRERS B R - DA S HElE - B HE & (manager) Bl CHL (agent R A/ E LA
W EARE - th R USRI DA CRAE B Y 22 & -

Vendor Product Platform supported Management platforms can be
integrated
Cisco CiscoView Solaris, HP-UX,AIX HP OpenView,IBM NetView for
AIX,Sun Microsystems site
manager,domain manager and
enterprise manager
3Com Transcend Solaris, HP-UX,Windows|Sun Microsystems Solstice
Network and NT,Windows Domain Manager,HP
Device OpenView,HP OpenView
Management Network Node Manager
solutions
Intel Intel LANDesk |[Windows NT,NetWare |[N/A
Server
Management
Lucent OneVision Window NT,Solaris N/A
Management
System
Nortel Optivity NMS  |Solaris, Windows Sun Microsystems Solstice
Networks 9.0 NT,Windows Domain Manager,Hewlett
Packard Network Node
Manager,Tiroli TME10NetView
Accton AccView/Open |(Windows NT,Windows [N/A
Vendor |Graphical SNMP/ |Real-time |Centralized MIB Automated
Device RMON |status event Browser [Network Device
Configuration monitor  |management Upgrade and
Administration
Cisco Yes Yes/Yes |Yes Yes Yes N/A
3Com |Yes Yes/Yes [N/A Yes N/A Yes
Intel N/A Yes/N/A |Yes Yes N/A N/A
Lucent |Yes Yes/N/A |Yes Yes N/A N/A
Nortel |Yes Yes/N/A |[N/A Yes Yes N/A
Networks
Accton |Yes Yes/Yes |Yes Yes Yes N/A

Z¢ /1 Network Management JZ i, [L#&

5.4 1FENRE[1,4,58,59]
IEEAE A oty BRI 2 2 RS R i B 5 TR E A DRI R K 2 P ] W e
SRR IRENLRARIBRAGE > AT AR LBt B g2 D Gl > AR +Fior e

22




B KRS+ AR B IR > A T IRV, - LLEINTHUEIBAARE - [ amifEst
ZE Application Proxy J Stateful Inspection > i3 RuAHZS ik 4E %43 A1 Trusted
Information Systems [/ 57 Check Point {5 Application Proxy FUBEFA[5 K H% » {5 FH &4
R SR KRR SRR - o AT DU AR S —Bilan - #0 5  » SER IRAR
BEONAS A I A o AEEANRERE T - BRI R S i A AR Ay E AR
HAAANE AR RIS AR Z 2 < SRIMBEREAUD, ORI - BHEIAERGED, K
TS - IMEE ORI - FRURE LIRS SR E A SR A E IR -
15 Stateful Inspection JEHIH K% > SHH Dynamic Packet Filtering JEFUAH K G0 EL T

A& > BT LGNS I T DAE R B A AR AN S 2B SRS BIRE RS (AN AR RS

It

FIB5 Kl ReaRE T REEABG G - HOLE RS 7731 Application Proxy) » #2552

i

FEAULS KRG H R = o SR 5 AT R B R EEAGE — fg @ g A (B A Z
A HE BRI SR A AR B ARG RIFERT) - I HAE 3 S R SRS - b 5 Y
RIS MEEEAS o PRIERA s FUHE TP SRS - RITESARFTA DL TP B imaER T E A e s
JEFARE S o BRIz 41 > Stateful Inspection [if/k &8 Dynamic Packet Filtering [k & [A]
PG AER T A 758 S A i e AR R o RIS ST B KRS Bk -
TR B F R B AR B RIS L FrLAZ PR -

E KI5 K R 26 0] A28 Unix 8¢ Windows (97545 I » LA BEG G He L
REJEERITIIEE > BSOS AT _EAHSE © BSOS LS e AL R
eI A B B S 22 2 7 67 (International Computer Security Association, ICSA)
LRI EAS T E IR S EREEE © S3/MSS AL m] DS R EERL AT AR R
B SRR S - WRREPE R 2 i E ACHIEUE 477 & IPSec(Internet Protocol
Security)[ 60118 HE B AR AELHE

EA—HRA0E  JERABGOREE i Ll FRAMTHIRARE T Nortel Networks 7K
i FEnh BaySecure Firewall-1 » HAN#EE%Z7E S E F& Bay Networks Routing Services
[BayRS™] routing software £ Check Point FireWall-1 FJ%&¢ » Ff LA YE A DA LB T
53] -
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Vendor Product Type OSs supported ICSA-certified
firewall/
IPSec software/
IPSec hardware
Axent Raptor Firewall |Application |HP-UX,Solaris, Yes/Yes/N/A
and VPN Server|Proxy SunOS,Windows NT4.0
Check Firewall-1 Stateful AIX,HP-UX, Yes/Yes/Yes
Point S/W Inspection  [Solaris for Sparc and x86,
Windows NT4.0
Cyberguard |Cyberguard Application |Windows NT4.0, Yes/(future)/No
Firewall Proxy SCO Unixware
Fore ESX4800 with |Stateful Real-time switch OS N/A/
System Firewall Inspection N/A/
Switching N/A
Agent
Lucent Lucent N/A Hardware appliance : N/A/
Managed proprietary real-time OS; N/A/
Firewall management server : N/A
Solaris and Windows NT4.0
Netscreen |Netscreen-100 |Stateful Proprietary real-time OS Yes/N/A/N/A
Inspection
Network  |Gauntlet Application |[BSDI Unix,HP-UX, N/A/N/A/N/A
Associates |Firewall for Proxy Solaris,Windows NT4.0
Solaris
Novell Border-manager{N/A Netware4.x,5.0 N/A/N/A/N/A
Firewall
Serviecs
Secure Sidewinder Application |Hardened BSDI Unix Yes/In Progress
Computing |Security Server |Proxy /N/A
Cisco Cisco PIX Stateful N/A Yes/In Progress
System Firewall Series |Inspection /In Progress
Vendor Load Difficult protocol supported Filtering beyond network
balancing layer
Axent Yes FTP,SQL*Net,RealAudio CIFS,DNS,HTTP,FTP,Gopher
JNNTP,SQL*Net,SMTP
Check Yes FTP,RPC,H.323,NetMeeting, FTP,HTTP,SMTP
Point VDOLive,NetShow,CU-SeeMe,
MS Exchange,Real Audio,SQL*Net,
Vosaic,WebTheater, WinFrame
Cyberguard |No FTP RealAudio FTP.SMTP,HTTP,NNTP
Fore Yes FTP N/A
System
Lucent Yes N/A N/A
Netscreen |No FTP No
Network |Yes N/A N/A
Associates
Novell Yes N/A N/A
Secure No FTP,SQL*Net,NetShow, Telnet, FTR,HTTP
Computing RealAudio,RealVideo,VDOLive,
VocalTech Internet Phone
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Cisco N/A FTP,h.323,NetMeeting, HTTP,SMTP
System Internet Phone,Real Audio

Z+ © Firewall & 5L L

LR LS8R T 5K /B FTP(File Transfer Protocol)[61]82 SMTP(Simple
Mail Transfer Protocol)[62]/{IE A BRI » NAT DhREFHE BdBAPARFIEHESR - fRa
AJCAFEH Axent fERARA NAT DRETR @ RSN 8.3Mbyte/s [ 8.2Mbyte/s » HIZAH
DHY N ST RERE SMTP BRHEEEAIGA R o Bl-T[S8] A R R — KR SO
FROAtH AT E - a5 IRy 2R -

LB TR AP EES): » BlrRedfet— (R E ARG - ST LUK
ik & g Hhes Bac ey b IR RisE Bl — A E ML ARG B M/ - FrlA
ATDAME DRt % -

Mix of FTP and SMTP traffic ENAT enabled
(Baseline of test bed with no firewall = 15.6 Mbyte/s) ] NAT disabled
16
13.9
14 11107108 11.9 121 11512

TCP fordwarding

Axent  Check Point Cyberguard Fore Lucent  Netscreen  Network Novell Secure
Associates Computing

[EJ1 © Firewall Stress Test(ER}2RJE © [58])

Connections opened on TCP port 21 (FTP control)

= 80000 27T
B~ S
= 70000 6@4
S 2 60000
3 _g 50000 34,161 30,687
£ 3 40000 —
; £ 30000 17,284 16,576 15,443
£ 3 20000 [~ 9,000 4,000
E 10000 j:l—Di 4['7 4['7
; 0 I I I I I I I I | m— |
=
X X N N
& Qé\o o‘{‘\b ‘io@ &*é\ O@Q‘ '\‘5‘&% @q} o&\%
v & ¥ v & s = &
¥ ¥ > 3
O C R 9
N &
< <

&+ : Connection Concurrency (BRIZKIE © [58])
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_l_

I

ARG o3 I = ORI B 10 KB - G SRR L R B X P B
e ARMAEES @SS Hr H 52 - BRI EN S CHE— BRI S8R
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