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IPv6 core, IPv6 stateless address autoconfiguration, 1Pv6 neighbor discovery protocol,
IPv6 path MTU discovery F 7T e (dataplane) Bl 32 2 RIPng 4] T &
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j*ﬁi Fendr gk 5 o 6WINDGate 6221 % IPv6 x4 ic & 32+ i 5 % &> Cisco 3725
i routing performance } # I i3 » Foundry Fastiron 4802 . 1Pv4/IPv6 forwarding
3 # 4 < performance » NEC IX5003 R &= IPv6 = & 4+ %2 |Pv6 forwarding
performance # & & > & {5 FreeBSD — KAME % Linux—USAGI B 2 % & ¥ %
Som B

1.1Pv6 2 R332 4

& kd At A v g3 @ g & IPv4(Internet Protocol version 4) - ak ehg
Br Ao Bt PR A o2 PDA 4 ey 1 Eah
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>4 > IPV6 ¢ 353 RIPng [6], OSPFv3[7], ISISvE[8] % Interior Gateway Protocols
% BGP-4+[9] Exterior Gateway Protocol - RIPng t* i ~ ch RIP % £ 327 IPV6 =4t
% prefixes> ¥ ¢t 4 3L dl-routers RIP multicast address group * 1« 3% J! routing
update messages I #73 ¢ RIPng routers > izfd = ;4 2~ 7 j & RIP 7 broadcast
messages ~ ;% o OSPFvV3 # "$ 7R A~ OSPF ® OSPF #t# 2 LSA(Link-State
Advertisement) ® £ addressing semantics: #7¢7 LSA ¥ 12 i# 3% |Pv6 =4t 2 prefix
OSPFv3 31 & #_12 per-link 93 ;8 k& 17 » B2 % 7 R & per-IP-subnet 73 ;% » ¥
“b o & & OSPF # ¢ authentication @ G444 "f »:zd |Pv6 1 authentication header
% Encapsulating Security Payload & f § o BGP-4+it 42 % BGP-4 5 £ 27
IPv6 =1t 2 network layer reachability information (NLRI) % i * [Pv6 st 57 next
hop %% - ISISV6 RIE B & 2 a3 1) IPv4 2 OSl routes 7 ISIS it 53 @ i% IPv6

J

=t

T



preflxeSO Hept s P {opliE3 4R E LM % AP R4S FHie

i |IPv6 i 27 AR d

Hubert Feyrer % ¥ O’REILLY kA1 d1 K en

“Introduction to IPv6”[10]- & -
21 IPv4AZ IPV6 2+t
Service IPv4 IPv6
Addressing Range 32-hit, Network Address Trandation | 128-bit, multiple scopes
Autoconfiguration DHCP Serverless configuration through self
& neighbor discovery, DHCPv6
IP Routing RIPv1, RIPv2, OSPFvl, OSPFV2, | RIPng, OSPFv3, BGP-4+, ISISv6
BGP-4, ISIS
IP Multicast IGMP/PIM/Multicast BGP MLD/PIM/Multicast BGP, scope
identifier
Security IPSec (packets and tunnels) IPSec mandated
Mobility Mobhile IP Mobile IPwith direct routing
Quiality of Service Differentiated Service, Integrated | Differentiated Service, Integrated
Service Service

i 5B IPV6 v & (deployment) t - IPVG router § § #-%5 B IPV6 4 % 2 5t
S L N a‘ﬂ Pl 4t @ (packet)rm. oo - BAV AR &
34l R G 9 I 4% %A IPV6 router oo P AR 5 3F 5 H 4 IPV6
TR Aom N R GRS ¢ (European Telecommunications Standards
Ingtitute; ETSI)[11] 2 p e TAHI [12]3+ 45 & £ 7% IPV6 4845+ € (Plugtest)ipl s
IPV6 =11+ & 4+ (conformance) 2 7 i |+ (mteroperablllty) ¢RI E RS
#1 (Beijing Internet-networking Institute; BII)[13]~ & 5% IPv6 core router & 7 i
A T ME sy PlE O Tt AR R i & IPV6 enterprise
router F oie=t RIRRE R £ 5 2 B & 7 6WINDGate 6221 % & 549 1 Cisco
3725 ~ Foundry Fastlron 4802 Premium % p 4 549 <7 NEC IX5003 % = 33 ¥ 2
S0 ¥ by 4 oopen source 1T ¥k st FreeBSD[14]% Linux[15]7] & #ipl4 -
fed > FreeBSD % Linux 4% (kernel) e IPV6 #2587 5t % § » &V i 42 % p
*~ KAME[16] 2 USAGI(UniverSAl playGround for Ipv6)[17] & IPv6 3+ 4] ef%
7S ¥ b4 FAe open source 1 GNU Zebrarouting software[18] » ¢z 16 e Bl 4~
24 5 FreeBSD — KAME % Linux — USAGI -

BRI P A& & 425 IPv6 # it v i (functionality) ~ # & 4 (conformance)
3 i»ri(lnteroperablllty)i sz ie (performance) & + v #f » dcit 4o @
1. # gt

IPv6 = i v & ¢ & IPv6 services,

routing/multicasting % 7 p o
2. @R

A MPIREARFEFRS AT 5 7 & IETF RFC (Requests For Comments) #

B¢ oor g K nAge o B P ¢ 4 ICMPY6, IPV6 core, IPV6 stateless address

autoconfiguration, 1Pv6 neighbor discovery protocol, IPv6 path MTU discovery

IPv6 transition/translation % |Pv6



% F# T o (datarplane) B 3 2 RIPng(Routing Information Protocol next
generation)#;#]~ w (control-plane)ip|3# > s.3- % 3 335 i test cases -

3. I HplEE
THMPIRERIHBELBFRF T LT A AAEFN LIPS E
% p|z858 p & ¥ RIPng, OSPFv3(Open Shortest Path First version 3), BGP-4+
(Border Gateway Protocol version 4 plus) % 1SISv6(Intermediate System to
Intermediate System version 6) % % @_°

4, g Rl C
BATRBGE T W 0 APR e pFEF IPv4 2 IPV6 < forwarding performance,
transition performance # routing performance | :# » %g rovt g IPv4 2 IPV6 e
peiy b g R oo

2. B33 E 2 FRIF

RIFF1E

ANPEEREE T * PPBRIELE A 29 0 & BREL EE IPV6 B
AEARTD - LF HE 4o IXIAANVL[19] & IPV6 5 & 1plak 4% B dcp B test
cases 2 = F v < it Spirent[20] B % IPV6 routing ipl3& F 3% i4p § x L ik
A G & B]AS0 chlichh St % TAHI 24014 0 IPV6 75 & 12 T3 Mp
shopen source £ * > w v pd TR F o a NetlQ Chariot[21]R] ¥ 14 i {7 IPv6
TCP 2 UDP sz it ipl3f o

227 RWRFEIFEG A R()E 0 A AN PES i?Jéﬁ”"ﬁS’s’ﬁ 3R]
#1 £ - Dataplane conformance /Plpé‘l LAmEHET IXIAANVL > 515 2 IPV6
Test Suites #r& F e test cases % » @ P P 2 EEk i =% o Spirent Adtech
AX/4000 IPv6 Conformance Test Suites 52 X 5 * [ 2 eh ;% & JLp|sRehjnfe > fe
H_ventestcasesfi b o m ¥ 37 P < 2 o TAHI IPv6 Conformance Test Suite 4
L menik T2 PIREARP 22 om 2 @ *4ekipd 2 o & control-plane
conformance jpl:# 1 E A % % 7 Spirent Adtech AX/4000 IPv6 Conformance Test
Suites> #]1 5 H & #¥ RIPng, OSPFv3 %2 BGP-4+f% %_» IXIA ANVL p = 2 & ¥
OSPFV3 2 ISISV6 > @ Agilent QARobot[22] = £ 4% BGP-4+#: % > @ P w:Bil
I Vensk A o & IPV6 interoperability BliE o 0 AP LG ¥ § dataplane
interoperability hip[3# 7 3% % test cases { data-plane conformance ip|3# ¥ 3k @ i
P 0 @A 7 {7 dataplane interoperability gz o ¥ ¢F £ 4 2 TAHI IPv6
Interoperability Test Suite p = B &2 B § ¢ > &2 % 7 B FRI& b FRE
B £ 2V 1 RIFE control-plane interoperability > @ & 1 % #Fpld A Lok & 4 PIEPE
#7% e messagese i+ IPv6 data-plane performance iBl:# > & > 2% P E % @ * Spirent
SmartBits SmartFlow % :& = forwarding 3% » F] 2 3ZP3E 1 Z endk (T4 o e H s
BRI E@E > a2 PIREES IS B 0 7 18 & IPV6 trangtion cip|zE > A
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PR EiE 4 7 IXIA ScriptMate Software: ] 2 ¢ & 4% ¢ IPV6 transtion i) :# i 5 =
% o % IPv6 control-plane performance #l3# = 3% » A EH 7 Spirent Adtech
AX/4000 Routing Emulation Software 2 Spirent SmartBits TeraRouting Tester » #] =
HFEhAmipg A1 m 2 PRk ¢ p fﬁ%ﬁ“ ESENCEE NS (P FLR S
PR o NP B R R NPV REL & B P wmihg Al 8P St & 3o

%2 IPV6RlEL &

Item Data-plane test tools Control Plane test tools
Conformance 1 IXIA  Automated Network | 1 Adgilent QARobot
Validation Library (*) 1 IXIA  Automated Network
1 Spirent Adtech AX/4000 IPv6 Validation Library
Conformance Test Suites 1 Spirent Adtech AX/4000 IPv6
1 TAHI [IPv6 Conformance Test Conformance Test Suites (*)
Suite
Interoperability 1 TAHI IPv6 Interoperability Test | 1 TAHI IPv6 Interoperability Test
Suite Suite
Performance 1 Agilent RouterTester Traffic | 1 Agilent RouterTester Routing
Generation software Protocol Emulation Software
1 IXIA ScriptMate Software (*) 1 IXIA Routing Protocol
1 Spirent Adtech AX/4000 Emulation Software
Controller Software 1 Spirent Adtech AX/4000 Routing
1 Spirent SmartBits SmartFl ow (*) Emulation Software (*)
1 Spirent SmartBits SmartWindow | 1 Spirent SmartBits TeraRouting
1 NetlQ Chariot IPv6 Test Module Tester (*)

33 ARl dulEa 2

Tests Data-plane test tools Control-plane test tools
Conformance IXIA: Spirent Adtech AX/4000:
I ANVL IPv6 Test Suites 6.2 I  AX/ 4000 Mainframe
1 Ethernet Control Module
1 IP Ethernet 10/100 Interface * 2
1 Test Suite Manager 3.80
1 RIPng Test Suite 1.01
Interoperability Tested by DUTs themsel ves
Performance Spirent SmartBits: Spirent SmartBits:
1 SMB-6000B Chassis 1 SMB-6000B Chassis
1 LAN-3101A 6-port 10/100Mbps | 1 LAN-3101A 6-port 10/200Mbps
Ethernet Module Ethernet Module
1 SmartFlow 2.0 1 TeraRouting Tester 2.0
IXIA: Spirent Adtech AX/4000:
1 1600T Chassis 1 AX/4000 Mainframe
1 LM100TXS8 8-port 10/100Mbps | 1 Ethernet Control Module
Ethernet Module 1 IP Ethernet 10/100 Interface * 2
1 ScriptMate 1Pv6 Tunneling Test | |1 Controller Software 4.42.0
Scripts 3.651.284a EA SP5b

Rl

= 3Pl 3 e 1% pl 4~ (Device Under Test; DUT) £ ¢ = 2+ & 20 endioal 4404 71
4 4B ¥ g sk E BWINDGate 62210 8k sidi# 3 % §.12 FreeBSD + Zebra
SR Tehd i fsped 256 MB DRAM » @ # & iRl iR § 128 MB o ¥
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R 6 0 < 3 EaniFpl gt s 5 2 iF 10/100 Mbps < Ethernet ports -
@ Foundry Fastlron 4802 2 NEC 1X5003 4~ %3 48 i % 8 i# 10/100 Mbps
Ethernet ports > 7 i & 7 "R iRIFEFF 38R 3 % 3] 2 i portse

F 4 BRI 2 A AR

Device under test | Software version Processor Memory Network
capacity interfaces
6WINDGate 6221 | SIXOS6.3.1 Pentium 1[Il | 256 MB | 2 10/100 Mbps
766 MHz DRAM Ethernet ports
Cisco 3725 10S12.3(1) R7000 128 MB | 2 10/200 Mbps
240 MHz DRAM Ethernet ports
Foundry Fastlron | 07.6.01aV6-3mT53 Power PC 128 MB | 48 10/100 Mbps
4802 466 MHz DRAM Ethernet ports
NEC IX5003 7.4.53 R4700 128 MB | 8 10/200 Mbps
200MHZ DRAM Ethernet ports
FreeBSD - KAME | kame-20030331-freebsd47-snap | Pentium Il1 128 MB | 2 10/200 Mbps
+ Zebra 0.93b 1GHz DRAM Ethernet ports
Linux - USAGI usagi-linux24-stable-20030214 + | Pentium 111 128 MB | 2 10/200 Mbps
Zebra0.93b 1GHz DRAM Ethernet ports

3. IPV6 # 5% W &

e IPv6 =4 5y vt > @ 0 2V 4 5 |Pv6 services ~ [Pv6 trangition/translation
% |Pv6 routing/multicasting = = #f > ¢t gl S 4ok S o T AR 2 5E

PRV ROTEE IV RDEE o FHw IPV6 & BH A g TLERE R G AT

F|e+“Introduction to IPv6”- 3 -
%5 IPV6 # i vt ik
Device under | IPv6 services IPv6 transition/trand ation IPv6 routing/
test multicasting
6WINDGate Multiple link loca addresses, Anycast address, | v6 into v4 tunnels v4 into v6 | RIPng, BGP-4+,
6221 ICMPv6, Neighbor discovery, IPv6 stateless | tunnels automatic tunnels, | OSPFv3, MLDv2,
autoconfiguration, Path MTU discovery, IPv6 | configured tunnels, ISATAP tunnels, | PIMv6 SM
jumbograms, IPv6 QoS, IPv6 IPSec, IPv6 | NAT-PT PIMV6 SSM
MIB, DNSfor IPv6
Cisco 3725 ICMPv6, Neighbor discovery, IPv6 statdless | IPv6 manually configured tunnels, | RIPng, BGP-4+,
autoconfiguration, Path MTU discovery, IPv6 | IPv6 over IPv4 GRE tunnels, | OSPFv3, ISISv6
QoS, IPv6 MIB, DNSfor IPv6 Automatic IPv4-compatible tunnels,
Automatic 6to4 tunnels for IPv6,
ISATAP tunnels, NAT-PT
Foundry ICMPv6, Neighbor discovery, IPv6 statdless | IPv6 manually configured tunnels, | RIPng, BGP-4+,
FastIron 4802 autoconfiguration, Path MTU discovery, IPv6 | Automatic |Pv4-compatible tunnels, | OSPFv3, I1SISv6
over MPLS, IPv6 QoS, DNS for IPv6 Automatic 6to4 tunnelsfor IPv6
NEC 1X5003 Anycast  address, ICMPV6, Neighbor | IPv6 over IPv4, IPv6 over IPv6, IPv4 | RIPng, BGP-4+,
discovery, IPv6 dateless autoconfiguration, | over IPv6, IPv4 over IPv4, | OSPFv3, MLD,
Path MTU discovery, IPv6 QoS, IPv6 | Auto-Tunneling PIMv6 SM, PIMv6
IPSec/IKE, IPv6 MIB DM




FreeBSD — | Multiplelink loca addresses, Anycast address, | IPv6 manually configured tunnels, | RIPng, BGP-4+,
KAME ICMPv6, Neighbor discovery, IPv6 stateless | ISATAP tunnels, NAT-PT OSPFv3,MLDv2,
autoconfiguration, Path MTU discovery, IPv6 PIMv6 SM, PIMv6
Jumbograms, IPv6 QoS, IPv6 IPSec, IPv6 DM
MIB, DNSfor IPv6
Linux — | Multiplelink locd addresses, Anycast address, | IPv6 manually configured tunnels, | RIPng, BGP-4+,
USAGI ICMPv6, Neighbor discovery, IPv6 datdless | IPv6 over IPv4 GRE tunnels | OSPFv3, MLD,
autoconfiguration, Path MTU discovery, IPv6 | Automatic IPv4-compatible tunnels, | PIMv6 SM, PIMv6
IPSec, DNSfor IPv6 Automatic 6to4 tunnels for IPv6, | DM
ISATAP tunnels, NAT-PT

IPv6 services

IPv6 services i & F v g F 4 pl A & 0 IPv6 # it > 4 multiple link local
addresses, anycast address, ICMPv6, neighbor discovery, IPv6 stateless
autoconfiguration, IPv6 path MTU discovery % > ¥ ¢b:B 5 #EFF 1 IPV6 # i 0 4o
IPv6 jumbograms, IPv6 QoS, IPv6 IPSec, IPv6 MIB, DNS for IPv6 % - 12 7 d1”
774 3 5 78 |PV6 services #4 sy chiF R4 -
I Multiple link local addresses: Cisco 3725, Foundry Fastlron 4802, NEC I X5003

I Anycast address Cisco 3725, Foundry Fastlron 4802

I IPv6 jumbograms. Cisco 3725, Foundry Fastlron 4802, NEC 1C5003, Linux —
USAGI

I IPv6 QoS: Linux — USAGI

I IPv6 IPSec: Cisco 3725, Foundry Fastlron 4802

1 IPv6 MIB: Foundry Fastlron 4802, Linux — USAGI

I DNSfor IPv6: Foundry Fastlron 4802

IPv6 trandtion/translation

15 B o BB Internet e 7 (backbone) i 2R v IPvA e G 2 0 & h- &
2 Fé‘*%.%# B IPv4 etk 2 IPV6 B 0 o IPV6 %12 & 27 IPv4 & 35 {3k - B
PERF > #rr it IPvA 2 IPV6 et 2. F oh router % 2R 43 IPV6 packet #f%
(encapsulate) f IPv4 packet b et 4 > R {8 HiE IPv4 e fiE = i g (tunnel) k
B A4 IPV6 packet - £ 3% P & ohis £ 234 % (decapsulate):® = ok e
IPv6 packet » iz f& - (¥ fL 5 transition - IPV6 transition * 5 4 + & % p § iz =
tunnel » & #=2& = tunnel 413 IPv6 manually configured tunnels (RFC 2893)[23]
% |Pv6 GRE tunnels (RFC 2473)[24]> @ p #+:2 = tunnel %475 |Pv4-compatible
tunnels (RFC 2893), 6to4 tunnels (RFC 3056)[25] %2 ISATAP (Intra-Site Automatic
Tunnel Addressing Protocol) tunnels[26] - ¥ ¢t — f& & 5 e 4] &4 IPv6 packet 1
#. 3% B & 3 (trandlation) & IPv4 packet e it o F R e 4] 5 NAT-PT
(Network Address Trandation — Protocol Translation) (RFC 2766)[27] - »2® 7| 41>
% 74 3 % 58 |Pv6 transition/translation #4 ¢ i B4 -
I IPv6 over IPv4 GRE tunnels: 6WINDGate 6221, NEC 1X5003, FreeBSD-

7-




KAME

I Pv4-compatible tunnels: NEC 1X 5003, FreeBSD- KAME
6to4 tunnels: FreeBSD - KAME

ISATAP tunnels: Foundry Fastlron 4802, NEC 1X5003
NAT-PT: Foundry Fastiron 4802, NEC 1X5003

IPv6 routing/multicasting

Pt en B #Fpldr £.F 5 % 17 & 48 IPV6 routing protocols © 4= RIPng,
OSPFv3, BGP-4+, I1SISv6 % » 2 2 |Pv6 multicasting 4= MLD (Multicast Listener
Discovery)[28], PIMv6 SM (Protocol Independent Multicast version 6 - Sparse
Mode)[29], PIMv6 DM (Protocol Independent Multicast version 6 - Dense
Mode)[30] - 2 7] 31”7 7 42 X 38 |Pv6 routing/multicasting {+ 2 s Bl ¢
I 1SISv6: 6BWINDGate 6221, NEC 1X5003, FreeBSD — KAME, Linux - USAGI
I MLD: Cisco 3725, Foundry Fastlron 4802
I PIMv6 SM, PIMv6 DM: Cisco 3725, Foundry Fastlron 4802

d 02 b= gt i E g IR 0 BWINDGate 6221 2 Linux - USAGI #3¢
78 IPV6 # e e ik 5 = & > Cisco 3725 % Foundry Fastlron 4802 4+t IPv6
routing protocols e 225 % = & > v §_ & IPv6 multicasting R #iz 5 ’.; » NEC
IX5003 2 FreeBSD — KAME % IPv6 multicasting s ## 5 = & » w &_%& IPv6
tunneling & > & iz 42 o

4.1Pv6 # & LRI

P e E A SRy ¢RBIEERF LT TAS
#mﬁ* B2 - &7 N j\"‘*'i‘t"jmg\:{fﬂ}%

B a EEFEG T g AR RhE B 57
EARERE o Tl 0 BEMRFAASEE DB IFFLR DL o

A3 IPV6 B & pEAL R EREFRS AT G & IETF RFC it it
Hogeoo ARl daaplane ICMPV6, IPV6 core, IPv6 stateless address
autoconfiguration, IPv6 neighbor discovery protocol, IPv6 path MTU discovery 14 2
control-plane RIPng % 3 % it & 4 » %3  testcases B #ic 5 335 B » F 4 B>
control-plane 7 OSPFv3, BGP-4+% |SISV6 % 2 % B F] 5 Rl 1 & L 3 2 plEps
AR AT T~ AP RREE Fl2 P o AR 5 IXIA ANVL IPV6 Test
Suites % ip|:* IPv6 data-plane s+ & 4> ¥ ¢t * Spirent Adtech AX/4000 RIPng Test
Suite % ip]z# IPv6 control-plane {3 & 14 » £ 38 IPV6 7 & Pip[3REp 40T

(\’-'-"—‘%"r =

-8-



ICMPVG:
17 & *hpa ! RFC 2463, Internet Control Message Protocol (ICMPv6) for IPv6
Test cases i+ #c : 38
P O ICMPY6 s & 4 & a2 5 packet processing error reporting,
diagnostics, multicast membership reporting 2 neighbor discoverye p* | z& s
FAE G ICMPYG chdt e #3827 I FE~ 8 D4 s s > sV 1 2
echo request 2 echo reply Yz i% e/ -
IPv6 core:
17 & *hpa : RFC 2460, IPv6 Specification
RFC 2464, Transmission of |Pv6 Packets over Ethernet Networks

Test cases i #c : 99
PP QLRRRap B AR LB IPV6 hdt e 58 - & 48 options 2 extension
headers s & £ 42 B -
IPv6 statel ess address autoconfiguration:
17 & *hpa : RFC 2462, IPv6 Stateless Address Autoconfiguration
Test cases ¥ #c : 13
P IPv6 stateless address autoconfiguration # 17 3 A #8434 & F e 3R F
2% router #raF :rfvgm ERpEEEIPVG k> 3 & EEan N g e
PRl F R F AR S %E LW A jciE neighbor solicitation, neighbor
advertisement % router advertisement #2322 |Pv6 i 4t 3k T8 (T o
IPv6 neighbor discovery protocol:
i3 *hpa : RFC 2461, Neighbor Discovery for IPVersion 6
Test cases 3 #c 129

P IPv6 neighbor discovery :E & fe — i% link + &7 [Pv6 node # EFL;,B‘»
Ao~ AT ¥ g link- Iayer ab ~ 3 I router 12 2 a3k neighbors 1 i LS e
T oo gt pEpN F AL L %W LM neighbor olicitation, neighbor
advertisement %2 router solicitation, router advertisement it 4, (et 3¢ 3 Jgi¥
R o
IPv6 path MTU discovery
17 & *hpa : RFC 1981, Path MTU Discovery for IP version 6
Test cases B #c : 8
WP IF - B IPv6node i + & ¢ f?‘q‘ B GEpE TR ED - @2 hIPVE 4
ekiBix o a APF Y g de ] RIF I R IRS D] P g B I (path)
i BER A hite o) o migBite < A5 pah MTU(Maximum
Transmission Unit; PMTU) -+ %*u—«k— ER SR B enlink MTU» @ path MTU
discovery Bl & - B4 I E P EE 0 PMTU e8] o JLip3deanp 7 2 & 5 5%
# path MTU discovery et 2 F & ~ 5 7% % ‘# PMTU T RIE R .
RIPng



% 4= RFC 2080, RIPng for IPv6

Test cases i+ #c : 48

WP RIPNg &t & routers gt 2 3k T okt B i 4R 3] IPV6 et engk gl o v
T e 3V 2§ At distance vector # ﬂ} . §_Bdlman-Ford ;5 & ;2 - ptip|
Fep 7 A& L %% RIPNng 0 request message, response message, split
horizon, timers 2 forwarding &/&J2 % -

IPV6 # & f2iplsRenie f 3K TA4cR] 1 #77 » Tester ¢ u;b WA P FRS o A
ROEARY 5 R R & L R 3:?]#?”%1— B RHR T REEL e ER
W R RRFRS DT BRI ETFRS LT W E L B Test casese k& Test
cases ¥ 7 & — 1 port if ix = = Pl3E > 2L 3% 5 Testcases #.d Tester Port A %
M A o RSB A _Tester Port B # 4 &5 v p et 4 o

Tester Port A: DUT Port A:
3ffe:0:0:1::111/64 3ffe:0:0:1::1/64
fe80::11 fe80::1

Tester
<
Tester Port B: DUT Port B:
3ffe:0:0:2::12/64 3ffe:0:0:2::2/64
fe80::12 fe80::2

Bl 1 IPV6 # & 4ipl i e ik

IPv6 #* & |+ Testcases enstit B % 4r# 6477 > d £ 6 ¢ AP w WiBik B
% P 47 11 i (Passed) e test cases 3 #c~ 2 i 46 (Failed) - test cases 1 #c~ & 2 i&
7 4Bk % (Unconfigurable) s test cases i #ic it 2 g 4~ il i & (Passratio) -
% 6 ¢ A F g 1 BWINDGate 6221 # # e ik o test cases B #c ik 3 > 154 F) 5
6WINDGate 6221 2 5 #% i-3% irouter advertisement 3t & S8k A g 0 (B
3 % ehtestcases A7 & K #ig ¥ Sdiceh o Foundry Fastlron 4802 «id 3 5 i
% E_F] % Foundry 2 & 9 IPv6 2 &5-E_Netlron4802 i 2t Fastiron 4802 iz &_fq 7
] % Netlron 4802 & % & # X_ehf %9712 ¥ 3% ¢ Foundry Fastlron 4802 > @
Fastlron 4802 = IPv6 % sedficdl im s8R 43 B f{fﬁ SFEEL 0 HTILIVER G F SR P
A EIRERA - NECIX5003 cid 5 5 5B Fla P AR 1% 1-*»#&” IPv6
G B @ D (R R AT IPV6 endk i b 2 47 it e TAHI, KAME 2 USAGI
F3+4138d p A 5 WIDE(Widely Integrated Distributed Environment):* #14% 41 4%
Fene 82 BERP PUEFT R D EE PG ¢ & BRREmEE S L 84%
¥ R IPV6 chfkfire BB A3 o £ p H IETF 28 it %35 5 IPV6 thip B
T $FIPVE e R iv iR 3F 5 P o
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4 6 IPV6 i+ & 4 test cases se3t (43t 335 B test cases)

Device under test Passed Failed Unconfigurable | Passratio
6WINDGate 6221 277 37 21 83%
Cisco 3725 287 34 14 86%
Foundry Fastlron 4802 | 266 55 14 79%
NEC 1X5003 305 23 7 91%
FreeBSD - KAME 281 45 9 84%
Linux - USAGI 282 48 5 84%

Bl 25 IPV6 7 & pGRE B 5 sy » APV R 279 F IE B ER &
& - JFRIEE S o NECIX5003 o % BceniBl3RsE P ¥ 3593 2 45 > &
ICMPVv6 % |Pv6 path MTU discovery {+ & ¢4 pl:& ¢ £ 37 100%::d i F o
FreeBSD - KAME i IPv6 path MTU discover i€ i 5 5 0% > fo TAHI 3+ 3] 42k
D plREES - ROBAPFEILE I F > L RPRESIFEIPR o ¥4
FreeBSD — KAME % RIPng # & 4B ér‘ - B #& 7w id Tester #74F 1! erequest
message » #714ig S B L i R o
AL B FRP LG LN R Z R S RPRIGE R AP RG Ed
BT SEFIRE B FRP AR L test cases ¥ 75@—4;» PRZUEES AR T
e 4o A |Pv6 neighbor discovery protocol ip3# # mNelghborAdvertlsement
Validation Tests » i3 — B Fpl#- i LiEH ¢ B B test cases > v P 4Lipl» 3 7
T {:‘P'Jéﬁﬁ;“ AELG AR5 IPV6 B AR AT BRI E AP B A
F B AT 0 3 i B A 100%FF o T b o e iV £ R 2 E
BONCE R P 4T ruE S FRI B LG P2 R LS S8 B4 router
advertisement 2t & ® e link MTU %8k > 3F 7 &R 4’"3’ BER T A4 F U
SRl BB chh A S (T § RS bldcE B ERS ABRL I T it g
7‘? 4% WeniiR o &k L timer o FE R A 4= 11000 45 % 1 1)k
PR R T2 BEMPIRET UFRMBED DA SO A I L BR A T
LE "f%ﬁﬁfm@? °
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IPv6 Conformance

100%
95%
90%
85%
80%
75% M
70% B 6WINDGae6221
65% )
60% m Gisco 3725
55% O Foundry Fastlron 4802

gﬁ; 0 NECIX5003

Pass Ratio

40% m FresBSD - KAME
35%
30%
25%
20%
15%
10%
5%

0% | L1 | L | Lo | | | | |

ICMPv6  IPv6 Core IPv6 NDP PMTU RIPng Overall
Aconfig

@ Linux- USAGI

B2 IPV6 & & Mipledad i & st

5. 1Pv6 Routing Protocol 3 if {4 ip|3#&

3 JF-T'}‘ B AP F‘]—}.)’z mw—»ﬁﬂ'\?’ﬂbiﬁ Q;}ﬁ”é{[“éjg_‘j@'rj
Hood R TR R R g TN - o F T ] R
gl

é&«&af«,@ AR e L e i%’? x..ér% L f@aé_r%f e
A TP I A EREENF I RP RRE L BT N ¢ L H B SRR A
) -‘ﬁ%‘r%’r":’%‘ ﬁ’»i-ﬁm»j}ﬂ-\ﬂb?ﬁ"h’ X A ST e

A IPV6 en3 i HpzE S w0 AP p3E T RIPng, OSPFV3, BGP-4+% |SISv6

% IPv6 routing protocol 13 i@ 44 > & I PR 4o T oo

RIPng 3 i B3

1. RIPng routes propagation:

AIEPIEA R FPIEEBFRPF AT p e RIPng routing table p e
RIPNng routes ;ﬁ d routing update messages i# % (propagate) 3| H = chrouters m ¥
FEeFld B @ FRF ArE 4 grrouting update messages 6 0 st 49 e p & ghrouting
table p\ iz = #7178 ¥ e RIPng routes »

BRI R TACH 3 or 0 AP AP E BEFRS 0 Port A BiE- L
Switch# M & — 4= ¥ ¥ % T 4 b — B subnet <1 IPV6 =4k > 2R {4 & % ¥ ip| 4«0 Port
B % % % F ersubnet s IPV6 4t 0 12§ iF Port A # & & i 414 ¢ RIPng route »
KETRL > THE i%i&{‘%éﬁ%iﬁ'ﬁ"fi 41 ¢ 7 RIPng routes 0 routing update
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message > #2323 - 0 - BABEF = F HRlREL K 4o IXIA & & Spirent hE
& % fi-$% RIPng protocol % i# ) routing update messages > fe &}t = & X iy pliR F
RIPBPRRLIEZFhIdl FRPBERFICERP 2 F oI @ ivR:E
H & ® Fpld & £ 1) routing update messagess sx I R B 1 Fiplde o
7 €7 routes & F £ $i= = datic routes> £ f1* router s redistribute” 4] 0 -
“connected” 7 routes(7= 45 + Port B ¢ route) s &_dtatic routes £ #74 fiz | RIPng
B2 P o et BRI IT 3 RIPng < routes ¥ 14 % routing update messege ¢ i# ) o
A AE B EFRL P F A redigribute #5403 Fipl 4 % 1) RIPng routes 0 3 F R
BB FRIP LT RN A Y BT R e routes - 22 15 & RIPNg routing table
P 2 oentry o

RIPng e3 i [ipl:8 & % 5 & B #Fip|4~ 354 T /2% RIPng routes g i% 113 >
T2 EY A FRS w4 RIPNg routes o

Port A: 3ffe:0:0:1::1/64 Port A: 3ffe:0:0:1::2/64 Port A: 3ffe:0:0:1::3/64

Port B: 2001:0:0:1::1/64 Port B: 2001:0:0:2::1/64 Port B: 2001:0:0:3::1/64
Port A: 3ffe:0:0:1::4/64 Port A: 3ffe:0:0:1::5/64 Port A: 3ffe:0:0:1::6/64
Port B: 2001:0:0:4::1/64 Port B: 2001:0:0:5::1/64 Port B: 2001:0:0:6::1/64

B3 RIPNg 7 i [iplif e

OSPFv3 3 i {+ip3#

1. Adjacency establishment and negotiation of d%ignated router:

IR B HpIE A B FR e 2 B E_F A 49 o Fred > OSPRV3 adjacencies
@ ¥ iF 1) designated router (DR)% backup designated router (backup DR)» & ¥ &
% DR} 4 p= i  ernbackup DR % 5 DR> @ H 4+ DR Other it iE 1777 backup
DR -

NPIRR R R K TACE] 4 om0 d 3t BWINDGate 6221 72 7 & & OSPFv3
R A G o0 A A S M RE o APk BB FR S Port A SE- o
switch #4 & — 4= 3 ¥ 3% % - subnet ¢ IPV6 =uk > ¥ *H g 2 4p ke charealD 3
0.0.0.0 e §_%# f crrrouter ID 2 router priorityo?i T s od 2t pF o area0.0.0.0
fw A3 DR Z backup DR i & v go75 e R4 i{ § B 408 1470 DR %
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backup DR » 58 3% 8 2_ {4 th'E % - router priority #2 B hiF # Bl % * DR = 3
% = backup DR H 58 p)4» B] 2 DR Other » ¢+ ¥ DR £ backup DR € £ %75
{F R4 2& = 4= full adjacencies’ it £ DR Other &2 DR Other 2 & i ¢ = = 2-way
adjacency - z_ {4 2% 7 - DR J& e 85 7 4 “f:}i P RRisELR R~ o backup DR A.F €
%% DR» ¥ £ DR Other 2 F’“gif{ré’ - B backup DR @ ® & 3724 &
DR, backup DR %2 DR Other z_ & i= = adjacency =7~ ;%

A ARRRE AR REARR RES N R AR EATHE L B FR
F= crarouter priority > 3 .t - FPIEY X € = 5 DR 2 backup DR i Bl 4~
fig— R eplEY ¢ 2 5 DR backupDR dopt - £ RRRE 0 B LT 0
FiRlde R Ak 5 DR 2 backup DR 4 & = & & 5 ipl5# -

Adjacency establishment and negotiation of designated router 13 & |4 P38 %%
% L B Ep4son 1 FEE Y DR 2 backup DR & 7 22 H 3 & ip|d 2o ¥ ax = 42
1 x5 OSPFv3 adjacencies -

Area: 0.0.0.0
Designed Router (DR)

Backup DR

Port A: 3ffe:0:0:1::2/64
Router ID: 0.0.0.2

Router Priority: 9
Port B: 2001:0:0:2::1/64

Port A: 3ffe:0:0:1::1/64
Router ID: 0.0.0.1

Router Priority: 10
Port B: 2001:0:0:1::1/64

Port A: 3ffe:0:0:1::5/64
Router ID: 0.0.0.5
Router Priority: 6
Port B: 2001:0:0:5::1/64

Port A: 3ffe:0:0:1::4/64
Router ID: 0.0.0.4
Router Priority: 7
Port B: 2001:0:0:4::1/64

Port A: 3ffe:0:0:1::3/64
Router ID: 0.0.0.3
Router Priority: 8
Port B: 2001:0:0:3::1/64

DR Other

B 4 OSPFV3 3 i [P i

2. L SA database exchange:

AT RIRRL & EPREEE DR hF R AE A0k ajc Rl H B R T
e LSA(Link-State Advertisement)is { #7p & ¢ LSA database» # 7 #-#18 | eh
topology & i¥ 3 #75 7 DR Other -

PR LK TR 40 AP AE ?J? &Pl e Port B 3% 7 F subnet
7 |PV6 iht 0 ZRte I * redistribute #4] e F R4~ F A 2 OSPFv3routes: 28 {s 1
B DR { #7% #i%¥ LSA database /‘Cq—\@"ﬁ & & ik ends 1F o

AP RREL A PR REEAR DR AL ERTAEL BFR
F~ corouter priority > 3 e b - FKBIREY LG 8§ = 5 DRERIP iz = g
W ”ﬁ #‘—ﬁﬁ = 5 DRo 4ot — & HpIE __;Lerﬂ e R «}L”FK%.&J’K% = DR ™
2 % LSA database < # chfi-in s 4 B ow A AT RIRE o
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LSA database exchange 17 i [+ pl:p % % 2 & BRIy on 2 m{ 7% @
i# LSA database -

BGP-4+3 id |+ 3#

1. Internal BGP session establishment:

AR R FRREBFERFZFELTE NS 2 intenal BGP
session °

APIRRE R AR 3 Afor o AP AL EBEFRS S Port A BiE- 5
Switch 8 - 4= ¥ X Ll - B subnet 0 IPV6 i=nk » ¥ *h iy 4P e i1
Autonomous System (AS) number 5 1 %2 7 F erouter ID» 2 ¥ & A& B &R+
KR W FRF L neighbors > 2 18 BLRH @ R4 AT yRac & B i chiF 4
i * 4= internal BGP sessions -

Internal BGP session establishment crip|:& & % 5 & B F R4 3o B H 8 chiF
B4 2= 2 4= internal BGP sessions °

Port A: 3ffe:0:0:1::1/64 Port A: 3ffe:0:0:1::2/64 Port A: 3ffe:0:0:1::3/64
Router ID: 0.0.0.1 Router ID: 0.0.0.2 Router ID: 0.0.0.3
Port B: 2001:0:0:1::1/64 Port B: 2001:0:0:2::1/64 Port B: 2001:0:0:3::1/64

Port A: 3ffe:0:0:1::6/64
Router ID: 0.0.0.6
Port B: 2001:0:0:6::1/64

Port A: 3ffe:0:0:1::5/64
Router ID: 0.0.0.5
Port B: 2001:0:0:5::1/64

Port A: 3ffe:0:0:1::4/64
Router ID: 0.0.0.4
Port B: 2001:0:0:4::1/64

Bl 5 Internal BGP 3 i 14ip| 3% o ik

2. Internal BGP routes propagation:

ABRFILEERFEBFRFPZFLT AL mBE g2 o internal
BGProutes » i ¥ ficji H s #pl4 @ k ehinternal BGP routes -

d\iﬁ]éﬁﬁvéﬂ AEk TACE 50 AP AE B FR S Port B F %X 7 F subnet
7 IPV6 i ht o fR (s * redistribute #84 & FRl F A 4 internal BGProutes > #A
(S ﬁ%@%i?d#ﬂa R £ I i EC I P Y ke mternal BGP routes -
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Internal BGP routes propagation sip|:& % 4% 2 & B Fip|~ 50 T /@ igiE 2 &
1 internal BGP routes

3. External BGP session establishment:
AT PRI R IPIEFRSFE Y - BEPRY 2 F AT S R 2 external
BGP session -

APIRDE R TAoB 6577 0 AP R B ERS POt AT Y - B FR
ePort Bo 28183 T fle — 1 subnet e IPV6 4t » 4ot & A ¥ 5 - 8 >
BRSPS FR 2 B A 7 P asubnety ¥ b AL R T E BEFRSG A
e AS number % router ID - ¥ ¥ AR B Fiplt H;{ TV - BERy L
neighbor » 2. {¢ £ LR FRF 2 Y - B FPRIF2F AT awE >4 extend BGP
Sessions °

External BGP session establishment siip|if 2 % 2 & B F Rl o0 82 ¥ - BiF
B4 2= > 4= external BGP sessions °

N AS: #1 - ’ AS: #2 - /* N AS: #3 .

Port A: 3ffe:0:0:1::1/64 |\ Port A: 3ffe:0:0:2::2/64 ( | Port A: 3ffe:0:0:3::2/64 (

" Router ID: 0.0.0.1 \ " Router ID: 0.0.0.2 | " RouterID: 0.0.0.3 \
\ Port B: 3ffe:0:0:2::1/64 | \ Port B: 3ffe:0:0:3::1/64 | \ Port B: 3ffe:0:0:4::1/64 |
R R N
/ 4 /

Port A: 3ffe:0:0:6:2/64 | | port A: 3fe:0:0:5:2/64 | | Port A: 3ffe:0:0:4::2/64

. Router ID: 0.0.0.6 | \_ Router ID: 0.0.0.5 “ \_Router ID: 0.0.0.4 ‘
| Port B: 3ffe:0:0:7::1/64 | Port B: 3ffe:0:0:6:1/64 | |Port B: 3ffe:0:0:5:1/64 |
R —\ /
/ \ /

B 6 External BGP 3 if [ ip| 3% % ik

4. External BGP routes propagation:

AT RlE LR n“ﬁ'léé L ERIP AT LR BEN A L o externd BGP
routes > I ¥ BT Y - B #FBlP @k o external BGP routes -

ekl ua{ TheB] 60 AP AE B FRLH Port B P X €7 B subnet
7 |PV6 i ht 0 FRfe I * redistribute #4] e F R4~ F A 2 externad BGProutes s #A
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s B BB B Fp 2 F 50 e B ¥ 2 BT external BGProutes -
Enternal BGP routes propagation sip|:& % % 2 & B Fip|d- 50 T /@ Bz 2 &
1z exernal BGP routes -

ISISVE 3 i iR]3#

1. 1SI S adjacency establishment:

AIERIEA B FUpIE L B FRIP 2 B E_F i 49 & e = ISISadjacency e

APIRDE R TA-R] 7 for o d A ERIS P 3 Cisco 3725 2 Foundry

Fastlron 4802 7 + #% ISISV6 & # R iR|E st & (R4 0 ISISV6 T 38 14 o SL i i gs
S %i?'ligﬁfs‘i A-AeT P X T Ak - B subnet (h IPV6 a0 RS E RS B
Fipld 2 B B_F a0 531E = 4= ISIS adjacency °

ISIS adjacency establishment ipliE % % 5 & B F Rl f Hi 2 = 4 ISIS
adjacency -

Port A: 3ffe:0:0:1::1/64 Port A: 3ffe:0:0:1::2/64
Port B: 2001:0:01::1/64 Port B: 2001:0:0:2::1/64

B 7 ISISV6 7 id (B i

2. L SP database exchange:

ATFRIGFL R ERIGEFRIS LT A S e P e FRY T 0 LSPs
(Link-State Packets){s { #7p & 1 LSPdatabase’ & ¥ #-#1% 7|0 topology @ i% 3]
B enFp|y b oo

APIR AR TACB 7 AP E B FR4 0 Port B X %7 F subnet

9 |PV6 ht 0 2R * redistribute #4) e FFRIS 1+ A 2 ISIS routes RS £ EL
2 &Pl d 4_F i 59 1 # LSPdatabase -
LSP database exchange siip| 38 % % 2 # B Fipld~ 355 I /2 2 & LSP database-

&1 b RIPng, OSPFV3, BGP-4+2 |SISV6 17 i {4ip|3 ¢ » & i (P4 50
WREE 0 d P3RS IPV6 routing protocols Bowr B2 F R AR A ¥ R g e
AW IPVE 7 I iPiEa A5 - B AEABRL DR FU G T R L
Frrkeym & T IPv6 router 22 IPv6 router 2. P B E 2 3 2 T i g ARG - 1
Bh R
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6. | Pv4/I Pv6 3z 5% iB|3&

T BlE T w0 AR T dataplane IPv4 2 IPv6 0 forwarding
performance~ IPv6 transition performance % ¥ control-plane IPv4 ¥ 1Pv6 £ routing
performance > F PFie (7 IPv4 2 IPV6 ipiR i & * R, 218 & B i3 IPV6 ok v
Az IPv4 k45 N E %8k 5 0 0 2 BIRIEE P WP e T o

| Pv4/IPv6 forwar ding perfor mance | #

st I8 R A1 45 RFC 2544(Benchmarking Methodology for Network
Interconnect Devices)[31] #+ %_& 1~ ;2 &k & jp| {¥:p| 4 0 throughput 2 latency »
Bl EH I FRYy LR Edte &) aotraffic A T 2§ packet loss# 4 P~ il
Fig o AR at @ X T Fpi ¥ eh throughput 12 % (F R4 B2 & B4t e op
latency » #% o orgr * enplzEa B 5 Spirent SmartBits SmartFlow

APliE e 4o B 8 #1F o AP A w| A Tester 2 ipl4~ F % % IPV4A 2 IPV6
Shizgk > fR 1 Tester Port A i% 41 X B B 2 & entraffic 3] # R[4~ «h Port A » 2%
i 74 Tester Port B %< # |4~ Port B & i% i % chtraffice 3= &_Tester % 3L 3 packet
loss i s 2 > R Tester ¢ & > offered load £ £ 458 (7 RI3F » % A F RIL T
packet loss i gF 4 > B Tester ¢ 3 v offered load £ & 45 i (7 B[3E > 4ot = =
= (binary search) e ;% ¢ — & 3% 4 3| Tester 45 ¥ (% |4 &2 7 packet loss{i%
AT EA g #E S o L7 BB 2 IPv4 2 IPv6 forwarding performance (H i £
M 2 IR Tester i% ) IPv4 traffic £ 2] IPv4 forwarding performance » 75 1s £
:zi# |Pv6 traffic £ ip| IPv6 forwarding performance » # s £ e pFix 41 IPv4 2 |Pv6

% ik 50%: traffic & /B dual stack forwarding performance -

Tester Port A: DUT Port A:
192.168.1.11 192.168.1.1
3ffe:0:0:1::111/64 3ffe:0:0:1::1/64

traffic -
Tester
h traffic
Tester Port B: DUT Port B:
192.168.2.12 192.168.2.2
3ffe:0:0:2::12/64 3ffe:0:0:2::2/64

B 8 |1Pv4/IPv6 forwarding performance ip| & 2 A
B 9 2 B] 10 = IPv4 forwarding performance gRlsR % o 24P IR Foundry
Fastlron 4802 % throughput i S22 ¥ B R - 2 s & mfadte < T htraffic &
T % P)iE wire-speed(7r T 100 Mbps) s throughput @ ® &J2 41 & chlatency » £
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e B £ 243 eni NEC IX5003 @ fdté < -] 5 256 bytes 3.%;; Il
wire-speed » = #_NEC IX5003 ¢ latency B #75 #iRld 3 # 5 F 0> 24 P dip) A
F] % NEC IX5003 12 B¢ B iy - & 2 NEC IX5003 # * 1 &~ e buffer &
BT R et e o g S queling delay gk o EREA T o T FiRl AL
8+ | 3 e o IPv4 traffic /X ™ L #2en throughput = 83.6 Mbps» @ T 32 latency =
958 us-

1Pv4 Forwarding Performance - Throughput
. 100
ISEE: ) @ 6WINDGate 6221
3 & B Cisco 3725
<
2 40 0O Foundry Fastlron 4802,
E 20 0 NEC IX5003
0 B FreeBSD - KAME
O Linux- USAGQ
Packet Size (Bytes)
B 9 IPv4 forwarding performance 2. throughput
IPv4 Forwarding Performance - Latency
300
250 O 6WINDGate 6221
200 B

Latency (u Sec)

150 B Cisco 3725
100 1 O Foundry Fastlron 4802
50 O NEC IX5003
0 B FreeBSD - KAME

o) 128 256 512 1,024 1,280 1518 © Linux- USAGI

Packet Size (Bytes)

B 10 IPv4 forwarding performance 2. latency

B 11 2 B] 12 5 IPv6 forwarding performance gz % % » A i I NEC
IX5003 % throughput 74 JRZE4 B2 > &4te ~ ] 5 256 bytes TM‘E 53
wire-speed » ¥ £ # EI2 IPV6 4t¢ h latency 4 - B o B A RBE R hE
Foundry Fastlron 4802 » #.3t+# =+ -] 5 512 bytesi.*‘uﬁ‘i 79 B i wire-speed > @ F A
#& % | /]t 512 bytes ehtraffic & T pF # latency 5 B o BHA T o rf &
Bl 2 fE L ] 3t e o IPV6 traffic & ™ & 3=cnthroughput 5 70.4 Mbps > @ L 35
latency % 125.9us -
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1Pv6 Forwarding Performance - Throughput
. 100

g = i @ 6WINDGate 6221
é_ 60 ] B Cisco 3725
g’ 40 O Foundry Fastlron 4802
e e o

0 B FreeBSD - KAME

0] 128 256 512 1,024 1,280 1,518 B Linux- USAG
Packet Size (Bytes)
B 11 1Pv6 forwarding performance 2. throughput
IPv6 Forwarding Performance - Latency
8 B 6WINDGate 6221
\3; | Cisco 3725
§ O Foundry Fastlron 4802
® O NEC IX5003
-
.| il ||
B FreeBSD - KAME
256 512 1,024 1,280 1,518 B Linux- USAG
Packet Size (Bytes)

Bl 12 [Pv6 forwarding performance 2 latency

Bl 13 2 ®] 14 % IPv4/IPv6 dua stack forwarding performance rip|:& %2 % » 24
73 3 NEC IX5003 - throughput c74 I8 & > fedte < -] 5 256 bytesimb 593
& wire-speed: = #_ H EJ2 4t e hlatency » - B0 H T AR L Foundry
Fastlron 4802 > #+4té& < -] & 512 bytes;j-}i»ﬂb 3 I :Z wire-speed > @ ¥ latency - 35
Kps BEo FWA 5 > 975 BRI L2 | 4e hIPv4 2 IPV6 traffic A
I 3@ throughput = 76 Mbps > & - 22 latency & 112.6 us-e

IPv4/1Pv6 Dual Stack Forwarding Performance - Throughput

. 100
g 0 @ 6WINDGate 6221
E_ 0 B Cisco 3725
g» 40 O Foundry Fastlron 4802
§ 20 0O NEC 1X5003
0 B FreeBSD - KAME
20 128 256 512 1,024 1,280 1518 @ Linux- USAG

Packet Size (Bytes)

Bl 13 [Pv4/IPv6 dud stack forwarding performance 2 throughput
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IPv4/1Pv6 Dual Stack Forwarding Performance - Latency

O 6WINDGate 6221

M Cisco 3725

O Foundry Fastlron 4802
O NEC IX5003

B FreeBSD - KAME

O Linux- USAGQ

0] 128 256 512 1,024 1,280 1518
Packet Size (Bytes)

& 14 |Pv4/IPv6 dual stack forwarding performance 2. latency

%.%J‘l P Z @ eplER SR AP g I NECIX 5003 & 1Pv4, IPV6, IPv4/IPv6
dual stack forwarding - throughput % 3% (%% 4 > & £ 4 Jad2 3t ¢ eh latency #ik
£ o Foundry Fastlron 4802 . IPv4 forwarding 7 throughput # 3.8 i > % IPv6 %
IPv4/1Pv6 dual stack forwarding ch4 e 7 45 > @ 2 T 32J2 3¢ o7 laency 497
FOERI P B e ¥t oir g RIS #3420 IPv4 forwarding 2 IPV6
forwarding performance sn A £ > JEUP3E % & 2 P BLE R a0 IPV6 throughput
Y5 IPv4 1 84% > A2 IPV6 3¢ enlatency ) 5 IPv4 a0 131 12 o

IPv6 transition performance | i#

gt 3E po? e RIZE T IPv6 manually configured tunnel performance %
automatic 1Pv4-compatible tunnel performance » #7#k * Rl 1 & 5 IXIA
ScriptMate |Pv6 Tunneling Test Scripts °

1. IPv6 manually configured tunnel performance:

iR R #F R4 = 2 IPv6 manually configured tunnel » & < 3] ¢ IPV6 4
¢ IPVA 48 ehit iz (SR EE NS S PRIERED N EFRF A AT )
shtraffic & T iX§ packetloss 3 2 PFE < i ixaE 5o AR R R 5T RIS
s throughput 12 2 F |4 2% B 3¢ 0 latency -

PR fL 4o B 8 #ror o A £ #:2E = manually configured tunnel ¥ ®
a‘ﬁ Z_tunnel 57 source = & 192.168.2.2 3 destination % = 192.168.2.12 » Tester
1z 3| tunneled packets i € f24t %R R = IPV6 4+ - ¢t iR|5EE R throughput %
latency == ;% 4em m forwarding performance ip|3& = /2 #1it o
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transport

IPv6
| header | layer header data

Tester Port A: DUT Port A:
3ffe:0:0:1::11/64 3ffe:0:0:1::11/64

IPv6 packets

v

Tester
IPv6 over IPv4 tunnel
| ~ tunnel packets
Tester Port B: DUT Port B:
192.168.2.12 192.168.2.2

3ffe:0:0:2::12/64

1Pv4 IPv6 transport
| header | header | layer hader | data |

Bl 15 [1Pv6 manually configured tunnel performance 2] :# & ik

B 16 2 B 17 = 1Pv6 manually configured tunnel performance g & % % » ¢
i ¥ 7 NEC IX5003 % throughput s s iE > 7 §_H g2 41 ¢ o laency 4rit H
@ FplF HF S o H = throughput % IR i e s Linux — USAGI 2 Foundry
Fastlron 4802 - e Linux — USAGI 2 #f ¢ ¢ latency & +* Foundry Fastlron 4802
B G o FER A S T BRI R A ] 4t e htraffic A T T 3540 throughput
% 75.3Mbps: @ L 35 latency & 7981.6 us »

1Pv6 Manually Configured Tunnel Performance - Throughput

100
g 5 H 6WINDGate 6221
§ 60 B Cisco 3725
g’ 40 O Foundry Fastlron 4802
£ 28 O NEC IX5003
B FreesBSD - KAME
9 128 256 512 1024 1280 1498 | .o

Packet Size (Bytes)

B 16 IPv6 manually configured tunnel performance 2. throughput

1Pv6 Manually Configured Tunnd Performance - Latency

O 6WINDGate 6221
B Cisco 3725
- O Foundry Fastlron 4802

bl T el o

B FreeBSD - KAME
90 128 256 512 1,024 1,280 1,498 B Linux - USAG
Packet Size (Bytes)

Ploasiicioon
855353888

Latency (u Sec)

B 17 1Pv6 manually configured tunnel performance z latency
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2. Automatic | Pv4-compatible tunnel perfor mance:
APl E_A R4 = 2 automatic |Pv4-compatible tunnel o 3 J< 3 ¢ IPV6

He G IPv4 4o it R EE N3 5 LRI ES N FRS AT R £
| entraffic A T 2§ packet loss 4 P S cdiEsE 5o RS At I T 2R

# chthroughput 12 2 & R4 i JdZ & 4t ¢ o0 latency -

ARIF N 4o R 18 47w o A P E F & 4p T tunnel ihsource s & 192.168.2.2
3&? Mod FRS € R Pp T R chdt e ¢ IPV6 imnk {5 0 32 bits & 4 = IPv4 e
32 bits =4+ > p F LT P xgiE > tunnel 0 P 448 iFiE tunnd & iF 3 Tester
tfx 7] tunneled packets & € f244 %8 & & IPv6 3¢ - st ipl3# £ 7| throughput %
latency = ;% 4e= 5 forwarding performance ip|z& = 2 #7it o d 3 NEC 1X5003
% FreeBSD - KAME & % 4% IPv4-compatibletunnel > gziZ 5 71| » 4 38 BIGE o

| h!—.\Fe’x\é%r | Ia;rgp ater | data |
Tester Port A: DUT Port A:
192.168.1.11 192.168.1.1
::c0a8:10b 3ffe:0:0:1::11/64

IPv6 packets

»

Tester :
IPv4-compatible tunnel
| ~ tunnel packets
Tester Port B: DUT Port B:
192.168.2.12 192.168.2.2
::c0a8:20c 3ffe:0:0:2::12/64

1Pv4 IPv6 transport
| header | header | layer hader | data |

B 18 Automatic IPv4-compatible tunnel performance ip] & 2 ik

B 19 2 B 20 5 automatic |Pv4-compatible tunnel performance =B85 % >
A g 7 Linux - USAGI & throughput e% 8 i3 > @ ® Eg2 44 ¢ o latency + 3
/] » # =% throughput # i 05 Foundry Fastlron 4802 5 e & H g2 44 & ¢h
latency 4r ik o B @ 5 o ot FRIS AL ] 4He o traffic AT T
throughput = 68.9 Mbps > @ -T 3= latency = 6754.4 us »

IPv4-Compatible Tunnd Performance - Throughput

S l% H 6WINDGate 6221
}—:1 60 B Cisco 3725
g’ 40 O Foundry Fastlron 4802
£ 28 ’_JH | | | | O Linux - USAGI
0 128 256 512 1024 1,280 1,498

Packet Size (Bytes)

Bl 19 Automatic |Pv4-compatible tunnel performance z throughput
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1Pv4-Compatible Tunnd Performance - Latency

7,500 — O 6WINDGate 6221

2 1(%% - B Cisco 3725

g g% O Foundry Fastlron 4802
© g O Linux - USAGI

5 250 ] IL—j F ‘ i

90 128 256 512 1,024 1,280 1,498
Packet Size (Bytes)

B 20 Automatic IPv4-compatible tunnel performance 2. latency

# i r2 1Pv6 manually configured tunnel performance  frz_ =i 7] 3& i IPv4
forwarding performance ¥ — i 1t & » % 5 L E 5 * 58 IPV6 transition 3k jis -
] throughput % /& £ 1Pv4 forwarding 7 90% - e _latency A % % 83.3 & -

| Pv4/1 Pv6 routing perfor mance | i#

gt 3g po¢ AL pE T maximum BGP routes learned % route flapping test
A 1t g IPv4 22 IPV6 forouting performance + enE £ o

1. Maximum BGProutes learned:

AP & ES D Fp 4 o0 BGP routing table & % it 534 ~ % 0 i BGP
routes & F| & ip|4~ & % 1_BGPUPDATE message ¥ 5 % # i# i% 75 routes -

APRENE K TACE 21 Aror o AP ATER G a3 £ 5 Spirent Adtach
AX/4000 Controller Software - #% * #- Tester 2 & p|4» e B port AF’K;{ Z_|Pv4 %
IPV6 st » & 2 A g3t 3K 5 neighbor » 4% ¥ ¢ i1 j&_Tester Port A i 1 BGP
UPDATE messages = & pl4~ » 1 ¥ j&_Tester Port B < j&_DUT Port B #1 % i% i
% ¢ BGP UPDATE messages ° %%'J'l e T i€ _Tester ix ) froutes JF"S")? A F R
P E I FE BEw Tester > Tester #7i% 1 BGP routes #c g ¢ - E {4 > 8 1 &
Bl B Y N B F740 routes o P ef routes #c# T 5 7Pl 4«1 BGP routing
table #7it 4 » chde < routes e o AP L L AN IPVA S G B (T RIRE 0 $H R
F=i% 0 BGP-4routes > pliE = & {5 > £ i# 1 IPv6 5 BGP-4+ routes & {7 jp[3E
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Tester Port A: DUT Port A:
192.168.1.11 192.168.1.1
3ffe:0:0:1::111/64 3ffe:0:0:1::1/64
advertised routes

>

Tester
" propagated routes
Tester Port B: DUT Port B:
192.168.2.12 192.168.2.2
3ffe:0:0:2::12/64 3ffe:0:0:2::2/64

B 21 Maximum BGProutes learned ip| & 2 ik

Bl 22 5 BlEESE % > g 3 6WINDGate 6221 4 BGP+4 2 BGP-4+ + j‘a"i At
#3867 7iFpeis 0 B A&k FEF S 6WINDGae 6221 i zzfftd 5 256
MB > @ H 4 i B «rﬂ“fa’fi?”ﬁ 128 MB - = Cisco 3725 crap[3 b > SVt g0 5
$* B Cisco Express Forwarding (CER)# s 823 X5 1B pFenL w] » ANPgF R BF
CEF # i P4 BGP-4 5./ 8 % en 587 <> e q\ﬁ’;“ BGP-4+§ j= 8 % «hgs Fig
SSERCRVE- & 'rnBGP—4+&*‘ 2% 523 7B CEF # i p¥ ¢ 60% - Foundry Fastlron
4802 .8 % BGP-4 Bt = pF £ 37 &h v e B 4r e BGP-4+erip|2d ¢ ¥ 11 B 3| ehpk,
&%t ix % - NEC IX5003 e = BGP-4 2 BGP-4+% ¥ #& & '51 AR o
FreeBSD - KAME % Linux — USAGI & **# # sh i 304 > @ 2 **i {7 e routing
PR R A Zebra o wiplE kg kR fiAp koo 2 m_/rlpémﬁﬁzﬂ 0PI
Foundry Fastlron 4802 2 NEC IX5003 ¥ % BGP §& /& ez & 224 % H% - + T}uq\pm
EREvIPETRE TR RS KT R gt‘J‘Av\’ft'ﬁﬁAgt"FE*FEF’&°d%"
IPv6 =yt ef & 128 bits @ IPv4 =yt thk E: # 32 bits> A HipL 45> AR
AILE FRIF B Tl B 1 BGP-4+3cE Bi% & A2 BGP-4 #cE e 1/4> e
R kg 255 K4 L7 + 2 1 FreeBSD - KAME 2 Linux — USAGI
ShipliEd o A Hh S “r%‘f 7|1 BGP-4+#c 8 +* BGP-4 #i & & % o

Maximum BGP Routes L earned

1,000,000
865000 864,780

900,000

800,000
B 700000
2
g
S 600,000
g
g soomo0 425,996 o BGP-4 (IPv4)
- BGP-4+ (IPv6,
g 400,000 L (1PvE)
5 300,000

: 250,000 250,000

z 200000 200,000 2000 230000

200,000

80938 64,618 80,566
100,000 38,982 50,000
0
B6WINDGate 6221 Cisco 3725 Cisco 3735 (with Foundry Fastiron NEC 1X5003 FreeBD - KAME Linux - USAGI
CEF) 4802
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B 22 Maximum BGProutes learned ip| i % %

2. BGProute flapping test:

fepeihtopology € T F - AT ’%;4_ E A AT R DlAr L AEL P ET
router ¢ &% H_ 3 Arernode & 4o » B e § A Kk R PF router < routing table
I F R AR AP RS aE (TG route flapplng’ router
t G route flapping ik i pF 3% & A 59 1%0k- { AT routing table sp % o &
AR ES N Fpld & BGP routes #ixw (withdraw) 2 & #71@ ﬁ(readvertise)fﬂ%ﬁv
flap 2 recover routes spF fF -

RPER A RE K T AR 23 fror o AR erER F iRl £ L Spirent SmartBits
TeraRouting Tester - 5 if* - Tester 2 & p| 4~ &% & port 383K € IPv4 2 IPv6 =4t >
TS —*FUF’K %1 % 5 neighbor » £ % 2 ¢ &_Tester Port A i¥ 1) BGP UPDATE
messages £ Fiplf F ¥ o A8 _Tester Port B i# ) traffic 50 & ipldr engd 3% 1)
Tester Port A » P B 3| i 2% i 55 2% o9 38— (Step 1) B 8L/ » 24 17 i35 Test Port
A 2 Epl4~ Port A 2- fF <17 BGP session ® %7 > gt BF R4~ € f&_routing table ¥ it

v 478 $] 5 BGP routes » § FF R B 2 P 3E % e Final Unflap P A gEps > sV £
T ATE 2 W] P % BGP session v gt pFF RIS € £ 378 ¥ BGP routes A A
Step 1 %2 Final Unflap $ 23 4 SRR Z & 5 A b % flap 2 recover
routes o tipliE NS Bk ¢ o Tester #{F B4 #7841 ¢ BGP route #icp 4 W 5
5,000-10,000 % 50,000 i% - Tester Port B «F7 offered load = 80%:- 2% i* - & 7= BGP-4
route flapping test 2% {& £ i& {7 BGP-4+ route flapping test> +* #& IPv4 2 1Pv6 & route
flapping + ehZ B o
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Tester Port A:
192.168.1.11
3ffe:0:0:1::11/64

DUT Port A:
192.168.1.1
3ffe:0:0:1::1/64

Tester

advertise routes

P

~ forward traffic

Tester Port B:
192.168.2.12
3ffe:0:0:2::12/64

send traffic
DUT Port B:
192.168.2.2
3ffe:0:0:2::2/64
Step 1

Tester

(break BGP session)

send traffic

Final Unflap

(re-establish BGP session)

Tester

advertise routes

>

o

~ forward traffic

send traffic

%l 23 BGProute flapping | :& = i

L7 L plmes

P RRRRE G = (S lidg 0 bldr R P 0 Not
!

converged i % FRld - BB 4R R chpF i i*uﬂ EEY Dy Teder #1i% diih

BGP routes - ~ j-%{il”ﬁ PRz frar > NIA & & g2 1387 2 38 RIRE > blde R &
#iRlt- 8 Y BGProutes shpf i & 0 & 4§ A_Linux — USAGI A ipli#— K1 4op &
7 It Fa v i neighbor advertisement % Tester » i = Tester & ;2 % ) traffice £ & 7
¢ A e g ) Cisco 3725 7 A% BGP-4 2 BGP-4+:7route flapping 7] 3% 1+ %
JL3%4p % ¥ > Foundry Fastlron 4802 R 4_t BGP-4 route flapping ip|z# ¢ % 3.7
4% o L i BGP-4 2 BGP-4+ route flapping gz & » 2V i & g8 3 IPV6 flap
routes epF Y %) 5 IPv4 69 4.26 2 > recover routes snpE Y 6 5 IPv4 50 1.94 2

% 7 BGProute flapping |3 % %

Device under | Number | BGP-4 (IPv4) BGP-4+ (IPv6)
test of Routes | Time to flap | Time to recover | Time to flap | Time to recover
routes (Sec) routes (Sec) routes (Sec) routes (Sec)

6WINDGate 5,000 5 12 5 62
6221 10,000 22 40 63 62

50,000 50 Not converged 100 Not converged
Cisco 3725 5,000 3 5 2 5

10,000 2 6 3 8

50,000 3 14 5 11
Foundry 5,000 2 3 23 18
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Fastlron 4802 | 10,000 2 6 90 84

50,000 3 5 N/A* N/A*
NEC 1X5003 5,000 20 31 22 76

10,000 51 54 N/A* N/A*

50,000 N/A* N/A* N/A* N/A*
FreeBSD 5,000 3 29 a7 23
KAME 10,000 4 413 21 18

50,000 8 36 Not converged | Not converged
Linux 5,000 5 5 Not converged | Not converged
USAGI 10,000 5 5 N/A** N/A**

50,000 Not converged Not converged N/A** N/A**

*# 3 BGProutes ([ i 4

**inux — USAGI & ;# w & £ ¢ neighbor advertisement % Tester

A A route flapping Bl:EE S Bl & ¢ PHE J = SRR E

2

F

N & M) 4

L o B 24 5 Cisco 3725 % 50,000 i BGP-4 routes ipliE it % » H ¥ 124
% route crprefix £ & > Step L3 4 &% 90§,p+4) > @ Cisco 3725 & 93 §)
%.%9 g7 B Y 3o BGP-4 routes kit v o ¢ flap routes chps fF 5 3450 ¥ “F Final
Unflap s 2 % % 180%)> @ Cisco 3725 & % 1947?’,‘%%@ SEFTE T3 HBGP-4
routes > ¥ recover routes sHpF i 5 14 F; o R 25 2 i 1Y —g 41 NEC IX5003 %
# % 2 prw BGP-4+ routes th:# & i 0 # flap routes 2 recover routes srpF [
AW G 22F5% T6 45 o fE IRl 26 34 i ¥ 124 4t Linux — USAGI & 5,000 i BGP-4+
routes ;p|iE ¥ > Tester i receiverate & ;2 7| 100%: » %h—ff'ﬁ? WOk ST R E T et
AN i L%t H 1 E o flap routes 3 recover routes o

120

100

£ [o2] (o]
o o o

Receive Rate (% Expected)
N
o

o

Time

‘ N Step 1 W Final Unflap ——24 ‘

0 11 22 33 44 55 66 78 89 98 109 120 131 142 154 165 176 186 196 207 218 230 241 252 263

B 24 Cisco 3725 2. BGP-4 route flapping /7] :& % % (50,000 routes)

-28-




120

100 r
80
60
40

- 1 7
' S

0 11 22 33 44 55 66 78 89 98 109 120 131 143 154 165 176 186 196 207 219 230 241 252 263
Time

Receive Rate (% Expected)

‘ I Step 1 W Final Unflap —— 64 ‘

Bl 25 NEC IX5003 z. BGP-4+ route flapping i#|:# .2 % (5,000 routes)

Receive Rate (% Expected)

0 9 18 27 36 45 54 63 73 82 90 98 107 116 125 134 143 153 162 171 180 187 196 205 214 223 232 241 251 260 269

Time

| m—Step 1 Final Unflap —e— 64]

Bl 26 Linux - USAGI z. BGP-4+ route flapping i8] :# % % (5,000 routes)

7. B

AR IPV6 & E s ehrouter - @ X R|ek R ¢ 45 6BWINDGate 6221,
Cisco 3725, Foundry Fastlron 4802 Premium, NEC IX5003 » #JF ¥ & & %
FreeBSD - KAME, Linux - USAGI = # open source ,x v > jBl3# 38 B @ 35 IPV6
gty A 32 sy (performance) & < o 5F o

B G RlFang S kg > FHOLETF 84% > 7 0 IPV6 Fjire & il
AR A TUAPPREERETEF FA SR LERFE AT AR Gl
oo B E Qe = 2 4 IETFRFC e 418 2 - Forwarding »cic 238 d
% &g o1 B8 e IPV6 throughput %) 5 IPv4 5184% » A&J2 IPv6 packet £ latency )
% IPv4 0 131 2 - 2 #* |IPv6 trandgition H it > | throughput % % & 4 IPv4
forwarding 7 90% - iz &_ latency | F] &z 4t¢ F 3tE 2 j24tEm ¥ 5 833 §
Routing »< it |3 e % 80 IPV6 &2 IPv4 5 ¥ BGProutes F #i25 = < £ £
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tm BGP route flapping i#z& + > IPv6 flap routes shpF & ) 5 IPv4 <7 4.26 & >
recover routes FpF R 6 5 IPv4 50194 2 -

j*ﬁi Fendr gk 5 > BWINDGate 6221 % IPv6 et ic £ 3 F i i = % > Cisco
3725 % routing performance } # Fdk i > Foundry Fastlron 4802 % IPv4/IPv6
forwarding 3 # 4 c-iperformance’ NEC IX5003 R & IPV6 {# & 1+ % IPv6 forwarding
performance # & it > & {5 FreeBSD - KAME % Linux— USAGI /1% 4 2 % &
iR A RaEH

"f 70p3R IPV6 routers zo ¢k o AL 4 2 2F 5 IPV6 eipliEa £ o0 Agilent
Pl B 4w 5B A B ¢ 0 IXIA A2 IPV6 conformance B3 B 4 mg
testcases i 7 @ ¥ WP v £4 (3w Spirent ¢ IPv6 performance BliE I £ Rk
AR AL AR ITR G A YRR R RS < PR A g 14;;1,“'
G4 REA R A TR R L chpE R TAHI 32412035 & 7 open source 1 IPv6
conformance % interoperability P& 4t k8 > v F 3 (T2 PR 2 F2 47 B o

d 30w IPV6 - AR § AT S 2 U A AR s ALy
HERBFRFEFFTLS  AXRFLLE AR IPV6 A SN HAE G P
ARz BT BEE  a ART YA 3 o SIFT IPV6 R AT EG A
o €GP DTS R o
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